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Abstract. The development of applications and systems for the nuclear
domain involves the interplay of many different disciplines and is, therefore,
particularly complex. Additionally, these systems and their innovations have
to be compliant with strict international regulations and recommendations.
The scientific and industrial communities have been studying, developing
and applying advanced Artificial Intelligence (Al) techniques and tools in
several (non-nuclear) application domains. Their encouraging results have
pushed the nuclear community to pay increasing attention to the field of AL
Among the expected benefits of Al is the simplification of complex
procedures, the reduction in the execution of time-consuming operations, the
increase of safety levels, and the reduction in the overall cost. At the French
Atomic Energy Commission (CEA), we have identified and have started to
address several open questions, such as: where in the nuclear domain can
Al-based techniques be implemented in the most productive way? What do
the nuclear standards and recommendations say about its use? Can we
identify some core challenges and issues common to multiple areas of the
nuclear domain? In this paper we provide a first analysis and answers to the
above questions and we conclude by emphasizing some cross-domain high
priority challenges.

1 Introduction

In recent years, we have witnessed a large increase in the use of Artificial Intelligence (AI)
in many fields of applied computer science. It has become more and more evident that Al-
based methods can efficiently solve complex specific problems, where other techniques
struggle.

Without any doubt, the nuclear industry is among the most conservative domains of
application, and is subject to the most restrictive safety regulations. Let us consider IEC
60880 [1] and IEC 61513 [2] as a typifying example of these regulations. IEC 60880 specifies
the safety objectives and requirements for critical software, whilst [EC 61513 concerns safety
objectives and requirements for Instrumentation and Control (I&C) systems and equipment
to perform safety functions in a Nuclear Power Plant (NPP). Both regulations require that all
measures, including accuracy, safety margins, uncertainty, response time and execution time
(the list is non-exhaustive), must be validated and proven.

* Corresponding author: daniela.cancila@cea.fr

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons
Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/).



EPJ Web of Conferences 302, 17005 (2024) https://doi.org/10.1051/epjconf/202430217005
SNA + MC 2024

At the same time, digitization is affecting many domains of application. For example,
advanced simulation techniques employ “digital twins”, i.e. the ability to integrate multi-
physics parameters at different layers of abstraction - thus creating a digital representation of
a physical object or event, and relating it to the physical world.

With full confidence, we can assert that a convergence between digital twins and Al will
happen in the near future. For example, predictive maintenance of a component or a system
exploits advanced analysis based on huge amounts of data. In this regard, Al represents a
natural option to provide inferential conclusions.

In our view the domain of application of nuclear systems cannot be exempt from this
digital revolution. To our knowledge, for several years, the scientific and industrial
communities in the nuclear fields have been increasingly paying attention to digital twins and
Al-based techniques. Some tools are already available as open-source, such as MilLady
(Machine Learning Dynamics), which aims “to improve the accuracy and predictive power
of atomistic simulations [...] with a reasonable computational cost” [3]. For applications in
nuclear industry, Al is seen as a very powerful tool, which could be used with increased
awareness of both its potential and limitations.

From a pragmatic point of view, the use of Al for nuclear applications requires transversal
collaboration of two disjoint communities: the one of Al software engineers and the one of
nuclear engineers interested in Al. To close that gap, in January 2023, we have held a first
seminar between two units of the French Alternative Energies and Atomic Energy
Commission (CEA): List [4] and ISAS [5]. This article originates from that seminar. Note
that the analysis of the fields and the challenges identified here are not intended to be
exhaustive, but constitute a first in a series of reports on this subject.

The objective of this paper is twofold. First, we identify two disciplines, spectroscopy
and robotics both related to the inspection activity, in which Al could provide advanced
solutions. Second, we ask ourselves if it is possible to abstract from the analysed fields by
identifying core and cross-fields challenges. Our reflections consider the aforementioned
applications as a whole and conclude the paper by emphasizing some cross-domain high
priority challenges.

2 State of the art and regulations

Of the extensive literature on Al-related issues on the nuclear domain, we here discuss
existing ecosystems and their work, that are closer to our activity. A specific state of the art
is added in sections 2 and 3.

Figure 1 represents a simplification of the international standardization and regulation
ecosystem (ISO/IEC JTC1, IEC/SC 45A, TAEA).
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The International Atomic Energy Agency (IAEA) is particularly active in the
investigation of Al in nuclear domain. In 2022, the book “Artificial Intelligence for
Accelerating Nuclear Applications, Science and Technology” [6] identified some disciplines
for which Al could provide some benefits. Chapters 7-10 and 12 span from data to nuclear
physics, from fusion to nuclear power (which highlight for example the benefit of Al for
automation, design, optimization, data analytics, prediction and prognostics, and insights
extraction) to verification (including gamma spectroscopy and robotics). Without any
surprise, Al is identified as a useful tool when large amounts of data need to be analysed.

The ISO/IEC Joint Technical Committee (JTC1) addresses the international standards on
Information technology. In the last years, the subcommittees on “Artificial Intelligence”
(SC42) and on “Software and systems engineering” (SC7) have devoted an important effort
to publish standards [7] [8] and technical reports [9]. These works are characterized by being
domain-specific independent and aim to harmonize Al over different application domains,
by proving general rules and the same terminology to adopt.

Finally, the IEC SC45A “Instrumentation, control and electrical power systems of nuclear
facilities” is devoting some effort — and not without a live debate — to understand whether
and how to standardize Al for the nuclear domain. In this context, a recent publication is
IEC/TR 63468:2023 “nuclear facilities — instrumentation and control, and electrical power
systems — artificial intelligence applications” [10] which is based on [7] [8] [9] (list non
exhaustive). Among the main highlights of this technical report, we underline the
classification of the main Al approaches and a clear identification of the international
standards to be followed if a new domain-specific standard for Al in the nuclear domain
should be considered necessary.

Some reflections and challenges are shared by the above groups, IAEA, ISO/IEC JTC
1/SC42 and SC7, and IEC/45A (the following list is non-exhaustive):

- The difficulty of Verification & Validation for Al and the proposal of some solutions

- Ensuring cyber-security of Al systems.

3 Structure of the article

Figure 2 represents the structure of this paper. Given the limited space, we only discuss
two topics: one in nuclear and one in computer science (having applications in the nuclear
domain). “Trustworthy AI” is the core challenge, which has arisen from our studies.

Inspection ‘ Core Challenge
‘/focus or\
\
Spectroscopy Robots Trustworthy Al

Fig. 2. Studied domains and identified core challenge

Spectroscopy and robotics are related to the inspection activity. Independently of the
techniques and tools adopted by the inspection and the technology of the NPP itself (e.g.
Gen-1V, EPR, SMR), the activities covered by the inspection will always be conducted in
NPP; in other words, they are inherent to the NPP itself and essential for a safe development
and maintenance of the nuclear energy. In this regard, innovation concerns techniques,
methods and tools used for the inspection activities. Techniques based on digital twins,
Machine Learning (ML) and AI have proven to be extremely beneficial to other application
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domains. Among their distinguishing features, there is the ability to ingest massive volumes
of heterogeneous data (which NPP do produce) and to use them to infer correlations between
data and events inductively. It is therefore worth studying whether and how these innovative
methods can be beneficial to inspection activities of NPPs.

3.1 Atrtificial intelligence and spectroscopy for materials analysis in nuclear
and industrial contexts

The chemical analysis of materials or components is at the heart of many nuclear processes,
whether to ensure certain safety functions, to control the correct operation of a process, or to
check the conformity of a product. In terms of on-line analysis, optical techniques make it
possible to carry out measurements at a distance on samples of all kinds and in a few seconds
to a few minutes. They are therefore well suited for real-time analysis in difficult
environments, particularly in radioactive ones [11]. Furthermore, they also have applications
in laboratories, for example for the rapid characterization of samples or the in situ monitoring
of processes at the pilot R&D scale.

These techniques are based on optical radiation spectroscopy, and include scattering
(Raman spectrometry), fluorescence (laser-induced fluorescence - LIF), absorption (near-
infrared spectroscopy - NIRS, UV-visible spectrometry, cavity ringdown spectroscopy -
CRDS), or laser ablation (laser-induced breakdown spectroscopy - LIBS). Thanks to their
short analysis time, they can quickly generate a large volume of data. Moreover, as analytical
techniques without sample preparation, the signal they deliver can be strongly influenced by
the variability of the laser-matter interaction related to the physical properties of the samples.
Finally, the coupling of phenomena, e.g. in LIBS the sampling by laser ablation and the
resulting plasma emission, adds further complexity to the interpretation of the spectra.

These reasons have motivated the development of multivariate approaches for several
decades to efficiently exploit spectral data, extract maximum information and optimize
analytical performance. In the particular field of spectroscopy, chemometrics is the discipline
that brings together these approaches. Historically, it covers linear methods such as principal
component analysis, independent component analysis, partial least squares regression and
many other techniques, but over time it has also integrated non-linear approaches such as
support vector machines or neural networks (NN) [12]. With the development of Al, and
especially with the last ten years of deep learning, the processing of spectroscopic data for
chemical analysis has taken a new turn. Many possibilities are provided by these modern
approaches, with potentially increased performances compared to the usual techniques.

In analytical spectrochemistry, tools based on Deep Neural Networks (DNNs),
Convolutional Neural Networks, Auto-Encoders or Long Short-Term Memories are now
used for many applications. These include signal denoising [13] or instrumental artefact
removal [14], classification of compounds or samples [15], reconstruction of spectra within
mixtures [16], supervised analysis for the prediction of physico-chemical properties or
concentrations (quantitative analysis) [17, 17], calibration transfer [18], processing of
hyperspectral imaging data [19] or data fusion [20]. The issue of trustworthiness of
predictions has also been recently addressed [21].

In the nuclear field, the challenges for artificial intelligence in spectroscopy are of several
kinds. The first one is the very large volume of training data required by many deep learning
algorithms, which is often incompatible with what can be obtained experimentally,
particularly when the implementation constraints are strong (radiation protection, quantities
of material available, etc.). Simulation of training data (data augmentation) is a promising
avenue to overcome this limitation. From an analytical point of view, the reliability of
predictions is also a crucial issue and requires rigorous model validation steps. The
quantification of uncertainties is also essential. Finally, the explainability of the models is
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necessary to guarantee a good control of the algorithms and the way in which information
used to make a decision is extracted from the spectra.

Beside these issues, which will have to be addressed in the future, the possibilities that
can be foreseen in terms of Al in analytical spectroscopy concern, for example, the correction
of matrix effects in quantitative analysis, the exploitation of time-resolved spectral data, and
the detection of anomalies, the development of tools to ensure the robustness of predictions,
high-throughput and high-resolution spectral imaging, approaches combining modelling and
Al the use of large spectral databases shared within experimental platforms, and the
downsizing of instrumentation.

3.2 Autonomous mobile robots

Robots are means to assist in the inspection of a NPP site. The benefit in their use with
Al has been pointed out for example in [6]. In this section, we focus on mobile autonomous
robots. We anticipate that their use can be even more widespread in a SMR (small modular
reactor) technology, aiding to reduce the maintenance cost of a NPP under operation.

Constraints arising from energy consumption and, more generally, the resource
limitations that characterize all robot's embedded devices pose serious challenges. For
example, in order to decrease the possibility of putting the robot’s mission (i.e. inspection) at
risk, the execution of control algorithms (e.g. navigation, obstacle detection, perception of
the environment) should be calibrated to have a low resource footprint. In particular, it is
worth stating the obvious: the smaller the robot, the more challenging it becomes to embed
all the required control-and-command devices within it.

Another crucial and complex characteristic is the robustness and precision of the robot’s
self-localization. CEA List has developed specific Al-based methods, for example in sensor
fusion, perception and neural fields, having a very low resource footprint [22].

Additionally, CEA List is developing a framework called Aidge [23] for optimizing and
deploying DNNs on low-power architectures, such as those that are implemented in
autonomous mobiles robots. In particular, this framework is simple and fast to use, without
requiring advanced knowledge in deep learning or hardware. It allows rapid and effortless
DNN applications generation and porting to a great variety of hardware.

4 Core Challenge: Trustworthy Artificial Intelligence

If we consider the two areas as a whole, we observe that two main aspects return as a
leitmotif for a possible deployment of these tools and techniques in the nuclear industrial
context.

The first concerns the quantification of the uncertainty, which ought to be associated with
each result of the analysis. This requirement is demanded by the nuclear safety standards.
Moreover, this quantification plays an important role because it allows nuclear engineers to
know the level of trustworthiness of the achieved results.

The second leitmotif addresses the robustness of machine-learning models. These two
observations require a detailed investigation and are the scope of the two following
subsections.

4.1 Uncertainty quantification in Artificial Intelligence

Training an ML model usually corresponds to approximating an unknown function that
represents the data. In supervised ML approaches, this function is a mapping between the
inputs and expected outputs of the model. This approximation leads to unavoidable errors in
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the prediction that can be more or less important depending on the training data and the test
data. In the context of trustworthy Al, it is necessary to address this problem and recent state-
of-the-art approaches focus on the paradigm of uncertainty quantification.

The main objective is to associate an estimation of the uncertainty to the prediction of a
ML model. This uncertainty can come from intrinsic variability inherent to the data
(measurement errors, statistical fluctuations, lack of information due to hidden variables),
called aleatoric uncertainty, and from the lack of knowledge (limited training samples,
extrapolation) or the lack of complexity of the model, called epistemic uncertainty.

The main challenge is the reliable evaluation of these uncertainties, especially in the
domain of Deep Learning algorithms. Because of the high number of parameters in DNNS,
often associated to the high dimensionality of the data, conventional statistical or Bayesian
methods are not tractable. Over the past decade, several approaches have been proposed to
obtain estimations of these uncertainties (e.g. Quantile Regression, Bayesian approaches with
Variational Inference, Monte-Carlo Markov Chains, Monte-Carlo Dropout) [24]. These
methods provide useful elements for uncertainty quantification; however, none of them has
emerged to be consensual. It is thus necessary to understand in detail the benefits and the
limitations of these methods, and to always be cautious with the interpretation.

In nuclear applications, reliable uncertainty quantification methods are clearly important
when decisions are based on Al predictions. We can use a NN for a thermal-hydraulics
simulation code: the NN provides a rapid answer compared to the simulation code. However,
by using uncertainty quantification, the NN indicates whether its prediction is reliable, and
thus suggest whether it would be preferable to use the simulation code instead.

Nevertheless, because of the ongoing developments of these methods, another challenge
is the validation of the uncertainties provided by the models. Validation methodologies have
been proposed based on coverage plots [25] and out-of-distribution data detections [26], and
recalibration techniques can be applied to improve the uncertainty estimation [27]. However,
they rely mainly on empirical evaluations by using test data, and the question still remains
whether Al models are used in abnormal conditions that have not been anticipated. All of
these problems must be addressed to make ML models acceptable for deployment in critical
applications, even if they can outperform other conventional methods in several domains.

4.2 Robustness of Artificial Intelligence models

Recent studies have shown that conventional DNNs present weaknesses concerning
robustness [28]: a NN can easily be misled by small perturbations, known as adversarial
attacks, in the input data that completely modify the model’s prediction. Famous examples
show images of cats that are normally classified as cats by a NN, but are classified as dogs
after applying small perturbations on pixels that are invisible to human eyes.

These perturbations can be computed by exploiting the differentiability of the NN to find
the optimal small modification to apply to the data in order to disturb the NN. These attacks
are called “white-box” attacks [29] and they require knowing the structure and the parameters
of the NN. On the contrary, it has been shown that “black-box” attacks [30] can also be
applied and they require only the possibility to utilize the model for predictions.

It is important to highlight that this weakness comes from the use of NN on high-
dimensional data, such as images. In high-dimensional spaces, the higher degrees of freedom
give more possibilities to find a direction of perturbation that misleads a model [31].

The main challenge is to defend the models against these attacks. Adversarial training has
been proposed [32] and consists of feeding the NN with adversarial examples during the
learning phase. Other studies focus on the regularity of the models [33]. There is indeed a
strong connection between regularity and robustness: a model that is regular in every
direction of the space is less susceptible to be misled by a perturbation. Certification methods
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[34] try to give boundaries for the predictions of the NN, assuming a controlled magnitude
of the perturbation. However, a trade-off tends to emerge between the application of these
methods and the performance of the models. Uncertainties quantification can also address
this issue, by detecting possible attacks through a reduction of the epistemic level of
confidence. These characteristics of Al models must be considered for critical applications,
such as nuclear systems.

Whether these attacks are intentional, which involves cyber-security challenges, or they
are due to random noise in measurements [35], methods of defense are necessary to enhance
the robustness of the models, especially to obtain trustworthy Al.

Finally, other types of attacks must be considered. For instance, while deploying large
scale Al, the models can be manipulated by corrupting the training database, called
“poisoning attacks” [36], in order to introduce malicious biases in the predictions. The
models could be hacked to expose privacy data that would have been used in the training
database, by using model inversion attacks [37].

4.3 Towards qualification tools

Software qualification (also known as software certification for example in the avionic
application domain) is a complex process, which demands (non-exhaustive list): (a) methods
and qualified tools, often based on a mathematical model, for the design and the development
of the software itself; and (b) methods and qualified tools to verify and test the adequacy to
safety-related standards.
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Fig. 3. Safety engineers analyse the system (1) and ask to a qualified Al-tool to test the system (2).
the generated documentation (3) provides an improved system (4) under the engineer’s supervision (4).
Image partially created with Copilot and optimized via Dall-E-3.

This situation is even more complex if the software utilizes Al-based algorithms, and/or
if the tools used for software qualification exploit Al. To the best of our knowledge, these
topics are still under investigation and an international consensus is not fully established,
despite the recent standards (e.g. [7]) and a technical report [10].

A qualification process for Al inherits a considerable number of aspects from the
"traditional" software qualification process. Usually, it starts with a comprehensive review
of the Al-based system's design, architecture, and functionality, which typically relies on
carefully crafted key performance indicators (KPIs) [38], such as accuracy, precision, and
robustness, as well as identifying any potential risks and vulnerabilities.

Depending on the adopted Al method and properties to prove, different approaches can
be chosen for verifying the software and the behavior explicability. For example, techniques
based on supervised ML can be adopted to predict the behavior of a reactor, and the
“metamorphic testing” approach [39] among the means to verify the supervised ML.
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5 Conclusions and Outlook

We can with full confidence assert that a convergence between Al and nuclear applications
will happen in the near future. At the beginning of this work, we identified the following
questions: where can Al-based techniques be implemented in the most productive way for
the nuclear domain? What do the nuclear standards and recommendations say about its use?
Can we identify core challenges and issues common to multiple areas of the nuclear domain?

The first question covers a vast area of possible applications and disciplines, and would
deserve an entire paper on its own. These applications are characterized for example by
different levels of sensitivity, and where and when they are used (e.g. in the design &
development, testing, verification of a system, or embedded in an alarm system or in a robot).

We think that all nuclear disciplines that are faced with processing of a very large amount
of data could obtain a benefit of Al-based tools. In the less sensitive ones, tools exploiting
new Al-generating technologies, such as nuclear-adapted versions of GPT [40], can allow an
important acceleration e.g. in the analysis of documents and traceability. However, the more
the area in question concerns safety-related data, the more it will be necessary to have control
over the quality of the results. For this purpose, there are several strategies that we could
explore, such as a parallel execution of Al-based with traditional techniques (diversification),
or, even better, a combination with traditional techniques.

Although, to the best of our knowledge, Al is not currently allowed in a NPP, international
organizations, such as IAEA and IEC 45A, are intensifying their effort in such an
investigation, see e.g. [6] [10]. The underlying idea is to achieve a consensus in the industrial
community and the production of international regulations. Our outlook is to actively
contribute to the work, led by IAEA and IEC 45A.

Finally, Al trustworthiness is the achievement of several independent studies we have
conducted at CEA [4] [5]. It has been identified as a core challenge common to different
areas of the nuclear domain. During our work, we identified a strictly related emerging
challenge: cybersecurity. In the near future, we foresee a greater attention towards
cybersecurity issues, due to the digitization in the nuclear domain, the adoption of machine-
learning- and neural-network-based tools, especially together with the development of SMR
technologies because, in given configurations, operators could remotely control the nuclear
power plant. To our knowledge, IAEA and IEC 45A have also highlighted the same challenge
to the safe deployment of Al in a NPP.
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