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Abstract. The paper presents a method developed for detecting rough errors in the measurements related to 

batteries in the part of electric power system that is characterised by low data redundancy. Since batteries 

either produce or consume power, not all methods of bad data detection can be used to detect erroneous 

measurements of the active power of the battery in the case of low measurement redundancy. Because of 

different values of the active power that a battery may produce or consume at several snapshots in row, 

dynamic algorithms cannot be used. In this study, a new method of bad data detection is developed. The 

method is based on the battery control strategy analysis. 

1 Introduction  

The main objectives in managing an electric power 

system (EPS) with renewable energy sources are to 

mitigate fluctuations in the system and to accept as much 

solar and wind power as possible. These objectives can be 

met by using energy storage devices. There are lots of 

energy storage technologies:  

Pumped hydro energy storage (PHES); 

Compressed air energy storage (CAES); 

Hydrogen; 

Batteries; 

Flywheels; 

Superconducting magnetic energy storage; 

Supercapacitors.  

There are several technologies of Pumped hydro 

energy storage (PHES) in Russia. Currently, much 

attention is paid to large-scale intermediate energy storage 

in power grids of various levels. Energy is stored using 

energy storage technologies, which allow smoothing 

energy consumption over time, shave peak loads and, 

thereby, reduce the required operating power of the main 

equipment of the system. 

Currently there is no energy storage technology that 

can provide a long lifetime, low cost, and high efficiency 

at the same time [1], [2].  

One of the most common energy storage devices are 

batteries. 

The paper is organized as follows. The second section 

presents a description of the problem. The focus of the 

third section is a state estimation method. The fourth 

section explains a technique of the developed method. 

The fifth section describes modeling of wind speed and 

wind power generation. The sixth section several case 

studies are presented. The last section presents the 

conclusions. 

2 Description of the problem 

In electric power system control, validity and 

completeness of data are provided by the state estimation 

procedure [3], [4], which calculates steady-state variables 

on the basis of a measurement snapshot (measurements 

obtained at one and the same time point). High quality of 

estimates is ensured when rough errors in measurements 

are detected and eliminated in advance.  

Rough errors can be detected and eliminated in the 

stage of bad data detection  [5], [6], [7] provided there is 

sufficient redundancy of the measurements. Integration of 

renewable energy sources and energy storage systems into 

the electric power system potentially causes low 

measurement redundancy. Under such conditions, 

conventional bad data detection methods do not work, 

especially when wind and solar generation changes 

rapidly.  

Batteries supply or consume power. That is why not 

all methods of bad data detection can be used to detect 

erroneous measurements of the active power of the battery 

under low measurement redundancy. Because of different 

values of the active power that a battery may produce or 

consume at close intervals (two snapshots in a row), 

dynamic algorithms cannot be used. 

In this study, a method of bad data detection is based 

on the battery control strategy analysis according to which 

the battery is discharged when there is a shortage of power 

generated at the wind farm, and it is charged when there 

is too much power generated at the wind- farm. 

3 State estimation 

State estimation of an electric power system implies 

calculation of state variables, and is based on the 
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measurements obtained from SCADA system 

(Supervisory Control and Data Acquisition) and WAMS 

(Wide-Area Measurement Systems). 

The vector of measurements looks as follows:  

 

),,,,,( iijijiii QPQPUy  ,  (1) 

where  )()( igili PPP  ,   )()( igili QQQ  ,   

iU  – magnitudes of nodal voltages; )()( , igig QP  –active 

and reactive power generation at nodes;  )()( , ilil QP  –  

active and reactive power load at nodes,  ijij QP ,  –  

power flows in transformers and lines, i  – voltage 

phases at the nodes with PMUs (Phasor Measurement 

Units). 

The objective function in the state estimation is as 

follows: 

))(())(()( 1 xyyRxyyxJ y
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 ,   (2) 

where yR  –a covariance matrix of  measurement errors, 

),( Ux   – state vector (a part of the state variables that 

is used to calculate all the rest state variables). 

In order to calculate the state vector, the derivative 

x

xJ



 )(
 is equated to zero, and the system of non-linear 

equations is solved:  

0))((1  xyyRH T  ,  (3) 

where  
x

y
H




  – Jacobi matrix.  

The system (3) is linearized at each iteration i. The 

system of linear equations is solved, where correction 

vector is calculated by the equation: 
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where )(i
P  – a covariance matrix of state vector 

estimation errors. 

Components of the state vector are calculated by the 

equation: 
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If xdx  ,  the iteration process converges, where xd  

– accuracy of the iterative process. Then, a load flow 

solution is obtained using the state vector and values of 

generation and load at each node are calculated.  

4 The proposed method of bad data 
detection 

In this study, a method of bad data detection is developed. 

A rough error in a measurement of active power produced 

or consumed by a battery is detected. The basic idea of the 

method is as follows: the measurement of the active 

power produced or consumed by the battery BP  must 

coincide with the value of the active power calculated in 

accordance with the battery control strategy BP : 

BB PP  .     (7) 

 

The calculated value of active power is used to 

determine the state of charge, which cannot exceed 100%. 

The method consists of two steps. Fig. 1 shows a bad data 

detection algorithm. 
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Fig.1. Bad data detection algorithm 

 

The first step. The active power produced or 

consumed by the battery is calculated in accordance with 

the  strategy described in [8]. In this study the active 

power is calculated by the formula:  

LWB PPP  ,    (8) 

subject to 

1)(min  tSOCSOC  ,   (9) 

 

where WP  – the active power generation measurement at 

wind farm, LP  – the measurement of load, SOC(t) – state 

of charge at moment t is calculated in [1] in terms of its 

initial value. In this study, SOC is calculated by the 

formula  
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 )(
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where: 

CAPW  – battery capacity (MWh) (given), 

BP  – power consumed or supplied by the battery (given), 

LsP  – self needs of the battery energy storage system; 

t  –duration, 

status – 0 or 1 (connected or disconnected) (given), 

minSOC  – minimum value of SOC. 

To detect a rough error in the measurement of active 

power, the inequality is analyzed.  
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dPP BB  ,     (11) 

2223 LWBd   ,   (12) 

where 2
B  – the variance of the measurement of active 

power that is produced or consumed by the battery, 2
W  – 

the variance of the measurement of active power at the 

wind farm, 2
L  – the variance of the measurement of 

active power at the load.  

Failure (11) means that there is an error either in a 

measurement of active power produced or consumed by a 

battery or in other measurements related to (11). 

The second step is needed to detect rough errors in 

measurements WP  and LP  , when inequality (11) is not 

satisfied.  

 

 

5 Modeling of wind speed and wind 
power generation 
 

In this study, Weibull distribution [9] is used to 

estimate the probability of wind speed. Figure 2 shows 

that the wind turbine starts to work at wind speed 𝑉𝑐𝑖𝑛 =
5𝑚/𝑠  and reaches rated power at wind speed 𝑉𝑟 =
12 𝑚/𝑠. Then, despite the increase in wind, the wind 

turbine power does not increase until 𝑉𝑐𝑐 = 26 𝑚/𝑠  is 

reached. Figure 3 shows the probability of wind speed 

which is estimated by the Weibull distribution at a=12.2, 

b=6, where a, b are constants used in Weibull distribution. 

Figure 4 demonstrates a curve of active power of wind 

generator, that is calculated on the basis of the typical 

curve of a wind turbine (figure 2) and on the basis of the 

curve of wind speed (figure 3) by the formula: 

pW cAP 32/1  ,    (13) 

where 𝜌  – the density of air (1.605kg/m/m),    – the wind 

speed, A – the rotor area (1124 2m ), 𝑐𝑝 – the power 

coefficient.  

 

Fig. 2. A typical curve of wind turbine 

 

Fig.3. Wind speed 

 

Fig. 4. Active power of wind turbine 

6 Case study  

6.1. Archive of measurements and scenario  

An archive of conditions is created on the basis of the 

mathematical model of a 5-bus test system (Figures 5, 6) 

under various operating conditions. A load flow solution 

for each point of the load curves is used to create 

measurement snapshots. The measured state variables of 

a particular solution are changed by adding a small 

random value according to the model of measurement  

yrandtrue xyy  ,   (14) 

where y   – measurement standard deviation,  2
y  is a 

measurement error variance determined on the basis of the 

characteristics of the metrological path, randx  – random 

errors generated by random number generator, 

)1,0(Nxrand  , truey   – reference (a load flow solution). 

The calculations are aimed at detecting rough errors in 

the measurement of active power produced or consumed 

by a battery ( 5P ) and in the measurements related to 

nodes 1, 3. 

MWPw 8.14(max)   , MWhWCAP 7 , MWPL 15 . 
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(max)wP  – maximum active power generated by the wind 

farm, LP  – load. 

This study presents two cases. The first case: the 

measurements ( 51, PP ) are included in a group of 

measurements with low redundancy (Figure 5). This 

means on the one hand that 51, PP  are not critical 

because other measurements are available, but on the 

other hand 51, PP  remain untested because of the 

impossibility of  making  up an equation of active power 

balance at nodes 1 and 5. Measurement 3P  is redundant. 

This means that it is possible to make up the equation of 

balance at node 3. 

The second case: the measurements 53 , PP


 are 

redundant (Figure 6). This means that it is possible to 

make up the equation of balance at nodes 3 and 5. 

Measurement 5P  has low redundancy. 
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Fig.5. Test system. Low data redundancy ( 51, PP ) 
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Fig.6. Test system. Low data redundancy ( 5P ), 1P  – 

redundant 

 

6.2. Strategy of the battery controller 

 

Figures 7 and 9 show active power curves (battery, wind 

power, load, a sum of battery power and wind power) 

obtained when the strategy of the controller is as follows: 

with insufficient power generated at the wind farm, the 

battery is discharged, when there is surplus power 

generated at the wind farm, the battery is charged. Figures 

7 and 9 show the references and measurements of these 

values, respectively. Figures 8 and 10 illustrate the 

references and a real value of the SOC (state of charge).  

 
Fig.7. Reference values of active power 

 

 
Fig.8. Reference values of SOC 

 
Fig.9. Curves of active power measurement (at the battery – 

references) 

 
 

Fig.10. State of charge (140 snapshots) 
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Figure 8 shows that the battery is fully charged from 

3.00 to 4.00 and from 15 to 16, i.e. the wind farm produces 

enough power to cover the load. From 10.00 to 15.00, 

from 17.00 to19.00 and from 21.00 to 24.00, the battery 

is completely discharged.  

 

6.3. Simulation of a rough error and description 
of experiments 
 

A rough error in the measurement is simulated by the 

formula  

nxyy irantrue  ,     (15) 

where n is used to simulate a rough error that varies in 

magnitude.  

There are three experiments in this study which 

assume that:  

1. The active power value determined in accordance 

with the battery strategy is accurate. The threshold is 

calculated by the formula: 

23 Bd  .    (16) 

 

2. The active power value is determined taking into 

account random errors in measurements. Their variances 

are approximately equal to each other. The threshold is 

calculated by the formula (12). 

3. The active power value is determined taking into 

account random errors in measurements. Their variances 

differ from each other. The threshold is calculated by 

formula (12). 

As an example, a rough error is modeled in 

measurement 5P  by the formula: 

4irantrue xyy  .     (17) 

 

The rough errors are added to the measurements of active 

power in the battery in snapshots 23, 35, 50. In figure 11 

snapshots (23, 35, 50) that have an erroneous 

measurement of active power at the battery are marked. 

  
Fig.11. Curves of active power (measurement at the battery has 

an error in snapshots 23, 35, 50) 

 

 

Case 1. Step 1. Active power is calculated by formula (8) 

(snapshot 23) 

MWPB 6.8 .    (18) 

Condition (11) is analyzed. Inequality (11) that looks as 

follows 

67.33.76.8   is false.  (19) 

The threshold d calculated by formula (12) is equal 3.67 

MW. 

The answer “false” means that there is an error either in 

the active power measurement at wind farm or in the 

active power measurement of the battery or in the 

measurement of load.  

Step 2. To verify measurement 3P , the equation of active 

power balance at node 3 is made up  
 

043313   PPP  .    (20) 

 

To verify  measurement 1P ,  the problem  of the rough 

error detection in an active power measurement at wind 

farm is solved using the algorithm developed in [10]. 

Depending on the results of verification of measurements 

53 , PP , the active power measurement of the battery is 

considered to be either erroneous or valid.  

Case 2. Step 1. Active power that the battery may produce 

or consume is calculated by (8). Then inequality (11) is 

analyzed. 

Step2. To verify the reliability of measurement 1P , the 

active power balance equation is compiled at node 1.  
 

0312115   PPPP .    (21) 

 

The reliability of measurement 3P  is tested using equation 

(20). 

 

6.4. Results  

The results obtained in experiments 1,2,3 are shown in 

table 1 and in figures 12,13,14. 

 
Table 1. The number of errors detected (%) 

 

N 

experim 

n (in formula 15) 

4 5 8 10 12 

1 100     

2 67 100    

3 0 0 33 67 100 

Experiment 1. 

Figure 12 shows the number of erroneous snapshots. 

Figure 12 shows that all rough errors modeled with n=4 

were detected. 

Experiment 2. 

An analysis of results indicates  that if the variances of the 

measurements are approximately equal to each other (
22 5.4 MWB  , 22 1.5 MWW  , 22 0.5 MWL  ), rough 

errors can be detected using the developed method with 

n=5 and more. 

Experiment 3. 

Figures 13 and 14 show that with n = 8, and n=10 one 

third and two thirds of the simulated errors can be 

detected, respectively. 
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An analysis of the results shows that if the variances of 

the measurements strongly differ from each other 

( 22 5.1 MWB  , 22 1.10 MWW  , 22 0.5 MWL  ) 

the developed method  allows  detecting rough error with 

n=12 and more. 

 
Fig.12. The number of erroneous snapshots (experiment 1, 

n=4) 

.

Fig.13 The number of erroneous snapshots (experiment 3, n=8) 

 

Fig.14 The number of erroneous snapshots (experiment 3, n=10) 

7 Conclusion  

A new method of active power measurement verification 

for electric power systems with battery energy storage is 

presented. The method is based on the battery control 

strategy analysis.  

Analysis of the results shows that depending on the 

method of calculating the threshold (depending on the 

ratio between the variances of measurements), the 

magnitude of the rough error that can be detected using 

the developed method is different. 

The results of experiments 1, 2, 3 show that the 

method developed in this study can be used to detect 

rough errors with n=4 (not high error), n=5 (middle error), 

and n=12 (high error), respectively. 
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