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Abstract. When planning and managing the present-day and future transformed electric power systems 

(EPS), such comparatively new properties as flexibility and cyber resilience shall be taken into account 

along with EPS conventional properties, such as Reliability, Security, Survivability, and Vulnerability.   

Large-scale introduction of renewable energy sources notably lowers the EPS flexibility.  Installation of 

Energy Storages allows compensation of power production imbalance occurred when using renewable 

energy sources, which makes the energy system more robust, but lowers its cyber security. The paper 

considers the main performances and models of Energy Storages, their impact on flexibility and cyber 

security of electric networks; it also presents the technique for quantifying the flexibility of a network with 

Energy Storages, and identifies most promising directions of studies in this area.  

1. Introduction  

In terms of generation, creation of SmartGrids 

implies development and integration of renewable 

energy sources (RES) [1], distributed generation and 

energy storage facilities under control of modern 

intelligent means. According to experts’ estimates, use 

of RES in Russia by 2019 was to account for 15-18%, 

but those predictions did not prove true. As of today, 

renewable energy sources in Russia make 2-3% of the 

total energy balance of the country. 

One of the main causes of this lag is dependence of 

efficiency of the major RES types (solar and wind power 

plants) on the seasonal and weather conditions, i.e., 

power by these energy sources is generated irrespective 

of demand. 

It raises uncertainty of planning the size of 

generating capacities, lowers stability and reliability of 

the energy systems, and worsens energy systems 

flexibility, one of their most important property. 

Flexibility is defined as ability of an energy system to 

keep and maintain normal operating conditions under the 

effect of internal (sudden changes in the loads, power 

flows in the links, and changes in the generation) and 

external (sudden disturbances) random (uncertain) 

factors [2-5 et al.].  

Use of Energy Storages (ESs) is recognized to be one 

of the most efficient options of maintaining the power 

system flexibility as it allows leveling the imbalance of 

power generation when using RES, and make the system 

more sustainable.  

In 2017 RF Ministry of Energy adopted the Concept 

of Developing the Energy Storage in Russian Federation 

[7]. Furthermore, milestones of implementing the pilot 

projects with the use of energy storages in Russia are 

indicated in the EnergyNet ‘road map’ within the long-

term Program of National Technological Initiative.  

Despite obvious advantages (higher EPS flexibility), 

large-scale use of Energy Storage raises a number of 

problems. One of them is reduction of cyber-resilience 

[8], which implies ability of a system to resist cyber 

attacks, to lower their initial negative impact, to adapt to 

them and to recover after them [9]. 

Planning and management of future transformed EPS 

requires account of these comparatively new properties 

(flexibility and cyber resilience). In this connection 

problems of flexibility and survivability analysis and 

maintenance require integrated and many-sided approach 

[10, 11]. 

The paper considers the main types of ESs used in 

Russia, their performances and models, impact of ESs on 

flexibility and cyber resilience of electric networks; 

consideration is also given to the technique for 

quantifying the network with ESs, to the most promising 

directions of studies on the issue. 

2. Main performances and types of ESs, 
areas of their application 

Electric energy storages are the most important 

components of developing SmartGrids, as they ensure 

[12]: 

 Leveling the load curves in the network owing to 

electric power accumulation in the periods of excessive 

(cheap) power and its supply to the network in the 

periods of power shortage; 

 Participation in frequency control (primary and 

secondary control);  

 Integration of RES into the energy system;  
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 Continuous power supply for major facilities, for 

auxiliary needs of power plants, substations, etc. 

Main performances of Energy Storages [12] 

Applicability of energy storage technologies in 

power industry is compared based on their performances 

that, in turn, depend on their physical properties. They 

include:  

 Power is volume of power a storage facility can supply 

to the energy system; 

 Energy capacity is energy a storage facility may 

accumulate and supply to the system; 

 Time of response  is the time required for an energy 

storage facility to transit from idle state (idle run, 

charging mode) to the mode of power supply of 

desired parameters; 

 Time of discharge is time during which power is 

supplied to the energy system without additional 

charge. 

Fig. 1 shows classification of energy storage 

facilities; Fig. 2 demonstrates fields of application of 

different types of energy storage facilities depending on 

their capacity, and period of accumulated energy 

discharge. Both figures have been borrowed from [13]. 

 
Fig. 1. Classification of energy storage facilities  

 

 

Fig. 2.  Fields of application of different types of energy storage facilities  
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3. Model of a node with ESs for steady 
state calculation and estimating the 
EPS flexibility 

A model of a node with ESs that can be used for 

quantifying the EPS flexibility is proposed in Ref. [14, 

15]. 

Dynamic behavior of some node i with ESs can be 

approximately represented by a differential discrete in 

time first-order equation: 
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where C - storage capacity, tkx ,  - state of charge of unit 

k in period t; 
gl  ,  - charge and discharge efficiencies; 

tk

genP ,  - power production by unit k in period t; tk

loadP ,  - 

power consumption of unit k in period t; ω,v,ξ – energy 

curtailment, storage losses, and consumption of primary 

energy carrier.  

The left-hand part of equation (1) corresponds to the 

charge change, i.e., 10 ,  tkx . The right-hand part of 

the equation represents exchange of real output between 

the facility and a network, the main fuel source ξ, and 

conditions for losses reduction.  

The main processes described by equation (1) are 

demonstrated in Fig. 3 borrowed from [14].  

 
Fig. 3. Demonstration of exchange processes in the node with a 

storage facility. 

 

4. Quantification of flexibility of a 
network with ESs  

Large-scale integration of RES and variable schemes 

of transmission create high uncertainty in the energy 

system operation. Use of RES allows solution of a 

problem of power production and consumption, i.e., 

maintenance of their balance at every time moment, 

which considerably enhances flexibility of EPS with 

ESs. Still, operators of transmission systems need clear 

information on the available flexibility to be able to 

maintain the desired reliability level at reasonable costs. 

Methodology of flexibility quantification for 

individual nodes of RES with ES and the network as a 

whole is proposed in [15]. For the purpose of 

quantification they introduce two notions: 1) Functional 

(operational) flexibility is ability of an energy system to 

absorb disturbances to be able to maintain steady-state 

operability; and 2) Territorial (localized) flexibility is 

functional flexibility available in a specific node of the 

network.  

The methodology proposed allows expression of 

nodal flexibility in the terms [R,P,E]: 

R- rate of some parameter change, e.g., it can be 

rate of accumulation (discharge) of generating 

equipment or ES;  

P - power; 

E - power constraints.  

These three parameters are used to characterize nodal 

flexibility and identify a set of flexibility parameters 

(SET) that describe constraints of systems flexibility 

based on the contributions of each node with account of 

transmission limitations and power limitations that are of 

importance for nodes with Energy Storage. In other 

words, they describe the size of a disturbance in a certain 

node that can be compensated by appropriate and 

available recovery activities. These activities include re-

dispatching measures, such as backup connection, 

participation of a consumer, changes in the network 

topology and in the specified power flow values. 

The developed methodology includes the following 

steps:  

Step 1: Universal modeling of flexibility of a 

single unit (component);  

Step 2: Universal disturbance modeling; 

Step 3: Network modeling; 

Step 4: Identification of a set of parameters for 

flexibility quantifying; 

Accomplishment of all the steps yields set F that 

expresses functional flexibility and contains all the 

possible values of δ, such that there exists vector (δ,
sf ) 

within the flexibility set 

               bCfCfF dss
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where 
sC , 

dC , b are packages (stacked versions) of 

systems constraints, accordingly; δ – a vector of 

variables related to disturbances; 
sf  – a vector of 

variables characterizing flexibility. These vectors are 

stacked versions of the corresponding state variables of 

all units k and all time steps t, expressed as 
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Since a set of parameters characterizing flexibility (δ, 

sf ) is known, it can be included into routine 

management by Systems Operator as an element of 

decision-making or as a means of monitoring/planning. 

Using these data an operator of a transmission system 

can identify: 

 The required flexibility to avoid foresighted 

disturbances; 
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 A set of disturbances the system can overcome at 

specified available flexibility.  

These problems have been stated in [1] et al. as 

problems of EPS Resilience Against Disturbances, 

including under cyber attacks.  

 

5. Cyber resilience of electrical 
networks with energy storages 

The cyber resilience of electrical networks with 

energy storages has much in common with such 

important properties as security and survivability that 

ensure the normal operation of electric power systems 

[16]. In the current context of the transition to Smart 

Grid, digitalization of energy, and increased cyber 

vulnerability of the entire power system and its 

individual infrastructures, in addition to these 

fundamental properties, there appears the property of 

cyber resilience, i.e. the ability of a complex technical 

(or information) system to exist and maintain its 

operability under cyberattack. Despite the seeming 

novelty of this feature, the measures required to provide 

it are in many respects similar to those developed and 

used to ensure the reliability and survivability of an 

electric power system [17, 18]. These include the 

optimal placement of energy storage devices, 

redundancy, provision of power margins, etc., given the 

specific features of the tasks to be accomplished by 

using one or another energy storage system. A 

cyberattack on an energy storage device can lead to a 

partial or complete failure of the device itself, network 

control errors to the extent of serious accidents, and a 

decrease in the efficiency of the power system operation. 

Therefore, for example, the placement of the energy 

storage devices should meet the following main criteria 

[19]: 

 minimization of the number and duration of customer 

disconnections in case of various accidents; 

 minimization of the amount of electrical equipment 

(transformers, lines) to be replaced due to overcurrent 

in emergency conditions; 

 minimization of losses in the electrical network by 

leveling the load curve and maintaining the voltage at 

the nodes; 

 the most cost-effective demand-side response and 

power supply from energy storage devices, considering 

time-of-use rates 

 

Conclusions 
1. When planning and managing the present-day and 

future transformed EPS, such comparatively new 

properties as flexibility and cyber resilience  shall be 

taken into account along with their traditional 

properties (Reliability, Security, Survivability, 

Vulnerability).  

2. Challenge to develop the power generation methods 

that do not cause depletion of mineral fuel resources 

and to minimize environmental impact, originated a 

tendency towards larger use of RES, which became a 

vital necessity. Introduction of a larger number of 

RES and stepwise transition from centralized energy 

supply systems to distributed ones lower the energy 

system stability and reliability, and, which is more 

important, its flexibility, one of the most important 

features of energy systems. 

3. Energy Storage is a key component in developing 

SmartGrids. Use of energy storage facilities ensures 

power production and consumption balance in the 

networks with RES thus providing the required 

flexibility level of energy system operation. 

4. At the same time the use of ES reduces EPS cyber 

resilience, i.e., EPS ability to maintain workability 

under cyber attacks. Cyber resilience of networks 

with ES is a kind of guarantee of EPS robustness.  

5. Perspective directions of studies in this field include: 

1) implementation of the proposed technique for 

identifying the quantification metrics of flexibility; 2) 

development of methods for optimum ES allocation 

that would ensure required levels of flexibility and 

cyber resilience of present day and future Smart grid. 
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