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Abstract. The problems of   energy sector digital transformation in Russia are considered. The problem of 
insufficient use of the results available in scientific organizations of the energy profile is highlighted. 
Attention is drawn to the need for intelligent support for the justification and adoption of strategic decisions 
on the development of technological infrastructure (digital transformation of energy sector). An approach is 
proposed to solve the problem of integration of software, information support and intelligent information 
technologies developed at Melentiev Energy Systems Institute of  SB RAS. The architecture of a multi-
agent intelligent environment providing this integration, and a multi-agent methodological approach to its 
development are considered. 
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1. Introduction 
In connection with the spread of the concepts of Smart 
Grid [1-2] and digital  energy sector [3] in Russia , it is 
necessary to take into account that when solving the 
problems of transition to Smart Grid and digital energy 
sector, two interrelated areas are distinguished: 
technological infrastructure and information and 
telecommunication infrastructure. The success of the  
digital transformation of the energy industry largely 
depends on the successful application of modern 
information technologies. In turn, talking about the 
application of the latter makes sense if there is a 
developed modern technological infrastructure. 
Solutions for the development of technological 
infrastructure, of course, belong to the class of strategic 
decisions. To justify and support the adoption of such 
decisions, it is advisable to use intelligent information 
technology. This is primarily the technology of semantic 
modeling and knowledge management, which the team, 
under the guidance of the authors, develops and uses to 
create intelligent systems for supporting strategic 
decision-making in the energy sector. An approach to the 
construction of such intelligent system (multi-agent tool 
environment) is proposed, integrating those developed at 
the ISEM SB RAS mathematical and semantic methods 
and models and software tools for their support. 

2. Problems of transition to 
digital energy industry 

 

The relevance of the scientific justification of strategic 
decisions on the digital transformation of energy 
industry is due to the need to solve a number of 
problems that arise in this case. 
As noted in the expert-analytical report of the Center for 
Strategic Research “Digital Transition in the Electric 
Power Industry of Russia” [4], in many developed 
countries of the world, scenarios are being implemented 
that transform the electric power industry on the basis of 
client-centric distributed architecture of power systems 
(this area is usually called energy transition). This 
transition is focused on the large-scale use of distributed 
renewable energy, on attracting private investment and 
the formation of decentralized markets. It also implies 
the intellectualization of infrastructure and the transition 
of consumers to active, prosumeristic behaviors: 
consumers are turning into electricity suppliers. The 
challenges for the Russian electric power industry have 
their own characteristics, which is associated with an 
excess of traditional fuel and energy resources, a large 
and extended territory with a low density of the network 
of populated areas, and specific socio-economic factors. 
But at the same time, they resonate with global 
challenges and challenges for countries with similar 
conditions. We are talking about the transition to a new 
technological paradigm in the electric power industry, 
which represents the organization of energy supply in the 
retail sector as an ecosystem of energy producers and 
consumers that seamlessly integrate into the common 
infrastructure and exchange of energy resources. This 
approach, by analogy with the ongoing interactions, is 
also called “Internet of Energy” [4]. 
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At the same time, there are a number of problems arising 
in the transition to digital energy industry. All problems 
associated with the digital transformation of energy 
sector, i.e. with the implementation and application in 
Russia of integrated intelligent energy systems in general 
and intelligent information and telecommunication 
technologies in particular, it can be roughly divided into 
three classes: cognitive and managerial problems, 
scientific and technological limitations, and personnel 
problems [3, 5]. The expert-analytical report mentioned 
above [4] proposes, as one of their institutional and 
organizational measures, “to create a Russian agency for 
advanced research and development in the field of 
energy (by analogy with ARPA-E in the USA.” The 
experience of system studies in the energy and results of 
research, both ISEM SB RAS, and other research 
organizations in the energy field is ignored. 

3. System studies of energy 
industry 

MESI SB RAS is one of the leaders in the field of 
system research in the energy sector of Russia [6]. 
Until recently, the main research tool was mathematical 
modeling and a computational experiment. In connection 
with the new development trends of the Russian energy 
sector (Smart Grid and Digital Energy), much attention 
is paid to the development and application of intelligent 
information technologies. 
The Digital Economy Program being implemented in 
Russia is now being actively developed. The federal 
project “Digital Energy Industry” is a part of this 
Program. The authors believe that the federal project 
“Digital Energy Industry” does not pay enough attention 
to such areas as intelligent support of strategic decisions-
making on the development of the technological 
infrastructure of the energy sector and ensuring cyber 
security of critical energy facilities. Below we consider 
in more detail the first direction. A major role in 
strategic decisions-making should be played by their 
scientific justification, for which the scientific 
achievements of the institute can be used. 
Traditionally, the ISEM SB RAS uses a hierarchical 
research scheme in which at higher aggregated level 
researches of the fuel and energy complex (economic 
and mathematical models are used) and  industry energy 
systems  studies at the next levels (physical and 
mathematical models are used). These models must 
coordinated.  Research on forecasting the development 
of the fuel and energy complex is carried out at the top 
level, taking into account the results obtained in studies 
of the development  of industrial energy systems at the 
following levels. The scheme includes a number of 
blocks, each of which corresponds to a set of 

mathematical methods, models, and software systems 
that are used to perform computational experiments 
using these methods and models [6]. 
To use the results of these studies in substantiating 
strategic decisions on the digital transformation of 
energetics, it is necessary to carry out a formal 
integration of software and information support in order 
to improve the hierarchical technology to justify the 
development of the energy industry as a whole and its 
industry and territorial components, while the main 
attention should be paid to the development of software 
and information interfaces between tasks in the 
horizontal (between  energy systems ) and vertical 
(Energy Systems - Fuel and Energy Complex - External 
Conditions). 

4. The proposed approach to 
solving the problem of 
integration of software, 
information support and 
intelligent information 
technologies. 

Implementation of the proposed integration capabilities 
can be provided on the basis of the following 
information technologies: a) a common information and 
communication environment for software components; 
b) semantic integration of data, knowledge and software 
components; c) tools for situational management and 
semantic modeling.  
It is proposed to implement a unified information and 
communication environment for the interaction of 
software components in the form of a cloud service, 
which will provide network access on demand to a 
common pool of configurable computing resources (for 
example, servers, storage devices, applications and 
services, etc.). To ensure the necessary level of security, 
it is advisable to implement the information and 
communication environment in the form of a corporate 
cloud [7]. 
For semantic integration of data, knowledge and 
software components, it is proposed to use the concept of 
knowledge management and apply, as a methodological, 
author fractal approach to structuring knowledge [8, 9]. 
To justify strategic decisions on the digital 
transformation of energy industry, it is proposed to 
integrate mathematical and semantic modeling tools. 
Below we consider the concepts and content of semantic 
modeling [10-12]. A semantic model in a generalized 
form is an information model that reflects the concepts 
of the subject area and the relationship between them. 
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The authors consider semantic modeling on the example 
of ontological, cognitive, event and probabilistic (based 
on Bayesian trust networks) models [13-15]. Table 1 
shows a comparison of semantic modeling technologies 
applied for energy security research. 

Table 1. Comparison of ontological, cognitive, event and 
probabilistic modelling 

 
Technology 

 
Purpose of 

Using 

 
Formalizati

on 
Apparatus 

 
Use in energy 
security (ES) 

research 
 

Ontology 
modeling 

 
To describe 
declarative 
pieces of 

knowledge 

 
Ontologies 

(Special 
languages 

(OWL, 
RDF, 
XML, 
etc.)) 

For the 
identification, 
classification 

and 
specification of 
basic concepts 

in energy 
research 

Cognitive 
modeling 

To identify 
causal 

relationships 
of concepts 

 

Cognitive 
maps 

(graph 
theory) 

For analysis  
of energy 
security 
threats 

 
Event 

modeling  

To build 
behavioral 

models. 
Identification 

of the 
development 
dynamics of 
emergency 

 
Event  
Maps  

( Joiner 
Networks 
Theory ) 

 
To analyze the 
development 

and 
consequences 

of emergencies 

 
Probabilistic 

modeling 

Construction 
of 

probabilistic 
models. Risk 
assessment 
of ES threat 
implementati

on 

 
Bayesian 

Trust 
Network 

 
To assess the 

risks of 
emergencies 

Semantic models are developed on the basis of expert 
knowledge and allow the use of both explicit and 
implicit knowledge based on the experience, erudition 
and intuition of experts. For example, cognitive models 
that display causal relationships can be used to describe 
and analyze scenarios of external relations of the fuel 
and energy complex, scenarios of economy development 

and development of the fuel and energy complex. Event 
and probabilistic models allow us to consider options for 
the development of various situations determined by the 
selected scenarios. After an expert evaluation of various 
development variants using semantic models, traditional 
software systems that implement mathematical models 
of industry-specific energy systems and fuel and energy 
complex are used and optimization tasks are solved to 
justify the recommended solutions. 
The situational management concept is used by the 
authors in accordance with the works of D.A. Pospelov 
and his students [16]. Recently, it is proposed to use this 
concept for operational control, but the authors believe 
that it is possible and advisable to apply it in the field of 
substantiation of strategic decisions. The modern 
interpretation of situational management, formulated in 
[17], is used. The authors are proposed to use the 
situational management concept to justify and support 
decision-making to ensure energy security. This is 
considered, in particular, in [18-19]. 
To justify strategic decisions in the energy sector, it is 
proposed to integrate mathematical and semantic 
modeling tools [20]. In this case, both basic technologies 
are used: agent-oriented and cloud computing, and 
problem-oriented: semantic and mathematical modeling 
and two-level research technology, integrating semantic 
and mathematical modeling and supporting its intelligent 
IT environment, including semantic modeling tools and 
providing the ability to integration with traditional 
software systems [11]. 
For the traditional scheme of energy systems research 
described above, the following research levels (stages) 
and the supporting tools are identified (Fig. 1). The 
integration of tools is carried out using the knowledge 
management language. 
To support the adoption of strategic decisions in the 
energy sector using the proposed methodological 
approach and scientific prototypes of tools, the 
architecture of a multi-agent intelligent environment 
(MAIE) has been developed (Fig. 2). 
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Fig. 1. Levels (stages) of energy systems research and tools supporting them 
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Fig. 2. The architecture of the multi-agent intelligent environment (MAIE) 
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This architecture includes: 
• Software Systems and Data Bases for research of 

the fuel and energy complex together  with 
Software and Data Bases, for example, for 
energy security research; 

• Data and Knowledge Warehouse; 
• Intelligent system for supporting of collective 

expert activity; 
• Intelligent IT-environment for supporting of 

semantic modeling; 
• Software component for visual analytics (GEO-

visualization component); 
• Portal – Ontological Knowledge Space. 

Knowledge Management Language is used for 
integration of these components and for call of the 
required component. The Repository provides storage of 
descriptions of all components, as well as databases and 
knowledge bases.  

Now we have scientific prototypes of all basis 
components of this scheme. Their adaptation, integration 
and approbation is required to solve practical problems 
in this area. 
To implement MAIE, it is proposed to use the author's 
approach to the construction of multi-agent systems [21] 
(Fig. 3). Its novelty is determined by the fact that a 
method for interaction controlling of agents on the basis 
of algebraic networks is proposed, for the 
implementation of which event models of agents 
interaction scenarios are developed. This approach was 
tested, under the guidance of the authors, in the 
development of a multi-agent system for the state 
assessing of electric power networks. Currently, a team 
led by the authors has developed a number of scientific 
prototypes of the basic components that can be used in 
the implementation of MAIE. 
 

 
Fig. 3. Methodical approach to the construction of multi-agent systems 

 

Conclusion 
 The problems of the transition to digital energy industry 
are considered, among which stand out, on the one hand, 
the need of scientific research and available applied 
technological solutions in this area, and on the other, 
insufficient attention to the existing results in the field of 
energy systems research. It is noted that the concept of 
digital energy does not pay attention to such areas as 

intelligent support for strategic decisions on the 
development of the technological infrastructure of the 
energy sector and ensuring cyber security of critical 
energy facilities. 
To eliminate these shortcomings, it is proposed to use 
the results of ISEM SB RAS studies aimed at developing 
multi-agent intelligent systems to justify and support 
strategic decision-making in energy sector. For their 
implementation, the authors developed a methodological 
approach to the integration of mathematical and 
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semantic models, of situational management concept, of 
agent, cloud and intelligent computing. 
The results were obtained as part of the implementation 
of the ISEM SB RAS project no. AAAA-A17-
117030310444-2, some aspects were studied as part of 
projects supported by grants from the Russian 
Foundation for Basic Research No. 19-07-00351, No. 
18-57-81001 and No. 18-07-00714 . 
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