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Abstract. This article provides an overview of the data deluge observed and
projected in the next decade in high-energy physics and related sciences, and
how Rucio, a mature and modular scientific data management platform used
by various scientific collaborations, is employed to manage these extensive
datasets. The paper highlights Rucio’s key features, current deployments, and
its role in facilitating scientific innovation across diverse domains

1 A data deluge in science

Modern scientific experiments, particularly those involving complex instruments, generate
or plan to generate unprecedented volumes of scientific data. Figure 1 shows that since the
beginning of the LHC Run3 in July 2022, CERN experiments have stored more data on tape
media (from detectors, simulation and analysis), than in the entire history of the Laboratory
(CERN just celebrated its 70th anniversary in 2024). This amounts to over 500 Petabytes of
data from all experiments in the last 30 months. CERN HL-LHC project (commonly known
as HiLumi) projects a 10-fold increase[1, 2] in the amount of data volume that will need to
be collected by the end of the decade. Such data explosion is not unique to CERN; others
major scientific experiments will be ready by the end of the decade, further exacerbating the
challenge posed by managing vast amounts of data. SKA![3], KM3NET?[4] and DUNE?[5]
are a few examples of such data intensive experiments.

The combined data production of some of these experiments: SKA (700 PB/year[3]),
HL-LHC (over 500 PB/year[1, 2]) and DUNE (over 100 PB/year[5]) is projected to hit the 1
Exabyte/year mark by the next decade.
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I'The Square Kilometre Array (SKA) is an intergovernmental international future radio telescope project
2KM3NeT is a research infrastructure housing a future next generation neutrino telescope.
3The Deep Underground Neutrino Experiment is a future neutrino experiment
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Figure 1. Historical representation of data volume (in Petabytes) stored on tape at CERN

2 Bound by the speed of light

WLCG([6] stands for the Worldwide LHC Computing Grid. WLCG combines about 1.4
million computer cores and 1.5 exabytes of storage from over 170 data centers in 42 coun-
tries. This distributed computing infrastructure allows more than 12,000 physicists around
the world to connect near-real-time to the LHC data and the computing power to process it.
Figure 2 shows the onion representation of the WLCG federation.
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Figure 2. Logical representation of WLCG sites

These sites are usually interconnected by fiber links, usually part of the LHCONE[7]
routing network. For example, a physicist geographically located at CERN can access the re-
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sources with very little latency (CERN’s inside data centre latency is around 0.25ms). How-
ever, if physicists in the US would like to access the resources online, the latency to CERN
could be as high as 125ms (400 times slower) because of thousands of miles between US
and CERN. Therefore, such latency cannot be eliminated completely simply because we are
bound by the speed of light. There are mechanisms to hide latency for WAN data access,
such as having local caching mechanisms like XCache[8] or using WAN-optimized data ac-
cess protocols, such as XROOTD[9]. Despite these ongoing efforts, data transfers within
WLCG happen 24/7, with rates peaking at 260 GB/s[10, 11].

Some common transfer methods in computing such as Secure Copy Protocol (scp) and
FTP* may been used in the past to transfer small quantities of data, however, given all the
potential network issues (i.e, router failures, ISP (Internet Service Provider) blocking con-
nections from certain countries, data corrupted in transit, ...), a robust alternative is needed to
manage the data distribution at scale.

3 Rucio

Rucio[12] is a mature and modular scientific data management platform designed to catalog
and handle the distribution of vast amounts of data across multiple data centers. Rucio uses
a global single namespace to store associated metadata (such as calibration data, data cam-
paign, etc ...). Rucio is location-aware and proficiently manages data within heterogeneous
distributed environments (HPCs’, data lakes, archiving facilities, ...), encompassing creation,
location tracking, transfer, deletion, annotation, and access control. Besides that, Rucio or-
chestrates data flows through the implementation of both low-level and high-level policies,
which ultimately trigger the copy of data to multiple of these locations, each operating under
distinct administrative domains, by relying on a transfer tool to orchestrate and monitoring
the successful transfer of the data. The two most common transfer tools that Rucio utilizes
are FTS[13] and globus[14].

Rucio is a free and open-source software solution licensed under Apache v2.0. Rucio
fosters an open, community-driven[15, 16] development process. Figure 3 shows that in
the last 5 years, more than 200 people have contributed to the project. Furthermore, there
is a stable contribution trend line, with over 10 monthly authors (more than 60 annually),
ensuring the continuity of the project and further adoption by other institutions. The CERN
IT department is one of the new contributors to the Rucio community. CERN IT contributes
with software development person-power to the core Rucio project while prototyping a new
class of service that may be adopted by the small and medium experiments at CERN, ensuring
a coherent vertical integration with existing CERN core storage solutions (CTA, EOS, FTS).

3.1 Core Features and Advantages of Rucio

In a nutshell, Rucio answers the five Ws for data management: Who created the data and who
moved the data? What data is cataloged? When was the data created, moved or deleted?
Where is the data? Why do we have this data? The answers to these questions are provided
by the two fundamental features of Rucio:

1. Automation of Data Management Operations: Rucio reduces the need for manual
intervention by allowing users to specify desired data placement outcomes rather than

4FTP stands for File Transfer Protocol, a standard network protocol used to transfer computer files between a
client and a server on a computer network.
SHigh Performance Computing
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Figure 3. Number of contributors in the last 5 years and historical evolution over time.
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explicit procedures. For example, users can request "Three copies of this dataset, dis-
tributed across multiple continents, with at least one copy on tape" or "One copy of this
file anywhere, as long as it resides on a high-performance disk." This method of em-
phasizing the declarative model allows to have replication rules that governs the data
distribution, including:

e Dynamic addition and removal of rules, with authorization mechanisms
o Rule evaluation engine optimizes data transfers and deletions

o Capability to lock data against deletion for specified durations

e Dynamic creation of cached replicas based on usage patterns

o Integration with workflow systems for automated rule generation

2. Abstraction through a Scalable Metadata Catalog: Rucio provides a scalable
catalog that abstracts the underlying storage protocols (e.g., S3, WebDAV[17],
XROOTD[9]) and WLCG storage technologies (e.g., dCache[18], EOS[19], CTA[20],
Storm[21]), offering a unified data access layer. This indirection allows a data centre
to switch the underlying storage technology without impacting the user community,
allowing to introduce new technologies and re-tune the storage characteristics and pro-
tocols without having to impact the user workflows.

Figure 5 depicts the interaction of and end-user with Rucio and the shielded abstraction

to the underlying storage infrastructure.
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Figure 4. End users, Rucio and the underlying storage infrastructure.
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4 Deployment Landscape: Rucio in Scientific Collaborations

Rucio has been adopted by over 20 scientific collaborations and has emerged as the de-facto
standard for scientific data management in high-energy physics (HEP) and related disciplines.
It is currently employed by CERN experiments such as ATLAS[22], CMS[23], and the Neu-
trino Platform (DUNE[24], ICARUS[25]), as well as other collaborations including Belle
11[26, 27], LIGO/VIRGOI[27], the Cherenkov Telescope Array Observatory (CTAO)[28], and
the Vera Rubin Observatory[25]. Furthermore, Rucio is being integrated into projects such
as the SKA[27], KM3NeT[4], IHEP[29], and XENONnT[27]. Collectively, all these Rucio
sites manage over 2 Exabytes of data across its various deployments.
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Figure 5. Non-exhaustive representation of communities evaluating and using Rucio.

5 Catalyst for Innovation

Rucio, as the platform sitting between the end-users and high-level applications and the stor-
age systems, serves as an enabling technology in numerous scientific activities. Some of these
include initiatives such as: the integration between Rucio and Sense[30], DaFab: Extending
Rucio for Enhanced Earth Observation Data Management[31], data discovery, analysis, and
reproducibility in Virtual Research Environments[32] or extending Rucio capabilities with
OpenData[33]. An extended description of some of these activities is provided below.

5.1 DaFab

The DaFab project is an initiative aiming to enhance the exploitation of Copernicus[34] data
through advanced Al and High-Performance Computing (HPC) technologies. Especially,
DaFab seeks to improve the timeliness, accuracy, and accessibility of EO (Earth Observation)
data. Rucio is a key component in the DaFab computing infrastructure[31] and complement
the EO data store with metadata filtering. Figure 6 shows the usage of Rucio as connecting
platform between the end-user and the EO feature extraction system.

The objective of the DaFab metadata developments in Rucio are to expand Rucio’s meta-
data functionality to store, manage, and search heavily structured metadata, such as metadata
in the STAC[35] format. While the first use-case of this development is the Earth Observation
domain, the features are highly generic and can be exploited by any Rucio community.

5.2 Streamlining open data with Rucio

This initiative is a funded EU project under the OSCARS® umbrella. The growing need
for interdisciplinary research, particularly in multi-messenger science, has highlighted the

SOSCARS is a macro-European project bringing together world-class European Research Infrastructures (RIs)
in the ESFRI road-map to foster the uptake of Open Science in Europe.

https://doi.org/10.1051/epjconf/202533701068
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Figure 6. Rucio in the DaFab computing architecture.

importance of sharing scientific data across institutions performing complementary research
(infrared, gravitational waves, etc.). However, institutions often rely on archaic or error-prone
methods for data sharing. Moreover, given that Rucio does not recognize open data as a main
data type, experiments need to copy this data to other systems to make them FAIR’, incurring
extra costs for the storage of the copy of the data. The main objective of this project is thus
to introduce native support in Rucio to manage open data, where embargo and public access
policies can be defined, so a copy of the data is not needed to make data open. Figure 7
highlights the workflow from data curation to data publication.
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Figure 7. Rucio and open data portal integrations

6 Challenges and Future Directions

The Rucio project faces several challenges and opportunities for the near-future development:

o Authentication Mechanisms: The current authentication infrastructure relies on a com-
bination of x509 certificates and WLCG tokens[36]. The proposed evolution is to use
WLCG tokens, a derived token schema from the standard OIDC®. Current works involve
optimizing the minting of these tokens and ensuring valid lifetimes for the execution of

7FAIR data is data which meets the principles of findability, accessibility, interoperability, and re-usability.
80IDC is an identity authentication protocol that works with OAuth 2.0 to standardize the process for authenti-
cating and authorizing users when they sign in to access digital services
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downstream Rucio actions, such as data tranfers, which happen asynchronously and may
be queued for hours if not days.

o Integration with Workflow Management Systems: For large-scale deployments, au-
tomating the transfer of data to the closest computing facility where users launch their jobs
can significantly enhance efficiency. The DIRAC interware[37] is a promising candidate
for this integration, given its proven track record with Belle II[26] and current evaluation
at IHEP[29].

7 Conclusion

This article provides an update over previous bibliography[27, 38]. Rucio is an open, reliable,
and efficient data management system that supports some of the existing and future world’s
largest scientific experiments. Rucio is maintained by a stable community that is continu-
ously extending it to meet the evolving needs and requirements of the scientific community.
A strong collaboration link is established between physics and other neighboring sciences,
actively participating in the Rucio ecosystem, helping advancing the project to new horizons.
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