
Architecting software applications in containerized envi-
ronment for CMS data acquisition

Jaafar Alawieh1, Kareen Arutjunjan1, Miguel Bacharov Durasov1, Ulf Behrens2, Andrea
Bocci1, James Branson3, Philipp Maximilian Brummer1, Jan Andrzej Bugajski1, Eric
Cano1, Sergio Cittolin3, Albert Corominas I Mariscot1, Georgiana-Lavinia Darlea4, Chris-
tian Deldicque1, Marc Dobson1, Antonin Dvorak1, Christos Emmanouil1, Antra Gaile1,
Dominique Gigi1, Frank Glege1, Guillelmo Gomez-Ceballos4, Patrycja Gorniak1, Jeroen
Hegeman1, Guillermo Izquierdo Moreno1, Thomas Owen James1, Tejeswini Jayakumar1,
Wassef Karimeh1, Rafał Krawczyk2, Wei Li2, Kenneth Long4, Frans Meijers1, Emilio
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Abstract. The data acquisition (DAQ) system stands as an essential compo-
nent within the CMS experiment at CERN. It relies on a large network system
of computers with demanding requirements on control, monitoring, configura-
tion and high throughput communication. Furthermore, the DAQ system must
accommodate various application scenarios, such as interfacing with external
systems, accessing custom electronics devices for data readout, and event build-
ing. We present a versatile and highly modular programmable C++ framework
designed for crafting applications tailored to various needs, facilitating develop-
ment through the composition and integration of modules to achieve the desired
DAQ capabilities. This framework takes advantage of reusable components
and readily available off-the-shelf technologies. Applications are structured
to seamlessly integrate into a containerized ecosystem, where the hierarchy
of components and their aggregation is specified to form the final deployable
unit to be used across multiple computers or nodes within an orchestrating en-
vironment. The utilization of the framework, along with the containerization
of applications, enables coping with the complexity of implementing the CMS
DAQ system by providing standardized structures and components to achieve a
uniform and consistent architecture.
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1 Introduction

The Data Acquisition (DAQ) system at CERN’s CMS experiment [1–3] is tasked with the
essential role of acquiring, processing, and transmitting data from the detector to required
computing systems for further analysis. The DAQ system operates within a distributed com-
puting environment, ensuring high throughput communication, complex system control, and
continuous monitoring [2]. It interacts with custom electronics, supports event building, and
interfaces with external systems. In response to these challenges, a modular C++ framework
called XDAQ [4, 5] has been developed to support the creation of DAQ applications, en-
abling a more structured and efficient approach to system design and implementation. The
framework has been modernized to leverage containerization and orchestration technologies
to allow scalable, reliable, and efficient software architecture that can meet the evolving needs
of the CMS DAQ system. Designing DAQ applications within a containerized and orches-
trated environment offers an approach for managing complexity, enhancing deployment, and
ensuring high availability and fault tolerance in large-scale distributed systems [6].

2 The role of the software framework in the CMS DAQ system

The XDAQ framework, a mature and reliable software solution, has been used in the CMS
DAQ system for many years [5, 7–10]. It offers a pre-designed approach to developing data
acquisition applications, providing a uniform and consistent methodology for application
configuration. The framework’s reusable components simplify development for users and
ensures reliability through an extensive testing in several application scenarios.

The framework is providing uniform APIs facilitating the optional use of several off-the-
shelf technologies. In addition, it supports integration with containerization and orchestration
environments.

Traditional approach

CMS computer cluster

Containerized approach

Distributed DAQ application Images

CMS computer cluster

Distributed DAQ application
Packages

Figure 1. In traditional computer cluster application software and its dependencies are installed directly
on different physical or virtual machine with different OS platforms. In containerized approach all
applications and their dependencies are packaged into container images independently of physical or
virtual machine installation.
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3 Embracing containerization and orchestration
Containerization [11] represents a paradigm shift in how the CMS DAQ system is designed
and deployed [12]. An homogeneous architecture is achieved by encapsulating applications
and their dependencies within containers and operating them in standardized orchestration
environment. Containerization helps to avoid infrastructure lock-in caused by dependency
on a specific operating system and libraries as shown in Figure 1. The approach improves
portability, as containers are independent of the underlying infrastructure, allowing applica-
tions to run consistently across different environments. Orchestration provides a standardized
infrastructure and tools that enable the seamless start and execution of applications on pro-
vided computational resources, whether they are bare-metal machines, virtual machines, or
system-on-chip (SoC) devices. Several orchestration environments can run in parallel and in-
dependently, distributed over different resources as shown in Figure 2. Therefore, container-
ized applications can be developed and assessed in isolated test environment before final
deployment in the production system, which enhances the reliability of software validation
process. Both testing and production environments benefit from consistent installation pro-
cedures, achieved through image construction at build time. This guarantees reproducibility
across different targets, reducing errors and inconsistencies. An additional advantage of con-
tainerized applications is the capability to be validated straight in production environments,
without disrupting installations, eliminating the need for software rollbacks and complex up-
dates. The containerization in the CMS DAQ system is facilitated by Kubernetes [6, 13], an
orchestration platform that provides tools for deploying, scaling and managing containerized
applications across a distributed computing environment.

CMS computer clusterSoC

Images

Figure 2. Partitioning of resources through multiple Kubernetes clusters.

4 The architecture of the containerized CMS DAQ system
A data acquisition application represents a specialized software component designed to per-
form specific tasks within a DAQ system, such as event building, monitoring, or error report-
ing. Traditionally, DAQ infrastructures have been machine-oriented, with software closely

 
EPJ Web of Conferences 337, 01075 (2025) https://doi.org/10.1051/epjconf/202533701075

CHEP 2024

3



tied to specific hardware resources. Containerization is shifting this paradigm, enabling in-
frastructures to become application-oriented. This approach abstracts the software from un-
derlying hardware, enhancing flexibility, scalability, and portability.

In this new paradigm DAQ applications can be deployed in multiple Kubernetes clusters
serving distinct purposes, such as supporting central DAQ operations, development environ-
ments, or individual sub-detector functionalities. Each cluster ensuring allocation and protec-
tion of dedicated DAQ resources, enabling optimized performance and isolation for various
components of the system.

4.1 Fundamentals of application architecture

The XDAQ framework provides a standardized design pattern for the implementation of data
acquisition applications [4]. At the core of a data acquisition application developed with
XDAQ lies the XDAQ executive, a key architectural component. The XDAQ executive cor-
responds to a Linux-based executable program capable of hosting multiple XDAQ modules.
These modules can be either custom-developed or reusable, facilitating modular and scalable
DAQ application design. The framework includes interfaces for essential functionalities such
as configuration, control, monitoring, communication and device access, see Figure 3.

XDAQ executive

User
module

Monitor
probe

module

Peer 
transport
module

…

Reusable Main

C
o

nt
ro

l a
nd

 m
o

ni
to

rin
g

Configuration

Data flow and communication

D
e

vic
e

 a
c

c
e

ss

Figure 3. Modularized structure of XDAQ executive with inter-communicating modules and external
interfaces.

4.2 XDAQ executives in Kubernetes

Kubernetes environment is well suited for DAQ applications which are often designed as
highly inter-communicating distributed systems. In this environment XDAQ executives run
inside Kubernetes pods, each assigned a unique and consistent network identity. This identity
is defined via Kubernetes manifests, enabling the executives to maintain addresses regard-
less of changes in the physical machine hostnames or deployment to different Kubernetes
clusters. Kubernetes provides flexible tools for managing replicas of executives, employing

 
EPJ Web of Conferences 337, 01075 (2025) https://doi.org/10.1051/epjconf/202533701075

CHEP 2024

4



mechanisms such as StatefulSet, Deployment and DaemonSet to ensure redundancy and scal-
ability as shown in Figure 4, and ConfigMaps to allow configuration data to be injected into
application pods during initialization or runtime [13].

…
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Figure 4. Multiple replicas of XDAQ executives running inside Pods created using Kubernetes State-
fulSet object.

4.3 Framework integration into containerized environments

The XDAQ framework seamlessly integrates into containerized environments, utilizing tech-
nologies commonly associated with Kubernetes ecosystems. These include communication
protocols such as HTTP and REST [14], along with configuration formats like YAML and
JSON. Some other utilities already present in the framework support interaction with Ku-
bernetes, such as: access to Kubernetes API, interface to Kubernetes events, readiness and
liveness probe support, embedded programmable web servers that can be accessed through
ingress controllers, etc. The framework also supports the dynamic parameterization of XDAQ
executives running within Kubernetes pods, ensuring adaptability to varying deployment sce-
narios and operational requirements.

5 Complementary off-the-shelf technologies in the CMS DAQ
system

The modernization of the CMS DAQ system is supported by and integrates various off-the-
shelf technologies to provide data communication, application monitoring, logging and error
reporting. The MQTT [15] protocol enables lightweight and efficient communication be-
tween applications via message brokers, making it a highly suitable for distributed systems
with substantial communication requirements leveraging a publisher-subscriber model.

The framework benefits from MQTT client libraries such as Mosquitto (C) and Paho
(C++), facilitating lightweight and reliable message exchange for both publishing and sub-
scribing. The message broker (e.g., Mosquitto, EMQX, RabbitMQ) ensures scalable and
high-performance distribution of MQTT messages. In addition, configurable data gathering,
processing and forwarding facilities (e.g., Fluentd and Fluentbit) interfacing message bro-
kers, enable data transmission across system components, including highly scalable NoSQL
data storages (e.g., Opensearch, Elasticsearch), which offer a reliable approach, providing ef-
ficient indexing and search capabilities to support collection of monitoring, logging and error
reporting data.
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Application Broker Forwarder Data storage

Figure 5. Full chain of monitoring report from a source XDAQ application up to data storage, based on
off-the-shelf technologies.

All these components can be deployed within a containerized environment, running as
Kubernetes pods, providing scalability, fault tolerance, and efficient resource management in
the large-scale distributed computing infrastructure of the CMS DAQ system (see Figure 5).

6 Steps from development to deployment

The process of developing, releasing and deploying of CMS DAQ software, follows a sys-
tematic sequence of steps. At each step, various components, such as source code, software
libraries, RPM (Red Hat Package Manager) files, and container images, are processed and
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Figure 6. Sequence of steps with required input sources to generate necessary artifacts for the final
deployment in Kubernetes environment.
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combined, ultimately resulting in the final artifact, a Helm chart, which can be directly de-
ployed in a Kubernetes cluster.

As shown in Figure 6, initially, the application software is compiled and packaged into
RPMs, facilitating its distribution and installation across compatible systems. Subsequently,
the packaged application is containerized by constructing container images, encapsulating all
dependencies required for execution in a consistent and reproducible manner.

After containerization, a set of Kubernetes manifests and Helm templates that describe
Kubernetes resources (Deployments, Services, ConfigMaps, etc.) are packaged into Helm
charts. These charts serve as a standardized mechanism for managing Kubernetes applica-
tions, enabling efficient configuration, versioning and deployment. Finally, the Helm charts
are installed into a Kubernetes cluster, ensuring application deployment within the orches-
trating environment. All input sources and build instructions needed to generate artifacts are
effectively managed in Git repositories and automated using GitLab CI/CD pipelines. All
artifacts are stored in registries provided by Gitlab infrastructure.

7 Conclusion

The transition to a containerized architecture, supported by the XDAQ framework, addresses
many of the challenges posed by traditional infrastructures. The integration of Kubernetes as
the orchestration platform provides a reliable and efficient mechanism for deploying, man-
aging, and scaling DAQ applications across distributed computing resources. The adop-
tion of off-the-shelf technologies in the CMS DAQ system offers significant advantages.
Publisher-subscriber model supported by MQTT protocol as well as the large range of
MQTT-compatible software is scalable and well suited for monitoring, logging and error
reporting in CMS DAQ system. The systematic approach to software development and de-
ployment, encompassing the packaging of applications into RPMs, containerization and the
use of Helm charts for Kubernetes resource management, establishes a consistent and repro-
ducible workflow. Overall, the enhancements introduced in the CMS DAQ system align with
the evolving requirements of high-energy physics experiments, ensuring the reliability and
efficiency needed to support the CMS experiment’s data acquisition demands both now and
in the future.
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