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Abstract—Fifth generation (5G) cellular network has an incredible
feature to connect massive devices and gives promising services to various
applications. EAP-AKA and 5G-AKA protocols are used in 5G for
authentication. These existing authentication mechanisms is not well
effective and challenged by vulnerabilities. This is posing serious threats to
both privacy and network security. Blockchain is one of method to secure
5G authentication parameters. So, This paper is based on an analysis of
blockchain-enabled authentication methods for 5G networks. It reviews
multiple frameworks and provides a comparative analysis of their

advantages, drawbacks, and opportunities for future research. we examine

literature from three databases (Scopus, WoS, and MDPI) from 2019 to
2025. Inclusion and exclusion criteria are selected for extract quality of
papers for analysis. only those papers are considered which have clear
methodology, architectures, frameworks, or protocols relevant to the study.
Finally, it gives future research directions by discussing challenges of
existing frameworks.
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1 Introduction

With its ultra-fast speed, low latency, and massive connectivity features, 5G introduces
significant improvement in businesses| 1], industries[2]-[4], and consumer experiences. As
a result of this, the number of devices and applications connected in 5G environments
grows exponentially[5]. This rapid growth of connected networks unlocks various
opportunities while simultaneously introducing significant challenges[6][7], such as
managing a high density of connection demands, a robust and secure system. For that, the
authentication process plays a vital role in building trust between user equipment (UE) and
the network. Standard approaches such as EAP-AKA[8], EAP-TLS[9], and 5G-AKA offer
improvements over previous generations, but these still face many vulnerabilities[10][11].
In response to these challenges, the integration of 5G with blockchain technology has
emerged as a potential game-changer. Blockchain has an immutable, transparent,
cryptographic-based decentralized system[12]. Based on these features, researchers
proposed frameworks to improve the authentication process for 5G networks. The aim of
this study is to analyze how blockchain helps to improve existing authentication methods
and what challenges these new frameworks face. The implication of this study for both

1 Corresponding author: er jaskiran@gmail.com

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons
Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/).



EPJ Web of Conferences 341, 01038 (2025) https://doi.org/10.1051/epjconf/202534101038
ICATCICT 2025

academia and industry, including researchers, security analysts, and policymakers and
guides the design of future-ready network architectures.

For this study we extract and examine 60 recent literates from January 2019 to May 2025
related to the fusion of blockchain with 5G. For the selection of these papers, we selected 3
well-reputed databases (Scopus, WoS, and MDPI Journals). Only those papers are extracted
that give clear methodology, architectures, frameworks, or protocols relevant to the study.
The screening criteria is shown in figure 1.The target keywords “Blockchain-based
authentication,” “Blockchain-enabled 5G authentication,” “Decentralized authentication in
5@G,” "Decentralized AKA in 5G,” and “Smart contract-based 5G authentication” are used
to search papers. After that, research questions are formulated to make a systematic
understanding. These research questions give summarized findings of proposed frameworks
alongside challenges related to proposed work.

Retrieve Set of
Primary Study 85

N

Exclusion based on
Abstract, Duplicate,
Preprint 7

\7

Exclusion based on
Final Selection Set 60 <— Lack of Sufficient
Detail 18

Scopus =40
WoS=22
MDPI=23

Time =2019-25

Fig 1 : Flow diagram of systematic selection of literature

2 Research Outcomes and Insights

This section gives a detailed look at existing research on blockchain based authentication i
n 5G Systems. To answer the first research question (RQ1), we
will examine how blockchain can help deal with security risks and make the overall securit
y of 5G networks stronger. For research question (RQ2), we will look at
the problems and difficulties of using blockchain for authentication in 5G networks. These
research questions are formulated in table 1.

Table 1: Key contributions of this work

Research Question Considerations
RQ1: How does Blockchain| To investigate the specific ways in which
technology support and Blockchain can address security vulnerabilities
strengthen authentication and improve the overall security framework of
parameter in 5G networks? | 5G

systems.

RQ2: What are the To explore the factors that hinder the
issues and challenges in effectiveness of these solutions.
Blockchain-based
authentication solutions
for 5G networks?
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The integration of blockchain technology into 5G networks has seen a lot of research in
recent years, especially regarding authentication in 5G network. Blockchain's decentralized
structure, along with its strong cryptographic methods, presents a promising way to handle
the growing security challenges as 5G networks become more complex and widespread.
This section reviews existing studies, organized into different classes, and highlights the
main findings, issues and area that still need more research.

RQ1: How does Blockchain technology support and strengthen authentication
parameter in 5G networks?

In [13], the authors proposed a framework which is blockchain based authentication
handover in 5G network and address low delay among heterogeneous cells by reducing
authentication overhead which is less then 1 ms.It used Encryption and consensus
mechanism for applied to protect privacy and security by transmitting the key in handover
process. A user equipment (UE) registered on Blockchain Center (BC) and assigns public
and private keys to the UE for secure communication and authentication.The UE’s
authentication request validates through the UE's public key with the SDN controller
which communicate with BC while UE moves new cells without re-authentication, as the
BC has already shared the necessary information with the SDN controllers of adjacent
cells.The BC also manages dynamic key attributes for the UE, optimizing the key transfer
process during handovers to minimize key transfer time and ensure efficient key
management.On detection of malicious UE , the SDN controller notifies the BC and other
SDN controllers and updates the ledger to prevent further attacks.The SDN controllers
participate in the upgraded Delegated Proof of Stake (DPOS) consensus mechanism to
validate transactions and add new blocks to the blockchain.The upgraded DPOS algorithm
reduces the number of nodes involved in consensus, making it scalable and energy-
efficient for 5G networks.

The authors in [14] fortified the SG-AKA protocol through the integration of blockchain
technology and one-time secret hashes as device secrets, causing an increase in both
security and efficiency in the operation of the developed system. The system not only
guarantees mutual authentication and confidentiality of the data but also does not incur high
computation and energy usage costs.This approach involve decentralized authentication
whicch make system less vulnerable. In this authentication checks through a secret hash
record stored on blockchain. These records are immutable.Elliptic Curve Diffie-Hellman
(ECDH) method is used when generated session key. Scyther and BAN logic are formal
verification tools applied to ascertain the correctness and safety of the operation.This
ensures that the system remains secured and operates energy-efficiently with all its features.

The 5G networks faced new problems in the area of authentication in connection with the
growth of IoT devices. In a wide-ranging review of the pertinent existing literature, the
author in [15] pointed out the intricate nature of the trust issues between many functional
components (like AUSF/UDM, AMFs, SEAFs, etc.) concerning security. To counter these
issues, the author has presented an integration of a framework with blockchain technology
for authentication with low communication latency. The framework is such that it stores the
security credentials of IoT devices on decentralized ledgers to preserve confidentiality. The
scheme was evaluated and found safe and secure, as per informal and formal security
analysis, carried out using the Scyther tool.

Mutual consensus in communication can be achieved by installing a multisignature smart
contract on the consortium blockchain [16]. This approach based on consortium Blockchain



EPJ Web of Conferences 341, 01038 (2025) https://doi.org/10.1051/epjconf/202534101038
ICATCICT 2025

maintains a ledger currency to coordinate and manage inter-domain operations using
private ledgers. The CAloV scheme uses IPFS storage together with blockchain ledgers to
achieve reactive efficiency coupled with data integrity. HMAC-SHA256 and nonce
mechanisms make attack resistance system.This framework reduce authentication latency
by 20% and maintain less than 0.5% error rates in cross-domain handshakes.It also
strengthens the systems against 51% attacks through domain-specific consensus rules
which ensures secure operation in the dynamic IoT environment.This proposed system
work on cross-domain verification in 5G-enabled drones.This cross-domain verification
address challenges which are related to storage space and authentication latency [17].

In this framework [18] author works on Network function (NFs) sharing during various
network slicing. It introduces a multi-party, fully distributed Public Key Infrastructure
(PKI).The blockchain based framework generates the certificates that NFs
authenticate.The other component Network Repository Function (NRF) verifies
certificates from the ledger to ensure valid node. In order to access shared resources, the
NRF subsequently generates a JSON Web Token (JWT) that contains the slice ID, the
NF's ID, and other pertinent information. The JWT and the shared NF are displayed when
an NF requests access to a shared resource. The JWT is presented by the NF when it
requests access to a shared resource, and the shared NF confirms the token with the NRF
before allowing access. This method proves that only authorized NFs access specific slices
and preventing unauthorized access which protect against data leakage.The security of the
model is verified using both informal and formal security verification mechanisms,
RealOr-Random (ROR) logic and the Scyther validation tool.

In [19], the author introduces a approach that provides a secure and efficient method for
authentication on supply chain system by segregation RFID (Radio Frequency
Identification) technology with blockchain.. This system is based on initialization and
authentication key agreement using  bitwise exclusive-or (XOR) and one-way
cryptographic hash functions. A private blockchain with the Raft consensus mechanism is
used which prevents adversaries from injecting false data.Additionally,Blockchain ensures
that supply chain transactions using cartographic hashed XOR, hash functions (e.g., SHA-
1/SHA-256), and bitwise rotation instead of resource-heavy operations like elliptic curve
cryptography (ECC), making it suitable for IoT devices in 5G MEC environments and
prevents tampering and guarantees authenticity. This proposed framework addresses and
eliminates the security and privacy vulnerabilities present in previous protocols[20-25] and
offering a more robust.light weighted framework for modern supply chain management.

This anonymity protects user privacy and provides secure access to data. The paper[26]
designed Blockchain-based trusted authentication for cloud-based radio access networks
(C-RAN) which allow users to authenticate without revealing their identities. This
anonymity protects user privacy at same time as ensuring secure access to network
resources. This framework also address improving network operation, connection cost and
resource optimization.

Blockchain also plays a significant role in preventing the system from attacks. In [27]
author not only address impersonation attack and MitM attacks which exist in [28][29]but
also work on key secrecy to improve the security level of authentication by replacing all
the signaling messages in 5G-AKA.The time overhead also improved which reflects the
less complexity of the authentication protocol.This proposed model replace the core
network with distributed CN nodes using Ethereum and ECC-Secp256kl methods.
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Blockchain used to management and the automatic data synchronization in network.
Moreover, communication between core nodes also done by function calling chain method.
Security is enhanced by replacing symmetric keys with asymmetric keys, with the public
keys of the UE and CN node stored on the blockchain. A smart contract manages data
access permissions, while the authentication process uses public/private key pairs to
generate the authentication key. Table 2 describes the brief summary of existing literature.

Table 2: Summary of existing literature

repository ,Strengt hened
Security,Mitigatio n of DDoS and
DoS Attack Mitigation,Formal

overhead in
computationa 1
overhead,

Paper Findings Challenges Used
techniques
[13] Minimizing Authentication Not lightweight OMNEeT ++, DPOS
Handover Delays, Eliminating blockchain,sc algorithm
Redundant Re- authentication,Enh alability, optimized
ancing Network Efficiency, energy consumption.
Mitigating Performance
Degradation

[14] Decentralize subscription Slightly added Burrows— Abadi—

Needham (BAN)
logic and the Scyther
tool used to formal

Unauthorized Service Access,
Elimination of Denial of Service
(DoS) Attacks, Protection Against
Data Leakage Between Slice

Verification,Mini mized Communicati on verification.
Computational overhead, More
Overhead energy consumption
[15] No Additional Computation for Slightly Scyther tool
IoT Devices,Forward and additional
Backward Secrecy, Formal and computational
Informal .
) ) complexity
Security Analysis
[16] Cross-Domain Authentication,Ad Blockchain Raft algorithm,H
aptive Identity Management, Latency,High yperledger Fabric
Privacy Safeguarding, Tamper- transaction failure rate
Proof Security, Digital Identity
for External
Authentication
[18] Mitigate the single point of Requires slightly Hyperledger
failure, Distribution of CA more time to issue Fabric,Proof of
Functionality for Enhanced certificates which Concept (PoC),
Trust,Optimized Lightweight increase latency,Issue RealOr- Random
Certificates, Rapid and Automated | related to Optimized (ROR) logic and
Certificate Revocation,Secure storage mechanism Scyther Validation
Communication,Pr evention of tool

[19]

Optimized for both
communication and computational
efficiency,Lightwe ight
blockchain- powered RFID

Not discuss scalability
and Resource
optimization

Formal security
verification using
the broadly-
accepted
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authentication,Rep lay Attack Automated
Prevention, Protection Against Validation of
Ephemeral Secret Leakage (ESL) Internet Security
Attacks, Defense Against Man-in- Protocols.
the-Middle
Attacks
[26] Maintains the key secrecy, Not discuss scalability | Ethereum and ECC-
Resistance from impersonation and Resource Secp256k1
attack, Resistance from MitM optimizatio n,Time
attack, Overcome single point of | overhead indicates the
failure, Deployment complexity involved
complexity.Reduc e the network in the authenticati on
overhead and service latency protocol .
effectively
[27] IoT Device to Device Congestion and Proverif tool,
authentication,Red uce energy related issues Random Oracle
computation cost,loTD Model
anonymity,Endure (RoM),Inform al
a variety of attacks security analysis.
Secure AKA handover Constraints in Kovan
[28] scheme,Prevent from Denial of ensuring users' Blockchain,Po S
service (DoS) attacks, Lower the location privacy algorithm,SHA
communication and computation -256 hash
overhead. function
[29] Design lightweight and compliant | Scalability BAN logic,
5G- HandoverAKA protocol, Challenges Scyther tool
Anonymity,Desyn chronization, ,Processing overhead
Eavesdropping, Backward
Secrecy, Forward Secrecy, Denial-
of-Service (DoS), Replay attack,
Man-in-the- Middle (MitM),
Impersonation,
Pre-shared key leakage, Plaintext
attack
[30] Communication and No discuss about Etherum,Solidity
Computation overhead, MitM, scalibility, Congestion
Impersonating attacks, IMSI parameters
catching, Location privacy attacks

RQ2: What are the issues and challenges in Blockchain- based authentication
solutions for 5G networks?

By virtue of its decentralized nature, strong security best practices, and disintermediation
features, blockchain technology is getting prominent attention as a mechanism for refining
authentication in 5G networks. Nevertheless, despite its promise, the integration of
blockchain into 5G authentication sets in some challenges that ought to be addressed for
smooth deployment. Some of these pertinent challenges are discussed hereafter along with
some references from the available literature..

a) Scalability and Network Congestion

5G networks are designed to handle an enormous number of connected devices, including
IoT sensors, autonomous vehicles, and industrial systems. However, blockchain-based
authentication often lacks the scalability required to process high transaction volumes
efficiently [13], [14], [16]. In blockchain, the consensus mechanism will take more
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processing and computation time if we scale more networks. As a result, authentication
verification becomes slow, which affects overall network performance[16][18]. But this
delay is not acceptable in the case of smart transportation and remote healthcare.

To a large extent, blockchain can address scalability challenges by adopting Layer-2
solutions, such as sidechains, rollups, and state channels. These approaches reduce network
congestion and enhance overall system performance. Another effective technique is sharding,
which distributes authentication processes across multiple network nodes. This method helps
prevent bottlenecks and improves efficiency in large-scale networks. Al-powered
authentication management can used accelerate verification tasks and reduce computational
load on other blockchain-based processes.

b) Energy Consumption and Resource Utilization

Literature [28], [29], and [15] proposed frameworks applicable to real-world mobile and
edge computing scenarios but also face the problem of high energy consumption. Blockchain
authentication mechanisms are based on cryptographic computations that require inordinate
computational resources. This is a critical challenge for battery-powered devices such as [oT
sensors, mobile phones, and drones operating in 5G environments.

To address energy consumption and resource utilization challenges, blockchain systems
should adopt optimized consensus algorithms that minimize computational overhead.
consensus algorithm such as Proof of Authority (PoA), Federated Byzantine Agreement
(FBA), and Lightweight Delegated Proof of Stake (L-DPoS)can help reduce unnecessary
energy consumption to some extent. We can integrated system with Some lightweight
cryptographic methods to optimize authentication processes.These approaches collectively
contribute to enhancing energy efficiency in blockchain-based authentication systems.

¢) Data Storage and Blockchain Ledger Growth

Some authentication schemes store security credentials directly on the blockchain, increasing
storage costs and slowing down transaction verification. If not managed properly, storage
overhead can become unsustainable, particularly for resource-limited devices.

There are applications of off-chain storage solutions that could help to reduce the size of the
data stored on the blockchain, such as IPFS(InterPlanetary File System) and cloud-based log
authentication. Suitable techniques in blockchain for removing old authentication records
without jeopardizing any security. The tree structure in the Merkle approach can also add to
the efficiency of storing such authentication data and saving memory.

¢) Lack of Interoperability

A new challenge linking with blockchain-based authentication is providing seamless
authentication among various 5G network operators and service providers across dissimilar
regions. For the most part, current solutions based on blockchain tend to be building
specific limits to their cross-network applicability [16][18].

Among the more feasible solutions are the development of cross-chain communication
protocols, such as those used by Polkadot, Cosmos, and Atomic Swaps; these enable
authentication data to be securely transferred across different blockchain systems.
Standardization of authentication frameworks that could be adopted by various network
providers would facilitate cross-domain authentication. The establishment of federated
identity management will permit a user to authenticate once in order to securely access
multiple services provided by different network providers.
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3 Conclusion

Blockchain technology has the potential to improve authentication in 5G networks by
addressing security vulnerabilities and eliminating centralized authentication methods. This
survey identify key contribution, research trends and gaps in blockchain-enabled 5G
authentication systems. Second part discuss major challenges that must be addressed for
enable large-scale deployment of blockchain-based authentication in 5G
networks.Overcoming these challenges will enable blockchain to play a pivotal role in
securing next-generation 5G networks, ensuring seamless and trustworthy authentication
mechanisms.
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