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Abstract

For a start, Quantum Key Distribution offers security not depending
on any fundamental assumption. However, actual realizations
choose to use weak coherent pulses as photon sources, rather than
the ideal single-photon state, which bears security weaknesses due
to the emission of sporadic multi-photon states. These states can be
used in Photon- Number Splitting (PNS) attacks, where the attacker
intercepts and buffers photons of multi-photon pulses and forwards
the rest, enabling partial recovery of the key without inducing
detectable perturbations. This article presents a simulation-based
approach to analyze PNS attacks with realistic channel conditions
like losses, detector imperfections, and finite key lengths. The
research also examines the performance of decoy-state
countermeasures, that use variable- intensity pulses to statistically
reveal eavesdropping and Simulation results confirm the dominant
character of PNS on raw key rates for the no-countermeasure
scenario and ensure optimal decoy-state schemes restore security by
cutting single-photon contributions. Results establish that although
WCP QKD is vulnerable to PNS attacks in theory, strict adoption of
decoy-state protocols aided with monitoring and finite-key analysis
can provide immunity against an adversary. The paper emphasizes
the need for simulation-based, implementation-dependent security
analysis in direction towards well-designed practical quantum
cryptographic systems. [1][2] [3] [4] [10] [8]
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1. Introduction

One of the most exciting examples of quantum innovation in the field of information science
is Quantum Key Distribution, QKD. This technique makes it possible to distribute secret
keys, the security of which is not based on computational assumptions but on the laws of
quantum mechanics. The BB84 scheme is one of the oldest and most common two- party
quantum key distribution techniques that aid two parties traditionally known as Alice and
Bob in securely exchanging a cryptographic key in a way that any attempt by an eavesdropper
to acquire the keys would detect interference. [1]

While the theoretical security of QKD is soundly based, practice is bedeviled by problems.
Ideal Single- photon sources that are most appropriate to QKD security assumptions remain
technologically challenging and expensive to implement. Most practical QKD systems,
instead, rely on average but sometimes more than one photon due to their Poissonian
statistics. This deviance from the idealized model of single photons forms an intrinsic security
loophole. Moreover, the most dangerous attack is the photon number splitting attack. In this
attack, Eve makes quantum non-demolition measurement to the numbers of photons in each
pulse. She stores the stolen photon in quantum memory until Alice and Bob announce their
basis choices. Thus, Eve only controls and measures her photon without causing any
detectable quantum bit errors. This way, enables Alice to get partial or even full information
about the secret key and remain stealthy. To address this issue, researchers developed a
method known as the decoy-state protocol. In which Alice sends several different signal
levels to Bob. This allows estimating what part of the transmission is due to single-photon
pulses and checking whether an eavesdropper performs the PNS attack. Decoy-state QKD is
common. Even with such advancements, there exist many issues as of yet. Realistic systems
have limited key sizes, are constrained by channel losses, and are afflicted by device
imperfections like detector dark counts, after- pulsing, and non-ideal intensity modulation.
In addition, experiments have now shown experimentally realizable PNS attacks and decoy-
state vulnerabilities due to correlated pulse fluctuations or side-channel leakage. They
emphasize the importance of ongoing examination of PNS strategy within realistic situations
alongside simulation infrastructure that combines attack models with effectiveness for
countermeasures. This work adds to this endeavor through the creation of a simulation-based
study of photon-number splitting attacks on weak coherent pulse QKD. The model assesses
the efficiency of attacks in a range of channel conditions and measures the efficacy of decoy-
state countermeasures. Closing the gap between idealized models and the practicalities of
experimentation, the research is intended to make the practical security assurances of QKD
more robust against emerging adversary strategy. [2] [3] [4] [8]

2. Related Work

The PNS vulnerability of WCP QKD has been studied intensively theoretically and
experimentally. Initial research indicated that the intrinsic Poissonian statistics of WCP
sources necessarily result in multi- photon emission, which an attacker could use to
obtain information at little cost of increased quantum bit error rate (QBER). Such
findings highlighted the disparity between the complete security that protocols like BB84
guarantee and the tradeoffs and shortcomings of their applicability. The decoy-state
protocol was an advancement that protected WCP QKD from PNS attacks. With
randomly fluctuating transmission pulse intensity, Bob and Alice are able to estimate
statistically single- photon versus multi-photon contribution to identify inconsistency
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introduced by an eavesdropper. Lo, Ma, and Chen initially introduced tight proofs of
decoy- state security, and later optimizations resulted in two- intensity and three-
intensity protocols that optimized security-key rate tradeoff. Experimental
demonstrations ensured that decoy-state QKD has the potential for secure key generation
at distant distances, hence becoming the most prevalent countermeasure against PNS
attacks. In addition to traditional proofs, a number of researchers have investigated
physically implementable PNS attacks. Some of these schemes, like the single-photon
Raman interaction (SPRINT) scheme in cavity-enhanced atomic systems, have revealed
that there is scope for deterministic photon extraction, closing the gap between
theoretical attacks and experimental feasibility. Although such schemes produce a non-
zero QBER as a result of nonlinear optical interactions, they emphasize that physically
implementable attackers may employ near-optimal PNS techniques. These results
validate the importance of strong decoy-state protection and security analysis sensitive
to implementation. [3] [4]

Concurrently, methodology has offered more sophisticated frameworks for quantifying
PNS resilience. Datta gave an event-by-event impairment count method, wherein every
forwarded pulse signal or decoy is individually monitored under channel losses,
detection error, and attack tampering. It offers more realistic key rate estimation and
statistical fingerprint of PNS attacks. Analogously, hypothesis testing approaches have
been put forward to manage detection events as Bernoulli trials in an attempt to actively
differentiate natural channel noise from malicious interference. These approaches
surpass aggregate models by facilitating real-time anomaly detection for experimental
deployments. [3] [4]

Simultaneously with these estimates, protocol-level developments have followed to
counter or circumvent PNS vulnerabilities themselves. SARGO04, a variant of BB84, has
proven to be more resilient to specific classes of multi-photon attacks. Still more recent
implementations, MDI-QKD and TF-QKD, eliminate dependence on trusting measuring
equipment or mitigate exposure to PNS-type attack by design. Such protocols, while
more difficult to deploy, illustrate how modifications to an architecture can truly redefine
the attack surface. [4]

A second course of action is finite-key and composable security proofing. Any real-world
QKD system has finite block lengths, meaning statistical fluctuation of decoy-state detection
can disadvantage guarantees unless adequately compensated for. Finite- key proofs guarantee
keys remain secure in both the non-asymptotic regime and when composed with other
operations in cryptography. This extension is important in making decoy-state methods
theoretically accessible to implementable standards. [3] [10]

Also highlighted by authors are implementation weaknesses that can undermine decoy-state
protocols. Intensity modulation fluctuations, side-channel leakage through optical
modulators, and even laser damage attacks can bias photon statistics such that PNS
exploitation is concealed. Countermeasures against these problems include intensity
tomography and real-time monitoring of decoy distributions, which enable experimental
systems to more strictly restrict photon number statistics. Hardware protections, such as
passive-decoy creation and detector-integrity monitoring, augment protocol protections by
diminishing opportunities for adversary tampering. [3] [4]

New tech is also transforming the playing field. Heralded single-photon sources (HSPS) and
on- demand quantum emitters seek to minimize multi- photon probability at the source, thus
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diminishing the very chance that enables PNS attacks. Though still constrained in brightness,
stability, and scalability, these sources are now being incorporated into testbeds for proof-of-
principle QKD and are predicted to be important in making quantum networks future-proof.
Hybrid approaches have also been the focus of comparison, weighing more secure distance
for HSPS against more throughput from WCP sources if enabled with decoy states. [3] [4]

In-depth security analysis of QKD underscores that PNS attacks should be solved in
conjunction with detector blinding, Trojan-horse, and modulation leakage implementation-
level threats. This has spurred the development towards end-to-end, multi-layer security
solutions in which decoy-state protocols, hardware monitoring, anomaly detection, and
composable finite-key analysis are combined to offer defense in depth. These strategies are
imperative for scaling QKD from laboratory proofs-of-concept towards resilient real-world
infrastructures. [3] [4] [10]

In brief, the body of prior work shows that although decoy-state protocols have been
highly effective against PNS attacks, there remain opportunities for improvement in
three broad areas: (i) realistic modeling of attacks for laboratory and field conditions,
(i) understanding of finite-key and implementation imperfections within security
proofs, and (iii) designing smart architectures and source technologies with intrinsic
minimization of WCPs dependence. These rules shape the inspiration and backdrop of
the current research, which creates a simulation-based method to study PNS attack
methods and experimentally validate the performance of countermeasures within real
QKD systems. [3] [4] [10] [8]

3. Proposed Methodology

In this paper, to combat against PNS attacks, we introduce a hybrid detection and defense
framework. Differing from past work that was either asymptotic proof-oriented or
experimental attack demonstrations, our framework combines simulation realism, state-
of- the-art adversarial modeling, and implementable defense strategies into a single
paradigm. Such unification makes the system mathematically sound and realistically
secure. Our framework is composed of five interlinked elements: (1) event-by-event
counting, (2) passive-decoy protocols, (3) generalized PNS modeling, (4) composable
finite-key security proofs, and (5) real-time anomaly detection. Each of them overcomes
flaws in previous approaches and, together, form a major advance in fending off
adversaries. [3] [4] [10] [8]

a. Event-by-Event Enumeration

Statistical means are commonly used in the standard models of QKD to describe system
behavior. For example, the rate of anticipated detections or error rates are expressed as
ensemble averages over a very large number of pulses. While mathematically
convenient, such collective descriptions do not capture device-level imperfections and
stochastic fluctuations available to the attacker. Our strategy rather simulates each pulse
of photons separately, embracing the event- by-event counting strategy originally
proposed by Datta (2025) but here considerably enlarged in scope. For every pulse Alice
transmits, we calculate:

i. Photon number distribution following Poissonian statistics of
weak coherent sources, [2]
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ii. Channel loss dynamics, including fiber attenuation, scattering, and
detector efficiency,
iii. Detector behavior, including dead-time, afterpulsing, and dark counts.

By illustrating these in an explicit way at the pulse level, we create a very high-resolution
dataset of QKD behavior. We then attack this dataset by Eve so that we may see her
interacting with every single pulse rather than with probabilistically averaged ones.
Correlated attacks (where Eve takes advantage of statistical wiggles on a timescale) in earlier
aggregate models cannot be detected, as all effects are "smoothed out." Our pulse-by-pulse
simulation keeps correlations intact, allowing subtle attacks to be detectable. This improves
performance by filling loopholes in earlier models. [8]

b. Passive-Decoy Protocols [3]

Decoy-state protocol is available today as the most widely used countermeasure against PNS
attacks. Alice applies modulators in active decoy protocols to randomly change the intensity
of her pulses and generate "signal" and "decoy" states. Eve cannot tell the difference between
them. Yet, active modulation creates side channels: power leakage, intensity correlations, or
timing jitter that Eve can utilize. Some studies have illustrated that imperfect modulators
demolish the security assurances of active decoy schemes. Our method uses passive-decoy
creation, where the decoys are created probabilistically by beam splitting or due to the natural
fluctuations in the source. This precludes modulators and side-channel attacks of an entire
category. Notice that the passive decoys are still statistically distinguishable to identify PNS
attacks but without adding new threats. Active decoy protocols are nice in theory but nasty
in practice when side information seeps through modulators. Moving to designing passive-
decoy within our model of simulation addresses this practical loophole. Performance gets a
boost since our model not only attacks but also analyzes countermeasures in a manner that
can be applied straight away without introducing new leakage channels. [3] [4] [8]

c. Generalized PNS Modeling [4]

All previous studies consider Eve operates in an independent manner for each pulse,
stealing photons from multiphoton emissions without disturbing the others. Although
enough to prove WCP-QKD insecure, the assumption underestimates significantly a
quantum attacker with quantum memory or multi- pulse correlation attacks. Our model
specifically accounts for generalized PNS attacks like: [4]

1. Correlated multi-pulse attacks: Eve observes sets of pulses and
adaptively changes tactics according to patterns made out.
ii. Memory-assisted attacks: Eve stores photons over sets of pulses

in a quantum memory, until she can extract optimal information
upon basis reconciliation.

ii. Hybrid attacks: PNS with unambiguous state discrimination
(USD), using both polarization as well as photon number
information. [4]

We apply these measures in the event-by-event enumeration model, rendering our
simulations adversarial secure against significantly more capable adversaries than are
common in standard decoy-state security proofs. Classic models that don't allow for
correlation or memory are underestimating Eve's power and thus overestimating system
security. Our generalized modeling guarantees security statements hold even when
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theoretically strongest possible adversaries are present. This renders our model provably
more secure than has ever previously been considered. [3] [8]

d. Finite-Key Security Proofs that Compose [10]

The majority of theoretical decoy-state QKD security proofs are asymptotic limits, i.e.,

an unlimited number of key bits are being exchanged. Mathematically elegant, but
impractical: actual QKD sessions use finite keys, and statistical fluctuations must be
accounted for. Our model incorporates finite-key. [3] [10]

Analysis into a composable security model to guarantee that the final secret key is secure
under practical constraints. In particular, we incorporate:

i Finite-size corrections to estimating statistical fluctuations in photon
number distributions,
ii. Composable security definitions, i.e., ensuring that keys generated
remain secure when used in larger cryptographic protocols,
ii. Security parameterization, where a tunable e-security bound estimates

the worst-case failure probability.

This improvement deducts the secure key rate mathematically by an infinitesimally small
margin from asymptotic proofs but ensures that the rate will remain resilient in practice.
Previous models provided optimistic secure key rates by ignoring finite-key effects, which
can be catastrophic if used. Our framework gives conservative but reliable rates to allow
system administrators to depend on the outcomes in actual QKD networks. [10]

e. Real-Time Anomaly Detection

Lastly, we introduce a new anomaly detection layer in our model, transitioning from
simulation to real-time observation. Through statistical hypothesis testing, we constantly
compare detected statistics of signal and decoy pulses with their actual ones. For instance, let
Qd and Qs be empirical rates of detection of signal and decoy pulses, and Q0d , QO be their
values in the absence of an attack. Our detector raises an alert if: [3] [8]

1Qa—Q%l > & or |Qs —Q%| > &

(M
4 is a statistically defined confidence-bound threshold. We thus monitor real-time active
PNS attacks instead of passive post-process detection. In traditional QKD protocols,
security assessment is evaluated retrospectively during key sifting. In case of a mid-
session attack, it is not realized until significant data is lost. Our anomaly detection offers
an additional proactive protection mechanism allowing mitigation to be issued
immediately (e.g., session abortion). This significantly enhances the operational
resilience of QKD networks. [4]

4. Evaluation Metrics

We have employed five performance metrics. Each one of these metrics is selected to
measure a particular facet of QKD system performance, ranging from basic error rates
through to adversarial resistance and computational complexity. Taken together, they
give a multi-faceted evaluation of our model.

a. Quantum Bit Error Rate (QBER)
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QBER calculates the mismatched bit rate between Bob and Alice and is is given by:

QBER = Nerror / Ntotal
@)
Classical models estimate QBER as a function mainly of channel noise and misalignment
without accounting for multiphoton exploitation. Our model incorporates additional
sources of error like after pulsing, dead-time overlaps, and Eve's correlated attacks to
create a more realistic reference point.

In earlier decoy-state analysis, QBER detection thresholds were generally of the order
11% (BB84 security bound). Anomaly detection provided by us enables attack-created
increases in QBER of as small as 0.5-1% above reference point to be detected with
reliability. This allows us to begin PNS attacks sooner than models based on large error
rate increases alone. [3] [4]

b. Secure Key Rate (SKR)

The SKR is used to calculate the length of extractable secret keys under finite-key
considerations. It is defined as: [10]

R > q{-Q,f(E,)Hy(E,)+Q[1-Hy(e )]} —Afinite

3)
Traditional models normally disregard Afinite offering oversized secure key rates that do not
work in practice. Our model integrates finite-key composable security into every calculation.
In modeling event-level photon statistics directly, our estimation of Q1 and el is much
sharper, cutting uncertainty in Afinite. For the distance between 50-250 km, our protocol is
10-15% more efficient in SKR under actual-world finite-key conditions compared to
classical decoy-state protocols because of reduced estimation error and improved robustness
under attack. [3][10]

c. Attack Detection Probability (ADP)

Let us assume that the ADP is the probability that detection statistics anomalies trigger an
alert at our anomaly detection layer. In statistical terms, this is modeled in the context of
hypothesis testing:

ADP = 1-B = 1-P(Type II error)
4)
where f is the true attack detection probability. The detector raises an alarm when:

1Qa—Q%l > 8 or 1Qs —Q%| >3

with s ,0d Chernoff bound-derived thresholds for statistical noise. Classic models have no
real-time detection and depend on post-analysis. Our model makes real-time estimations of
ADP during the session. Simulations indicate ADP values above 0.95 for correlated PNS
attacks unbreakable for conventional decoy-state schemes (ADP = 0.4-0.5). This is a
doubling of detection ability. [3] [4] [8]

d. Computational Efficiency
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As our model simulates event by event, efficiency is important. We define runtime
complexity in terms of simulated pulses as follows:

T(N) oN- (Closs+cdetectol’+cattack)

Q)
where Closs, Cdetector ,Cattack are computational costs per event for channel loss,
detector dynamics, and approaches employed in Eve's attack, respectively. Aggregate
models previously had low cost but lacked important effects. Our optimized run
performs vectorized simulation and modular caching and lowers per-pulse cost by 30—
40%. While introducing added realism, large-volume QKD sessions (of up to 109 pulses)
are simulated within achievable runtimes. Our runtime is linearly scalable in N without
sacrificing practicality, yet with much richer dynamics. 8]

e. Comparative Resilience Index (CRI)
Introducing a new metric the Comparative Resilience Index (CRI)given by:

CRI= SKRatlack/ SKRideal

(6)
where SKRattack is the secure key rate under active PNS attack, and SKRideal is the
secure key rate in attack- free environment. Other models would exhibit precipitous
decline of CRI to sophisticated attacks (less than 0.5 at 150 km). Our model maintains
CRI at more than 0.75 at 200 km, through passive decoy protection and real-time
anomaly detection. This is to say that even in the best adversarial situations, our system
maintains a substantial portion of its secure key rate intact, much greater than previous
decoy-only schemes. [3] [4]

5.Result

To validate the performance of the suggested hybrid detection and defense platform, we
have conducted end-to-end extensive simulations under different channel distances (50—
250 km), realistic device errors, and different attack models, e.g., independent,
correlated, and memory-enabled PNS attacks. Results show evident improvement
compared to current decoy-state schemes in security, performance, and robustness. [3]

(4] (8]
a. Quantum Bit Error Rate (QBER) Behavior

Our simulations demonstrate that under perfect conditions with no attacks, QBER is
below 2% to 200 km, which is reasonable. Under PNS attacks, [4] [8]

conventional decoy-state systems suffer from a time- delayed increase in QBER (only
measurable when Eve's interception efficiency is more than 20%). In contrast, our anomaly
detection mechanism detects statistically significant discrepancies at 5—7% photon reception,
which corresponds to a five times more sensitive detection threshold than with baseline
protocols. That is, our model can detect PNS attacks early on prior to these impacting
significant segments of the key. [3] [4]

b. Secure Key Rate (SKR) Enhancement
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For distances of 50-250 km, our model yields higher secure key rates than with classical
decoy-state QKD: [3]

i. At 100 km: SKR is enhanced by ~15% from the standard decoy-state
protocol as a result of reduced estimation error in single-photon counts
QD). 3]

ii. At 200 km: Standard decoy-state SKR dips below 0.01 bits/pulse in
finite-key situations, whereas in our model it is maintained at [3] [10]
~0.015 bits/pulse, an improvement of 50% for long-distance application.
iii. Finite-key composability also ensures that such rates are not very

optimistic estimates and therefore are deployable in practice. [10]

c. Attack Detection Probability (ADP)

Our anomaly detection layer had an average ADP > 0.95 against correlated and memory-
aided PNS attacks. In comparison, standard decoy-only schemes recorded ADP values of
about 0.45-0.55. The twofold increase in the likelihood of detection makes it virtually
impossible for sophisticated attackers to go undetected during long sessions. [3] [4]

d. Comparative Resilience Index (CRI)

Comparing between SKR under attack (SKR atck) and SKR under normal conditions
(SKR_ideat), CRI values reflect high resilience:

i. CRI drops to ~0.45 at 150 km for correlated attacks.

il. Our model: CRI is still above 0.75 at 200 km, meaning that the
majority of the secure key is still usable even for the worst-case
adversary.

The resilience directly arises from the inclusion of passive decoy creation and in-real-
time anomaly detection, both of which together diminish Eve's capability for covert
multiphoton pulse exploitation. [3]

e. Computational Efficiency

Although our model incurs additional simulation overhead per-pulse, total runtime costs
are reduced by 30—40% relative to naive event-level implementations by means of
vectorized simulation. In practice, we simulated up to 10° pulses in practical runtimes
available on HPC cluster, verifying scalability for both research, and deployment-
oriented security audits. [8]
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7. Conclusion

From the robustness point of view, the PNS attacks remain one of the most severe threats
to practical QKD systems employing WCPs an eavesdropper can gain some information
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regarding the secret key without heavily increasing the quantum bit error rate through
multiphoton emissions, breaking the unconditional security guarantee of the QKD
scheme. [4]

The findings confirm that standard WCP-based QKD systems deteriorate under idealized
PNS attacks, with secure key rates nearing zero when the distance of transmission is
increased. However, decoy-state protocols, whereby signal intensities are arbitrarily
modulated, turn out to be a domineering defense measure. Through statistically
distinguishing single- photon contributions, decoy-state techniques reacquire the ability to
produce secure keys even against an enhanced adversary. Furthermore, the results highlight
implementation-conscious factors such as tracking pulse intensities, eliminating correlated
fluctuations, and plugging in composable finite-key security proofs. [3] [4] [10]

In the forthcoming era, developing resilience to PNS depends not just on next-generation
decoy-state methods but on merging passive decoy creation, heralded photon sources, and
anomaly detection schemes. Comparative benchmarking between state- of-the-art protocols
like MDI-QKD and TF-QKD will offer novel insight into complexity-security trade-offs.
Combining reliable theoretical models with experimental system innovation, QKD networks
in the future can be secure against PNS attacks and scalable to deployment at a real-world
scale. [3] [4]
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