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Abstract. Fault Detection and Diagnosis (FDD) is crucial for ensuring
safe, reliable, and energy-efficient operation of collaborative robots,
especially with the growth of Industry 4.0. Industrial robots are nonlinear,
complex, and dynamic, making traditional threshold- and rule-based FDD
methods inadequate for accurate fault detection. Deep learning approaches
address this by enabling autonomous, data-driven analysis through learning
hierarchical patterns from large sensory datasets. This paper reviews recent
deep learning techniques for FDD in lloT-based robotic systems,
categorizing them by architecture: LSTM and CNN models for time-series
fault analysis, autoencoders (AEs) and variational autoencoders (VAES)
for anomaly detection, and hybrid models for multi-sensor data integration.
It also highlights the role of 10T infrastructure in real-time data acquisition,
fault communication, and predictive maintenance via edge, fog, and cloud
layers. Additionally, evaluation metrics, benchmark datasets, and
performance comparisons are discussed. However, key limitations include
lack of real-time deployability, poor generalization to unseen faults,
limited interpretability, and class imbalance. The paper concludes with
future directions such as federated and edge learning, self-healing robotic
systems, transfer learning, and integration of Explainable Al (XAl) to
develop scalable and fault-tolerant cobot systems.

1 Introduction

In the flexible manufacturing system, collaborative robots are widely used because they
enable humans and robots to work safely around one another. These robots are equipped
with several sensors for sensing, control and actuation. In their daily work in industrial
scenario, collaborative robots suffer from sensor noise, mechanical wear, actuator failures
and communication errors that can degrade the performance and cause them to stop
working unexpectedly.
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Moreover, the collaboratively controlled robots generate complex nonlinear data that limits
the application of conventional threshold or model-based fault detection techniques.

Such challenges might be responded to by combining deep learning with IloT
schemes. With deep learning-based models, the complex fault signals can be learned
directly from the raw sensor inputs and then used for real-time fault diagnosis and even the
predictive one. Fault diagnosis then transferred from the traditional rule-based systems to
intelligent, adaptive and data-driven methods by taking advantage of Convolutional Neural
Network (CNNs) [1], Long Short-Term Memory (LSTM) networks [2], Autoencoders [3]
as well as hybrid structures. However, large-scale industrial realization of these models is
still impeded by long-standing challenges including data scarcity, low-edge-computing
capability and model interpretability.

Deep learning model architectures, [loT-based system frameworks, classic benchmark
groundtruth datasets, evaluation metrics and open research challenges are the primary
topics for this survey's critique on literature since 2020 to 2024. Besides promoting the
development of next-generation smart defect detection and diagnosis systems in
collaborative robotic environment, this review seeks to provide a comprehensive
understanding of current innovations.
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Fig 1. Architecture of Collaborative Robots in Industrial IoT

The advent of Industry 4.0 and the Industrial Internet of Things has transformed automation
[4] and modern production, making collaborative robots, crucial components of industrial
processes.  Collaborative robots contribute to increased productivity, flexibility, and
precision in smart manufacturing environments since they are made to operate securely and
effectively alongside human operators. However, Fault Detection and Diagnosis is
becoming more and more important for guaranteeing operational safety, reducing
downtime, and averting expensive system failures due to the increasing complexity of
interconnected IIoT systems. Due to their limited scalability and incapacity to handle the
vast, diverse data streams produced by IOT based robotic networks, conventional fault
detection techniques—such as human inspection and classical statistical models are
frequently limited.

Recent advances in deep learning have also made automatic, intelligent FDD possible
in industrial robotics. Both CNNs and LSTMs, fusion structures, and shallow to deep
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networks — are few among the models proved effective in learning discriminative features
from raw sensor data for reliable defect classification and early anomaly detection.
Furthermore, more sophisticated techniques including multimodal sensor fusion, transfer
learning and attention mechanisms increased the flexibility over robotic platforms and
reduced the prediction error. In industrial applications: as GA-Att-LSTM models (Dong,
2024), WGAN-based methods (Wang, 2024) they perform better under problems such as
data imbalance and environmental uncertainty. However, the scalability, interpretability,
and real-time deployment of deep learning-based FDD schemes in [IoT-enabled industrial
systems remain a challenge. To enhance the reliability, [5] security and predictive
maintenance in the next-generation industrial automation, this paper proposes an intelligent
fault detection and diagnosis approach that readily integrates deep learning methods with
collaborative robot systems within the IIoT. Still, clustering deep learning-based FDD
frameworks cannot be applied to IloT-driven industrial systems due to a few limitations
such as scalability, interpretability, and real-time deployment. To enhance dependability,
safety, and predictive maintenance in next-generation industrial automation systems, the
current work proposes an intelligent fault detection and diagnosis framework that
seamlessly integrates sophisticated deep learning models with cooperative robotic systems
operating in industrial IoT (IIoT) spaces.

This work is tightly related to the Industry 4.0 transition and denotes intelligent,
autonomous, and scalable fault detection in IloT-driven collaborative robotic systems. To
enable predictive maintenance readiness for smart factories, industrial adaptability, and
safety compliance, these technologies work in tandem — deep learning, digital twin
technology and edge intelligence.

2 Literature Survey

This survey follows a systematic methodological approach to ensure transparency and rigor
in selecting relevant studies. Recent articles in the field of deep-learning-based defect
detection for collaborative robots were nurtured by a systematic search through major
academic databases (IEEE Xplore, Scopus, ScienceDirect and SpringerLink), from 2020 to
2025. The following keywords were used in order to perform the search: "digital twin fault
detection"; "deep learning for IIoT"; "predictive maintenance in Industry 4.0"; "GAN-based
fault diagnosis", and; "collaborative robot fault detection". The criteria for inclusion were
peer-reviewed journal and conference articles that provided quantifiable performance
measures as well in which deep learning methods had been applied to collaborative robotic
or [IoT systems.

Substantially unrelated work that focused on non-robotic industrial systems, did not
feature experimental verification or revolved solely around either the mechanical or
hardware levels without intelligent modeling were excluded from consideration. Following
a meticulous screening of titles, abstracts, and full texts, we identified 25 relevant studies
for detailed analysis. This systematic approach ensures that the survey presents a
comprehensive, unbiased, and scientifically valid overview of intelligent FDD architectures
in cooperative robotic systems.

2.1 Methodology for the Selection and Review of Studies

Thus, a systematic survey is adopted in this work to provide unconditional coverage of
recent development on deep learning-based FDD for cooperative robots. We searched
multiple major scientific databases (Google Scholar, IEEE Xplore, ScienceDirect,
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SpringerLink, etc.) The literature presented in the review was mainly published between
2020-2025 to capture recent developments in IIoT embedded fault diagnosis frameworks.
Keywords like "Collaborative Robots," "Fault Detection,” "Deep Learning," "IIoT,"
"Predictive Maintenance" and "Digital Twin" were used to filter a total of 75 research
publications. Upon discarding duplicates and outside studies, 25 peer-reviewed articles
were accepted for in-depth exploration. Requirements for inclusion included the use of deep
learning (or hybrid AI) models, applicability to industrial robotics or IIoT scenarios, and
others such as real world / benchmark dataset performance evaluation. The exclusion
criteria included studies that did not perform measurable performance metrics, robotic
applications (by the lead or executor), and purely theoretical work without validation.

Continuous advancement in information technology and demand for safe
manufacturing are arising as basics of establishing reliable IloT applications. For a
thorough overview of FDD methods for industrial robots, we refer to (Sabry 2024).
Rodriguez (2023) [6], addresses industrial settings, tentatively summarises anomaly
classification methods: statistical models as well as machine learning and deep learning
models that can be deployed in overlapping and dynamic environments. The failure
diagnosis model proposes in Wang (2024), uses Wasserstein Generative Adversarial
Networks (WGAN) [7], and alleviates data imbalance problems to improve the accuracy of
detection. Both Angelopoulos (2019) and Khalastchi (2019) [8] were earlier works focusing
on using machine learning together with IIoT technologies for predictive failure detection,
the former specifically in the context of a generic Industry 4.0 system and the latter within a
multi-robot environment, identifying opportunities as well as Angelopoulos (2019) and
Khalastchi (2019) [9] were earlier works that addressed machine learning along with IloT
technologies, specifically focusing on predictive failure detection within a generic Industry
4.0 system in the former and for a multi-robot environment in the latter while identifying
opportunities as well as limitations to FDDs implementations. In the paper, Qiu (2023) [10]
analyzes to which degree deep learning architectures can systematically process multimodal
and imbalanced data for more intelligent defect detection. Similarly, Latif (2021) explores
real-time deep learning models for defect detection with IIoT and Li (2024) [11] delineate
enhanced and open challenges on predictive maintenance frameworks powered by deep
learning. Zhao (2025) [12] addresses rolling bearing defect diagnosis by deep learning and
provides relative merits for a few of the various model architectures

Improved cross-domain feature alignment using unsupervised deep transfer learning for
intelligent fault diagnosis [Zhao, 2019] [13], as well as the IloT-enabled model for fault
detection that addresses data collection and analysis issues [Kumar, 2022] can be
considered other major contributions to this area. To improve the accuracy of image —
based fault detection systems, Tao (2022) [14] investigates unsupervised deep learning for
visual anomaly localization in industrial images. Prognostics and Health Management,
Rohan (2022) show that the deep scattering spectrum and continuous wavelet transform
yield effective feature extraction as well as classification performance for defect
identification.

Real-time onboard fault detection through deep-learning-based innovation method for
autonomous UAYV inspections has been developed by Ayoubi (2021), and paving of a new
pathway to diagnose turbine bearings using deep learning method is contributed by Islam
(2022) [15]. Lockheed and Liu (2025) [16] apply these methods to detect defects in
mechanical equipment with an industrial setting. By integrating deep learning, attention
models, generative models and IIoT frameworks the researchers of Dong (2024), Rodriguez
(2023) [17], Wang (2024) and Angelopoulos (2019) [18] emphasize the importance of
providing accurate, scalable, on time fault-detection approaches in robotic systems

Overall, the surveyed papers point out a clear research direction of applying deep
learning principles coupled with IIoT for diagnosing problems in cooperative robotic
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systems. These include issues such as data imbalance, sensor noise, model interpretability,
and real time implementation that still pose significant barriers to wider adoption boiling
down to the fact that these problems are persistent [18]. As a result, further investigations
should target the establishment of compact explainable models, firm multimodal data
combination methods and scalable application frameworks with the objective of improving
next-generation industrial robotic systems both integrating rapidity, safety, precision.

2.2 Deep Learning-Based FDD Method Classification

This article reviews 5 main categories of these materials, following both architectural and
pedagogical aims. Supervised deep learning methods for spatial-temporal defect detection
are CNNs, LSTMs, RNNs and hybrid CNN-LSTM models. Thus, examples of
unsupervised and semi-supervised models include autoencoders (AE), variational auto
encoders (VAE) [19] and deep clustering models for anomaly detection in the absence of
annotated data. Wasserstein Generative Adversarial Networks (WGANSs), a class of
generative model, are able to counteract the class imbalance seen in many industrial
datasets. Transfer learning and domain adaption approaches allow generalization across
platforms among different robotic systems. A digital twin and IIoT integrated frameworks
combine real-time-based sensors, virtual simulation, and predictive maintenance [20]. Such
classification offers a coherent understanding of recent trends, and stresses architectural
evolution transitions in intelligent FDD systems.

2.3 A Critical Analysis of Research Challenges

Despite substantial progress, many technical challenges remain for IloT-based collaborative
detection of robotic defects. Limited Amount of Data: Most studies do experiments with a
small size fault dataset. However, transfer learning compensates for the problem of sensor
heterogeneity, which is a limitation on cross-domain generalization. Class Imbalance: Due
to the infrequency of fault events, there are skewed distributions. While WGAN based
augmentation has higher computational cost, it also leads to a better recall. Latency
constraints: [[oT systems require low-latency inference for deployment in real-time
applications. While edge-based models successfully reduce latency, model complexity
often has a negative effect on inference performance. Interpretability: Industry trust is
eroded [21]. Deep models are opaque. Emerging Explainable Al (XAI) methods, while
improving transparency is not yet fully validated in safety-critical robotic applications.
When viewed in totality, current methods offer a solution for some problems but lack the
common denominator necessary to realize cooperative robotic implementations capable of
real-time updates in an optically scalable and understandable way.

Table 1: Comparison of FDD Techniques for Collaborative Robots in [IoT

S.No Author Method Applications Key Contribution Dataset
Details
1 Sabry (2024) | Survey Industrial Comprehensive Industrial
Review robots fault review of FDD manufacturing
detection techniques and Al systems
integration
2 Saeed (2025) | Deep Learning | Predictive Edge-based DL, IIoT simulated
Models maintenance RUL prediction, and real-world
real-time FDD data
3 Dong (2024) GA-Att-LSTM | IIoT facility Combines genetic [ToT multi-
fault detection | algorithm, attention sensor datasets
mechanism, LSTM
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for anomaly
detection
4 Rodriguez ML & DL Anomaly Comparative study Multi-sensor
(2023) Techniques classification of ML and DL for IIoT
industrial [oT environment
5 Wang (2024) | WGAN Robot fault Addresses Robotic
diagnosis imbalanced datasets | manipulator
in robotic fault sensor data
detection
6 Angelopoulos | Survey Industry 4.0 Role of ML and Manufacturing
(2019) fault IIoT in predictive systems datasets
prediction maintenance
7 Khalastchi Survey Multi-robot Challenges and Multi-robot
(2019) systems approaches for FDD | industrial setups
in collaborative
robots
8 Qiu (2023) Deep Learning | Industrial fault | Evaluates DL Industrial sensor
Models diagnosis architectures, multi- | datasets
modal data handling
9 Latif (2021) Deep Learning | IIoT fault Real-time DL Industrial IoT
detection applications for IIoT | data streams
FDD
10 Li (2024) DL-driven Predictive Framework for DL Smart factory
Architecture maintenance in industrial FDD sensor data
11 Zhao (2025) CNN/LSTM | Rolling Review of DL Benchmark
bearing methods for rotating | bearing datasets
diagnosis machinery
12 Kumar (2022) | IloT-based Industrial Fault identification Industrial IoT
FDD equipment model for industrial | datasets
applications
13 Zhao (2019) Unsupervised | Fault Aligns feature Multi-domain
Transfer diagnosis distributions across | industrial
Learning domains datasets
14 Tao (2022) Unsupervised Anomaly Fault detection in Visual
DL localization industrial images inspection
datasets
15 Rohan (2022) | Wavelet + PHM Feature extraction Rotating
Deep for fault diagnosis machinery
Scattering sensor data
16 Mc Court Digital Twin + | Predictive System-level Simulation and
(2024) DL maintenance monitoring and fault | monitoring
diagnosis using datasets
digital twins
17 Ayoubi On-board DL UAV Real-time DL for UAV sensor
(2021) inspection autonomous UAV datasets
fault detection | inspections
18 Islam (2022) DL-based Turbine Accurate fault Turbine bearing
FDD bearings diagnosis using DL Sensors
19 Liu (2025) DL Models Mechanical Fault detection in Mechanical
equipment industrial machinery | sensor datasets
20 Khalastchi Multi-robot Collaborative | Insights into FDD Industrial robot
(2019) FDD robots methods for multi- setups
robot environments
21 Zhao (2019) Transfer Fault Deep transfer Multi-domain
Learning diagnosis learning for domain | industrial [oT
adaptation datasets
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22 Rodriguez ML & DL Anomaly Comparative review | Multi-sensor
(2023) Techniques classification of FDD methods in IIoT datasets
IIoT
23 Wang (2024) | WGAN Robotic fault Improved detection | Robotic
diagnosis accuracy in manipulator
imbalanced datasets | data
24 Angelopoulos | Survey Industry 4.0 ML integration with | Smart factory
(2019) fault detection | IIoT for predictive environment
FDD

In order to highlight trends, difficulties, and developments in IloT-based deep learning
approaches, this table analyzes 25 papers on defect detection and diagnosis in collaborative

robots, highlighting techniques, applications, contributions, and datasets.

Table 2: Comparative Summary of Deep Learning-Based FDD Techniques in Collaborative Robotics

Author Dataset Used Fault Type Model Reported Key Limitation
(Year) Accuracy
Zhao Rolling Mechanical CNN/LSTM | ~95% Limited
(2025) Bearing (bearing generalization
Dataset faults) across platforms
Wang Robotic Mechanical & | WGAN ~93.8% High
(2024) Manipulator Electrical computational
Sensor Data complexity
Dong IloT Multi- Multi-sensor GA-Att- ~94.5% Requires feature
(2024) Sensor Dataset | anomalies LSTM optimization
Saeed 10T Real-time | Predictive LSTM ~92% Moderate inference
(2025) Data maintenance delay
faults
Tao Industrial Surface & Autoencoder ~91-93% Cannot classify
(2022) Visual visual defects fault type explicitly
Inspection
Dataset
Qiu Industrial Multimodal CNN-based ~94% Requires large
(2023) Sensor Dataset | mechanical DL labeled data
faults
Rohan Rotating Vibration- Wavelet + ~92% Complex feature
(2022) Machinery based faults Deep extraction pipeline
Data Scattering
McCourt | Digital Twin System-level Digital Twin + | ~94-95% High infrastructure
(2024) Simulation faults DL requirement
Data
Kim Distributed Multi-robot Federated ~93% Communication
(2024) Robotic anomalies Learning + overhead
Systems DL
Liu Industrial Imbalanced GAN-based ~93-94% Risk of synthetic
(2022) Equipment fault classes DL data bias
Dataset

2.4 Critical Analysis of Existing Solutions

While deep learning approach based Fault Detection and Diagnosis (FDD) for collaborative
robots has become a hot topic, various real world problems still remain unresolved [22].
Current solutions are not without humanity and there is reason for optimism as well.
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One of the main concerns is class imbalance, where defective samples are significantly
outnumbered by typical operating data. Generative models have been applied to generate
artificial minority fault samples, especially WGANs. This data-based method enhances
recall and detection rate for rare fault classes at the expense of additional training time and
computational complexity. In addition to this, synthetic data that is not properly vetted can
introduce distribution bias, which can affect the generalization of your model.

Latency, and real-time deployment, are other big concerns. Since it reduces communication
latency, edge computing has been proposed to accelerate inference near robotic systems. In
contrast to cloud-only designs, latency is significantly improved when deep learning
models [23] are run on the edge. However, the advanced architectures of modern deep
neural networks can surpass edge device limits of compute, memory, and energy. This
compromises on real-time performance and model information.

Model interpretability is also a continuing challenge. Attention methods have been utilised
by hybrid architectures to highlight important sensor features that inform fault decisions
[24]. And although attention renders these models much more explainable than many
traditional deep networks, they are still black-box systems at heart. Full describe ability
remains an open research problem, especially in the industrial domain where safety is
critical.

Additionally, while hybrid CNN-LSTM architectures can improve spatial-temporal feature
learning, they often lead to higher architectural complexity and require significant
hyperparameter tuning. Similarly, integrating digital twins also enhances predictive
maintenance capability but requires a robust communication infrastructure that is costly to
deploy. In conclusion, the current state of research shows improvements in detection rate
and accuracy; however, learning models demonstrate challenges regarding cross-platform
generalization, scalability, interpretability as well as processing cost [25]. These limitations
highlight the need for scalable, lightweight and explainable FDD frameworks suitable for
IloT-enabled collaborative robotic systems

3. Methodology

In response to the challenges of complex, high-dimensional and multimodal industrial data,
the technological trajectory for intelligent Fault Detection and Diagnosis (FDD) in
collaborative robots under Industrial Internet of Things (IIoT) mainly leverages deep
learning and hybrid computational models. General approaches in fault detection and
diagnosis (FDD) such as threshold-based monitoring techniques and classical machine
learning algorithms are often not suitable for IIoT systems due to their limited scalable
applicability, poor feature extraction capability, and inability to adapt in dynamic industrial
environment. On the contrary, deep learning models show great promise for accurate defect
diagnosis & detection in cooperative robotic systems since they can automatically learn
hierarchical representations directly from raw sensor data.

CNNs receive common handling of spatial organization of image, vibration and other
sensorized-information normally evaluated through flooring robotic systems (Zhao, 2025;
Qiu, 2023). Such networks can also learn unique signature patterns associated with
different fault scenarios, and model short-range spatial dependencies present in locality of
space defined by sensor readings. To learn time-dependent behaviors LSTM networks are
used to analyze faults temporally (or in a sequence).This can help to detect the
imperfections that were deteriorated at a gradual rate over the operating period of time
(Latif, 2021; Saeed, 2025). Conversely, the hybrid CNN-LSTM models are being
increasingly introduced into this field in order to exploit temporal and spatial information
concurrently that may promote system stability and detection performance. Additionally,
attention mechanisms of CNN and LSTM models have recently started to be utilized for
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on-line adaptation to more salient input features in the presence of multiple sensor data
streams, enhancing both fault diagnosis performance and interpretability (Dong, 2024).

Al hybrid methodologies such as GA-Att-LSTM that leverage genetic algorithms for
optimum feature selection and attention-based LSTM networks have been utilized with
real-time fault detection in IIoT (Dong, 2024). Also in the domain of industrial robotics,
Wasserstein Generative Adversarial Networks (WGANSs) are employed to tackle the issue
of imbalanced data practices and learn how to provide useful synthetic samples for under-
represented fault classes thereby enhancing model generalisation (Wang 2024).

Transfer learning and deep transfer learning methods can help in transferring models
trained on one robotic system or industrial domain to a new environment without the need
for exorbitant retraining tasks, thereby cutting down data needs and enhancing
development flexibility (Zhao, 2019). Digital twin related methods combine virtual copies
of robotic systems with deep learning techniques in order for system level health to be
monitored, which give predictive maintenance and early fault alarms (Mc Court, 2024).
Data preprocessing is a key to methodology. To combat noise, address the imbalance and
enhance model performance, sensor data are cleaned using techniques: feature scaling,
oversampling (SMOTE) and normalization (Min-Max, Z-score). To improve the accuracy
for fault detection, multi-modal sensor fusion, such as fusing vibration, current, temperature
and camera data together is commonly used. To conduct accurate, real-time and scalable
fault detection diagnosis of collaborative robots, the general approach herein revolves
around the combination of deep learning technologies, hybrid architectures, attention
mechanisms, and IloT data fusion algorithms. The proposed approaches aim to increasing
system through reliability, safety and predictive maintenance in industrial applications,
using state-of-the-art Al algorithms and IloT-enabled sensing.

Methodology for Deep Learning-Based
Fault Detection in Collaborative Robots
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This multi-layered, framework formatted figure illustrates a comprehensive deep learning-
based solution to fault detection and diagnosis in collaborative robots. A number of the
IIoT capable sensors (vibration, temperature, current, torque and vision) acquire raw data
from the robotic system in operation at the Data Acquisition Layer. Following reception of
the data, the Data Preprocessing Layer processes this information normalizing it (e.g
through Z-score or Min-Max scaling) as well as filtering noise in order to maintain
uniformity in the inputs from sensors. Also, to eliminate the class imbalance, and ensure a
balanced data distribution for further feature analysis, the Synthetic Minority Over-
sampling Technique (SMOTE) is applied. Then here is the Feature Extraction Layer, which
harnesses deep learning architectures for serving a diverse range of defect characteristics.
Although Long Short-Term Memory (LSTM) networks identify temporal dependencies and
sequence patterns of faults, Convolutional Neural Networks (CNNs) extract the exceptional
causes from different sensory channels (sensor or image). Attention mechanisms are used
to focus on important parts for defect detection.

The subsequent steps of the extracted features are passed through Hybrid and Advanced
Modeling Layer with models such as Wasserstein Generative Adversarial Networks
(WGANSs) to overcome dataset imbalance, for enhanced feature selection using the genetic
algorithm (GA) and attention-based Long Short Term Memory networks. Transfer learning
and domain adaption are applied as well to improve model generalization among different
robot systems and scenarios.

An extractive Hybrid and Advanced Modeling Layer used to process the extracted features
through models such as WGANSs to combat dataset imbalance and for efficient feature
selection using genetic algorithms GA and attention-enhanced Long Short-Term Memory
(LSTM). In addition, we apply transfer learning and domain adaption methods to improve
the model's generalization ability on different robotic systems and environments. To
support real-time monitoring and predictive maintenance, the Fault Detection and
Diagnosis Layer interacts with a Digital Twin system and classifies operating states as
normal or faulty.

r N\
T —
Data Acduiition & @ — Adctuatml's
and Control Unit
Layer — Torque  Vibration Temperature Current —
Collborative
' J
4
X X — -
Communication () Edge loT Gateway (MQTT/ O~ Industrial Network | Cloud / Edge
& lloT Layer OPcUA Protocols Connectivity
Feature Extrac
' /
I
( oo i |
Data Processing Data Preprocessing Feature Extrac- @ Faitici Au) Data Repository
and Storage Layer Unlt tion v Case /Cloud Storage
+ Noise Filtering Time-domain & HXNDh S——
« Normalization Frequency-domain InfluxDB, AWS S3

Deep Learning- ( v )
7 g
Based Fault CN_N LSTM/GRU Autoencoder |  Fault Classification Fault Reports
Detection & Spatial Temporal Anomaly Module Visual Dash-
Diagnosis Layer Feature Fault Analysis Detection boards
Maintenance

Insights

Decision and
Maintenance Layer

Fault Alert System Dashboard Maintenance
SMS/ Email/Alarm | |Node-RED/Grafana/ P Scheduler

. J

Fig 3. Collaborative Robots with Intelligent Fault Detection and Diagnosis Architecture

10



EPJ Web of Conferences 367, 02009 (2026) https://doi.org/10.1051/epjconf/202636702009
RIACT 2026

3.1 The Impact of Edge-Fog-Cloud Architecture on Real-Time FDD
Performance

Distribution architecture has a crucial impact on fault detection delay, scalability and
reliability. As inference is performed locally on robotic controllers or embedded devices,
edge-based deployment achieves low latency 12—15 ms and allows for instantaneous failure
response. Fog computing levels enable intermediate analytics and distributed model updates
by aggregating information from multiple robots. In cloud layers, high computing resources
are hired for historical analysis, model training and federated updates. On the other hand,
cloud-only designs are marred by comms delay and bandwidth costs. Therefore, low-
latency detection is offered at the edge while scalable learning abilities exist in a hybrid
edge-fog-cloud infrastructure.

Figurel, shows the architecture of intelligent Fault Detection and Diagnosis system (FDD)
for cooperative robots in IIoT environment. At the Data Acquisition Layer — where the
structure begins — torque, vibration, temperature and position sensors are just some of
those that collect real-time operational data from the robotic system. Using the
Communication and IIoT Layer, this data is transferred with lightweight secure protocols
using MQTT or Modbus over an IoT gateway to enable footsteps of the robot for reliable
data transfer in the network infrastructure. Data Processing and Storage Layer
(Preprocessing): This is a major point after data collection; In data processing layer we
process and clean our dataset by using feature extraction, normalization, noise reduction
techniques After the preparation, all of the data gets stored on a single edge or cloud
database for access and analysis. Deep learning-based fault diagnosis: An approach that
incorporates a wide range of neural network topologies (e.g. CNNs, LSTM networks,
autoencoders) through which the sensor patterns can be analysed, outliers discovered and
fault state classified as either mild or critical classes.

At last, the Decision and Maintenance Layer provides dashboards for diagnostic
information, alerts regarding activated maintenance issues to enable decision making in
real-time as well as scheduling of necessary repair tasks. This layer leverages the feedback
it receives to improve UX and reliability of its models. This multi-layered architecture
allows an improved performance in IloT-enabled collaborative robotic environments
tackling fault resilience, predictive maintenance and real-time monitoring.

4. Existing methods

At industrial level, especially for the IIoT integrated collaborative robotics, fault detection
has gone a long way from conventional methods to deep learning techniques. Threshold-
based detection and rule-based/statistical models have been popular in the beginning. In
threshold approach, an anomaly is detected if the value measured by sensor crosses preset
bound for it, while in rules or statistical based techniques logical conditions and models are
used to calculate fault values. Though these traditional methods are simple and
computationally efficient, they may be ineffective in dealing with high dimensional, non-
linear as well as dynamic information obtained from the modern robotic systems such that
they are less appropriate for real time or complex industry-grade problems.

11
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Deep-learning approaches have become dominant with the proliferation of sensor-rich
environments and big data. CNNs are also commonly used to analyze spatial information
from signals sensors, images or vibrational data to detect fault patterns that could be
unnoticed by conventional analyses; whereas RNNs and LSTM networks are used for
temporal and sequential analysis operations, in the identification of failures that appear
over time like slow actuator degradation. Hybrid architectures of CNNs and LSTMs to
extract spatial features and temporal features simultaneously improve object detection
accuracy.

More improvements are reached by attention mechanisms, which concentrate on important
features among multi-sensor information streams and can make the classification of faults
more accurate. To address the problem of data imbalance—often found in industrial fault
datasets—a Generative Adversarial Networks (WGANS) is proposed to synthesize fake
samples of faults for minority classes, and enhance the generality of the model.
Furthermore, AEs/VAEs are used for anomaly detection by learning normal operation
procedures and detecting the abnormal patterns, while Wavelet transforms employed in
combination shallow and deep scattering networks have shown effective performance to
extract high-resolution time-frequency features of mechanical signals.

Table 3: Performance Comparison of Intelligent Techniques for Real-Time, Scalable, and Data-
Driven Systems

Techniques Accuracy Real-time Complexity | Scalability Data
Capability a-5) a-5) Requirement
a-5) a-5)
Threshold-based 2 5 1 2 1
detection
Rule-based / 2 4 2 2 2
Statistical models
CNN 4 3 4 4 5
LSTM / RNN 4 3 4 4 5
Hybrid CNN- 5 3 5 4 5
LSTM
Attention 5 3 5 4 5
Mechanisms
WGAN 4 2 5 4 5
Autoencoders / 4 3 4 4 4
VAEs
Wavelet + Deep 4 2 5 3 4
Scattering
Networks
Transfer Learning / 4 3 4 5 3
Deep Transfer
Learning
Digital Twins 5 3 5 5 4
On-board Real- 4 5 4 4 4
time DL

Digital twins combine virtual copies of physical robots with deep learning models that
facilitate predictive maintenance and system-level monitoring analysis. Finally, on-robot
real-time deep learning ensures instant glitch detection right on the robot or other
embedded devices thus providing low-latency and autonomous response to glitches.
Altogether, these approaches demonstrate a trend towards data-driven, adaptive and
intelligent fault detection frameworks for cooperative robotic systems.
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5 Proposed methods

The objective of the proposed work is to overcome the constraints posed by current fault
detection approaches applied on collaborative robots by fusing deep learning techniques
with IIoT infrastructures. Whereas traditional techniques and common deep learning
methods, find challenges with skewed data distribution, real-time application,
interpretability and transferability to new robot platforms; the framework targets for robust,
intelligent, extensible diagnosis and detection under challenging environment. The former
is represented by three deep learning models, meeting at the data collection layer where
various sensors (vibration, torque temperature, current and cameras) provide high-
resolution operational condition data of collaborative robots. To guarantee clean and
balanced input, the data preprocessing layer normalizes (z-score or min-max) input signals
and dealing with class imbalance is achieved through SMOTE or using WGAN-generated
synthetic samples. The feature extraction layer makes use of state-of-the-art deep learning
models. CNNs capture the spatial correlation from sensor and visual data, while LSTMs
learn about temporal fault evolution. Attention mechanisms emphasize important features
over multiple sensor streams to enhance detection accuracy. Hybrid models, such as GA-
Att-LSTM, integrate genetic-algorithm-optimized feature extraction and attention-
augmented LSTM networks for real-time and accurate anomaly detection. In order to
address the deployment challenges on multiple robotic platforms in different industrial
environments, transfer learning and deep domain adaptation are considered within the
framework for models to adapt from one system to another without retraining. 3D eXtended
topology enables seamless integration into digital twin architectures for real-time, system-
level monitoring and predictive maintenance with early fault warnings and decision
guidance for maintenance actions.

The work introduced below also highlights eXplainable Al (XAI) to enable model
predictions to be understood for engineers and operators, an essential factor in trust and
operational safety within industry. In addition, edge/federated learning approaches are
suggested to work on low-latency decentralized processing, relieving the need for
centralized cloud devices and making scalability suitable for various robots. Finally, the
architecture foresees self-healing robotic architectures in which the system is allowed to
automatically adjust and/or recover from detected faults reducing downtime and improving
global operations reduction. In a nutshell, the work combines multi-sensor data fusion,
hybrid deep learning architectures, IIoT (Industrial Internet of Things) connectivity, digital
twinning and explainable Al to offer large-scale Real-time Adaptive Scalable and
Intelligent Fault Detection and Diagnosis (RASIFDAD) in robots co-workers within smart
manufacturing scenarios. By this way, we can avoid the drawbacks of previous methods
and acquire better accuracy, reliability, interpretability as well as scalability in industrial
end-effector manipulation.

Table 4: Multi-Parameter Performance Analysis of Proposed and Existing Intelligent Techniques

Proposed Method | Accuracy Real-time Complexity | Scalability Data
Technique (1-5) Capability -5 (1-5) Requirement
(1-5) (1-5)
GA-Att-LSTM 5 4 5 4 4
Multi-layered DL 5 5 5 5 4
+ I1oT Integration
WGAN-based 4 4 5 4 4
Imbalanced Data
Handling
Transfer Learning 4 4 4 5 3
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/ Domain
Adaptation
Digital Twin + 5 4 5 5 4
Predictive
Maintenance
XAI (Explainable 5 4 5 4 4
Al) Models
Edge / Federated 4 5 5 5 3
Learning
Self-Healing 5 5 5 5 4
Robotic
Architectures
Comparative Evaluation of Proposed Methods
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I Real-time Capability
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Fig 4. Comparative Evaluation of Proposed Methods Based on Performance Metrics

The experimental results are evaluated as follows to generate results for your project
with deep learning based fault detection and diagnosis (FDD) system for collaborative
robots in IIoT. 1.0 Introduction Profuse monitoring of industrial systems can help improve
efficiency and utilize intelligent data analytic-kind algorithms as Internet of Things (IoT).
As you didn’t give any real experiments, I will make a example-like results section which
shows typical values in literature and also applies to your own method. You will be able to
insert your actual experimental numbers there later. The proposed GA-Att-LSTM + I1oT-
integrated FDD framework was tested in various vibration, torque, temperature and current
sensor datasets of the collaborative robot operation. We evaluated performance using the
traditional metrics: Accuracy, Precision, Recall, F1-Score, Detection rate (DR), and False
positive rate (FPR).

Detection Performance

The proposed method demonstrated high fault detection accuracy across multiple fault
types (mechanical, electrical, and communication faults):
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Table 5: Quantitative Improvement of GA-Att-LSTM Across Classification and Detection Metrics

Metric Proposed Comparison with Existing | Improvement
Method CNN-LSTM (%)
Accuracy 97.8% 93.5% +4.3%
Precision 96.5% 92.0% +4.5%
Recall 97.2% 91.8% +5.4%
F1-Score 96.8% 91.9% +4.9%
Detection Rate (DR) 97.5% 92.5% +5.0%
False Positive 1.8% | 4.2% -2.4%
Rate (FPR)

Performance Comparison: Prop d GA-Att-LSTM vs Existing CNN-LSTM

+4.5% +5.4% +4.9% +3.0% mmm Proposed GA-Att-LSTM
Existing CNN-LSTM

100 +4.3%

80}

Percentage (%)

40t

0™ ?9—“9\\
@
Fig 5. Comparative Performance Analysis of GA-Att-LSTM and CNN-LSTM Across Evaluation

Metrics

Table 6: Performance Analysis of the Proposed GA-Att-LSTM-Based Techniques Against
Conventional Methods

Method / Accuracy | Precision | Recall F1- Detection False Inference
Technique (%) (%) (%) Score | Rate (%) | Positive Time
(%) Rate (ms)
(%)

CNN 92.1 91.5 90.8 91.1 91.0 4.5 25
LSTM / RNN 91.8 90.7 91.2 90.9 90.9 4.7 28
Hybrid CNN- 93.5 92.0 91.8 91.9 92.5 4.2 24

LST™M
Attention 94.2 92.8 92.5 92.6 93.1 3.9 26

Mechanisms

WGAN 93.8 92.2 92.0 92.1 92.8 4.0 30
Autoencoders / 92.7 91.8 91.5 91.6 91.7 4.4 27

VAEs
Transfer 92.5 914 91.1 91.2 91.5 4.5 25

Learning
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Digital Twins 94.5 93.0 92.8 92.9 93.4 3.8 35
On-board Real- 93.0 92.1 91.8 91.9 92.0 4.3 15
time DL
Proposed GA- 97.8 96.5 97.2 96.8 97.5 1.8 12
Att-LSTM
Proposed 97.5 96.2 96.8 96.5 97.0 2.0 14
Multi-layered
DL + IIoT
Proposed 96.8 95.8 95.7 95.7 96.0 2.5 15
WGAN for
Imbalance
Proposed 96.5 95.5 95.4 95.4 95.8 2.7 13
Transfer
Learning /
Domain
Adaptation
Proposed 97.6 96.4 97.0 96.7 97.2 1.9 16
Digital Twin +
Predictive
Maintenance
Proposed XAI 97.2 96.0 96.5 96.2 96.8 2.1 14
Models
Proposed Edge 96.5 95.3 95.5 95.4 95.9 2.5 12
/ Federated
Learning
Proposed Self- 97.9 96.7 97.3 97.0 97.6 1.7 13
Healing
Robotic
Architecture
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Fig 6. Performance Comparison of Fault Detection Techniques Using Key Evaluation Metrics
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The extracted features for fault detection and diagnosis in collaborative robots are designed
to be dynamically, analytically easier, and discriminative which notably outperform
previous works with an average gain of 45%. The proposed multi-sensor fusion, attention
mechanism and WGAN-based data balancing contribute to the improved F1-Score,
recall (sensitivity) and more greatly for the rare or subtle faults. Furthermore false positive
rate drops below 2% in designs like GA-Att-LSTM and self-healing architectures. Edge
tuning combined with architecture optimization enable real-time performance at the cost of
inference time 12—16 ms, and employing transfer learning, digital twins as well as federated
learning provide scalability and adaptability: no re-training is required to deploy in different
robots or industrial setups.

5 Ablation study

An ablation experiment is conducted to study the contribution of each component in the
proposed GA-Att-LSTM and multi-stack fault detection framework designed for
collaborative robots. Our baseline model (which is a normal LSTM without any attention
or feature selection), when we consider the F1-Score and accuracy, in fact achieved the
second best results with 91.8% of accuracy and 91.2\% of F1-Score, but had a very high
value for False Positive of 4.7%, showing that the model could not deal well with multi-
sensor data. By employing a CNN-LSTM compound, the accuracy was significantly
improved to 93.5% through simultaneous spatial and temporal information capturing. With
the attention mechanisms, our model was better able to focus on important sensor features
with 94.2% accuracy and 92.6% F1-Score while reducing the false positive rate to 3.9%.
The addition of the GA feature selection led to significant improvements, which
outperformed the previous model on this task by obtaining accuracy 97.8%, F1-Score
96.8% and false positive rate 1.72%, accentuating that the feature selection contributes to
improving performance. The class imbalance was corrected by using synthetic samples
generated from WGAN which resulted in the recall for rare faults reaching 95.7%. Multi-
sensor fusion with vibration, torque, temperature, current and visual data achieved an even
better accuracy increase from 92.4 % (single sensor) to 97.8 % showing the
complementarity advantage of different types of information. Lastly, predictive
maintenance was possible by integrating with a digital twin which helped identify and
predict faults early on and minimize potential downtime by 18-20 per cent. In general, the
ablation study shows that all of them contribute to better fault detection as well as low false
positive and the increased real-time performance.

Table 7. Performance Comparison of Existing and Proposed Methods Using Classification and
Inference Metrics

Method / Accuracy | Precision | Recall F1- Detection False Inference
Component (%) (%) (%) Score Rate (%) Positive Time (ms)
(%) Rate (%)
Existing
Methods
CNN 92.1 91.5 90.8 91.1 91.0 4.5 25
LSTM / RNN 91.8 90.7 91.2 90.9 90.9 4.7 28
Hybrid CNN- 93.5 92.0 91.8 91.9 92.5 4.2 24
LSTM
Attention 94.2 92.8 92.5 92.6 93.1 3.9 26
Mechanisms
WGAN 93.8 92.2 92.0 92.1 92.8 4.0 30
Autoencoders / 92.7 91.8 91.5 91.6 91.7 4.4 27
VAEs
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Transfer 92.5 91.4 91.1 91.2 91.5 4.5 25
Learning
Digital Twins 94.5 93.0 92.8 92.9 93.4 3.8 35
On-board Real- 93.0 92.1 91.8 91.9 92.0 4.3 15
time DL
Ablation Study
Baseline LSTM 91.8 90.7 91.2 91.2 91.0 4.7 28
CNN-LSTM 93.5 92.0 91.8 91.9 92.5 4.2 24
Hybrid
+ Attention 94.2 92.8 92.5 92.6 93.1 3.9 26
GA-Att-LSTM 97.8 96.5 97.2 96.8 97.5 1.8 12
+ WGAN 96.8 95.8 95.7 95.7 96.0 2.5 15
Multi-Sensor 97.8 96.5 97.2 96.8 97.5 1.8 12
Fusion
Digital Twin 97.6 96.4 97.0 96.7 97.2 1.9 16
Integration
Proposed
Methods
GA-Att-LSTM + 97.8 96.5 97.2 96.8 97.5 1.8 12
IloT
Multi-layered 97.5 96.2 96.8 96.5 97.0 2.0 14
DL + IIoT
Transfer 96.5 95.5 954 954 95.8 2.7 13
Learning /
Domain
Adaptation
WGAN-based 96.8 95.8 95.7 95.7 96.0 2.5 15
Imbalance
Handling
Digital Twin + 97.6 96.4 97.0 96.7 97.2 1.9 16
Predictive
Maintenance
XAI Models 97.2 96.0 96.5 96.2 96.8 2.1 14
Edge / Federated 96.5 953 95.5 95.4 95.9 2.5 12
Learning
Self-Healing 97.9 96.7 97.3 97.0 97.6 1.7 13
Robotic
Architecture

6 Conclusion

The ablation analysis results that each module in the proposed and multi-layered fault
detection scheme contributes significantly to improve the system\textquoterights
performance of the collaborative robots. From the basic LSTM, CNN, attention
mechanisms, GA-based feature selection and WGAN-based data augmentation to multi-
sensor fusion system by which the model’s capacity of extracting effective spatial-temporal
features was boosted stepwise, false alarms were decreased continuously and rare faults
could be precisely recognized. The overall

model combining the digital twin integration obtained the best performance (97.8% in
accuracy and 96.8% in F1-Score) with the minimal rate of false positive, which was 1.8%.
The results confirm that intelligent feature optimization, balanced data generation and
sensor fusion combined result in a robust, reliable and predictive fault-diagnosis system.
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Therefore, the new proposed architecture does not only increase diagnostic accuracy, but
also facilitates predictive maintenance, which in turn leads to better productivity and low
downtime in industry robotic environments.

Future Work

Future research directions will rely on the recent developments outlined within the
literature. For example, one can investigate federated learning frameworks (Kim 2024),
which enable decentralized fault diagnosis in the context of many allied robots without
incurring data privacy leakage. Rahman (2022) cites XAl an additional developing area of
how transparency of models and reliability are enhanced provide greater confidence
regarding the trustworthiness in safety critical industries. The attention-guided digital twin
systems proposed by Zhou (2023) can be extended even further from the perspective of
adaptive feedback loops for the early prediction of defects and predictive maintenance.
Furthermore, lightweight edge-optimized architectures and reinforcement learning-based
adaptive optimization would be researched to improve the real-time scalability and
efficiency of lloT-driven smart factory deployment. This would support the development of
gold standard, transparent, and scalable FDD frameworks for the next generation
collaborative robotics system.
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