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Abstract. This article presents a prototype of Image and Thermal
Fingerprint Dual-Sensor that includes collecting optical fingerprint ridges
with simultaneous analysis of the session thermal heat distribution. The
prototype uses Raspberry Pi 3B+ with a Pi Camera (OV5647) to capture
optical images and an MLX90640 thermal infrared array (24x32 pixels
resolution) for thermal images and to establish "physiological" confirmation.
The optical and thermal exposure systems capture images in two different
formats (.jpg for optical and .npy for thermal matrix). Once the images are
enrolled, similarity between the input images and data are compared using
SSIM and MSE algorithms. Experimental verification showed the SSIM of
the genuine trials were >0.55 and the thermal MSE of <4.0. The prototype
was able to fully complete a full verification cycle in ~8-10 seconds in a
verifiable nature.

1 Introduction

Biometric authentication is an important element of modern security infrastructures.
Fingerprint recognition is the most widely used and established modalities due to its
uniqueness and permanence [1]. However, traditional optical fingerprint solutions based on
matching ridge—valley patterns at the surface of the fingerprint can be vulnerable to spoofing
using artificial fingerprints or high-resolution printed fingerprints [2]. Researchers have been
investigating additional physiological modalities, such as thermal, which captures images of
sub-surface heat signatures generated by blood flow and is much more difficult to replicate.
These thermal properties, which are a reflection of the living tissue behavior, offer an
additional layer of security that cannot be replicated simply with artificial materials.

Recently published literature highlights the significant role in effective feature extraction
systems and multimodal data fusion in biometric reliability [3-5]. Feature extraction systems
based on deep-learning methods have effectively demonstrated their capability to extract
invariant features across various biometric modalities, which in turn improves the biometric
discrimination performance.

Researchers showed that multimodal deep-learning models can automatically learn the best
fingerprint features without relying on manual crafted descriptors, leading to improved
verification accuracy [6]. Yang et al. further pointed that using multimodal fusion at the
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feature level reduces the likelihood of attacks based on spoofing as it requires the attacker to
replicate several independent biometric traits at the same time, which is much more difficult
[7]. Furthermore, it has been recently summarized that Al based fingerprint verification
systems outperform traditional correlation-based and minutiae-based approaches, as they are
more robust to changes in lighting, finger pressure, and sensor noise [8].

Another stream of research focuses on the synchronization and parallel operation of sensors
in multimodal systems to ensure high-quality data fusion. Sun et al. established that
synchronized acquisition of infrared and visible images enables feature extraction from both
modalities to be related to the same physical gesture or event for better consistency and
robustness of fusion-based models [9]. Singh et al. further stressed that biometric fusion
depends on proper temporal alignment to maintain meaningful cross-modal correlations. If
the data from different modalities are captured at different times, inconsistencies can arise,
which can reduce verification accuracy [10]. In alignment with these observations, Chung et
al. showed that even shorter time delays between sensors can reduce system reliability as a
result of natural physiological variability occurring between takes [11], while John et al.
showed that absence of synchronized data leads to a fused mismatch, higher errors in
prediction, and less robustness in multimodal architectures [12].

The research presents a prototype Image and Thermal Fingerprint Dual-Sensor[13,14] that
combines an optical image of a fingerprint with the thermal heat distribution map [15,16] of
a finger to create a multi modal biometric system [17]. In the light of this state of the art, this
paper proposes a proof-of-concept prototype for dual-sensor biometric authentication that
combines an optical fingerprint image with a thermal heat-distribution map through the use
of the low-cost MLX90640 sensor. Apart from high-resolution commercial vein recognition
using expensive hardware imaging [18], the model proposed here focuses on an academic
proof-of-concept using low-cost consumer-grade components to investigate the feasibility of
using multimodal security. The major contribution of this paper is represented by fusing
structural ridge information with thermal distribution patterns as dual biometric features and
their evaluation based on complementary algorithms, such as OpenCV for optical
preprocessing [19,20], SSIM for structural similarity assessment [21,22], and MSE for
thermal pattern comparison [23]. Due to the use of two separate physiological indicators, the
system acquires enhanced spoof resistance and reliability while showing the feasibility of
multimodal biometric verification on a compact embedded platform. Fig. 1 describes the flow
diagram of the proposed model.

2 Methodology

The proposed biometric system utilizes optical fingerprint imaging in conjunction with
thermal heat signature for increased robust authentication. The first step of the process
involves data acquisition. The Raspberry Pi Camera Module (OV5647) captures the ridge
structure of the finger when the finger is placed on the frosted acrylic sheet.
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Fig. 1. Flow Diagram of the Proposed Model.

This frosted acrylic sheet is a transparent sheet on which finger will be placed, and then the
optical module will take image of the pattern of the finger with the resolution of 640x480
pixels. During experiment, 10 optical and thermal fingerprint images have been used for
enrolling. The optical fingerprint images are ultimately saved as .jpg files. Importantly, .jpg
images can be effectively resolved for real-time analysis using OpenCV, without heavy
storage costs. Simultaneously, images of the temperature distribution of the finger are
recorded by the MLX90640 thermal sensor. The thermal subsystem uses an MLX90640 far-
infrared (FIR) thermal sensor array that operates based on a 24x32 pixel thermopile sensor
grid. Unlike standard imaging, this sensor captures the absolute temperature of each pixel
through an I?C interface. The data is then processed as a raw floating-point matrix and stored
in .npy format to prevent data loss or compression issues. While the current resolution is
optimized for detecting general physiological heat distribution to confirm 'liveness,' the
signal processing pipeline is designed to work with any hardware. By capturing raw thermal
data, the current framework sets a baseline for human heat detection. With the addition of
higher-resolution infrared sensors in future versions, the same analytical pipeline, using
Mean Squared Error (MSE) for matrix comparison, could be expanded to identify and verify
more detailed subsurface features, like subcutaneous finger vein patterns, without needing a
major redesign of the processing setup. The entire image capture process is triggered via a
capacitive touch sensor (TTP223); the first touch will trigger the camera; the second touch
will trigger the thermal sensor. Once the data is collected, feature extraction is performed in
two ways. For the optical fingerprint, OpenCV is used to convert the image into grayscale.
The similarity between enrolled data and verifying data is calculated using the Structural
Similarity Index (SSIM). The important distinction between SSIM and direct pixel
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comparisons is that SSIM considers luminance, contrast, and structural alignment of two
images. In mathematical form, SSIM is formulated as [24]:

(zl-‘xliy"' C1) (20xy+ C3) 1
(U3+ u3+ C1)(0F+ 05+ C2) M

SSIM(x,y) =

Where p, and u, are the mean intensities of the two images, o2and a; are the variances of
the two images, oy, is the covariance, and C;, C, are small constants used to stabilize the
division. During verification process, if the value from above equation closes to 1, that means
verification attempt has been matched with enrolled fingerprint.

In contrast to visual data, thermal data are analyzed using Mean Squared Error (MSE) as a
measurement of the average squared difference between two thermal matrices. If Tpppo104 (1)
represents the temperature at pixel (i) for the enrolled sample, and T,y (i) represents the
temperature at pixel (i) for the verification sample, then MSE can be defined as [25]:

1 . i
MSE = N Z?:l[Tenrolled(l) - Tverify(l) ]2 2)

A lower MSE indicates a greater similarity between two thermal patterns, since the
differences between the corresponding temperature values are small. Because thermal
distributions encode vein-based heat flow that is unique to the individual, MSE provides a
reliable metric for detecting differences.

In short, the system takes decision by combining the two scores. A verification trial is
accepted if the SSIM is greater than 0.55, and the MSE is less than 4.0. The threshold for
both SSIM and MSE were found by manual tests, and it depends on the variables used during
SSIM and MSE calculation. The structural ridge patterns and underlying thermal
distributions must match, thus maximizing the potential of preventing spoofing attacks. In
reality, the system requires about 8—10 seconds from the time the finger was placed on the
sensor for taking the decision. Fig. 2 describes the circuit diagram of the model and Fig. 3
shows the prototype set-up of the proposed model.

@ PiCamera (OV5647)

Power Supply

Fig. 2. Circuit Diagram of the Model.

The design of the circuit depends on the Raspberry Pi 3B+ which acts as the processing unit
of the proposed system. The TTP223 touch sensor is connected to GPIO 17 to detect whether
a finger is placed on the sensor or not. The camera connects via the CSI interface for the
raspberry pi, and the thermal sensor uses the I?C bus. Here SDA and SCL pin of MLX90640
have been connected to GPIO2 and GPIO3 of raspberry pi 3b+ respectively. The wire
connects SDA and GPIO2 carries data and the wire connects SCL and GPIO3 carries clock
signal. External LED illumination is avoided for the thermal scan, as data in the infrared
range will be influenced by any light coming from an external source.
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Fig. 3. Prototype Setup.

The overall workflow of the system can be summarized as follows: the user will place a
finger and touch the sensor, which will then cause the optical fingerprint to be captured, and
the image will be saved. Once the image is saved, the user touches the sensor for a second
time to trigger the thermal sensor so that the temperature distribution can be captured and
saved. Both datasets will be compared to the enrolled database for a decision.

3 Results and Discussion

The proposed prototype was installed on a raspberry pi 3B+, which was outfitted with a Pi
Camera (OV5647) and an MLX90640 thermal array sensor. The total time to perform both an
optical and a thermal match was approximately 8-10 seconds. Each optical fingerprint image
collection was saved in .jpg file format, and a resolution of 640x480 pixels was selected
because it will give fast image capturing time while this resolution still good enough to
capture sufficient details of finger pattern. Hence this selected resolution reduces processing
load on raspberry pi 3b+. The thermal data was saved in a .npy file format to preserve the
raw floating-point temperature matrix of 24x32 array. This means that the actual value of
temperature of each pixels is stored directly in an array. Fig. 4 shows the images of enrolled
finger (in .jpg format). Fig. 5 shows the heatmap images taken from MLX90640.

During the verification trials, genuine user attempts produced SSIM values of above
0.55 (i.e. 0.59). Conversely, impostor attempts produced SSIM values below 0.55 (i.e. 0.31).
On the other hand, thermal metrics with MSE of the genuine trials were 0.012, while for
impostor trials (i.e. various spoofing techniques) MSE values significantly higher, in many
cases MSE values were above 1.0. By employing a decision rule of SSIM > 0.55 and MSE <
4.0, verification trials for enrolled users were consistently approved, while the impostor
attempts were rejected. Fig. 6 shows the output after verifying the fingerprint. Table 1
describes the Verification, Performance Summary using SSIM and MSE metrics.
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Fig. 4. Images of Enrolled Fingers (.jpg format).

Fig. 5. Example Heatmap Images taken from MLX90640.

Table 1. Verification, Performance Summary using SSIM and MSE metrics.

. Observed Thermal ..
Trial Type Observed SSIM Value MSE Value Decision
Genuine Attempt
(Enrolled Finger) 0.59 (>0.55) 0.012(< 4.0) GRANTED
Impostor Attempt
(Non-Enrolled 0.31 (<0.55) >1.0 DENIED
Finger)
Decision Rule Used SSIM > 0.55 MSE < 4.0 —

(fingerprint_env) pifiraspberrypi:~/fingerprint

[3:02:53.500827332] [3945) INFO Camera camera

[3:02:53.616298317] [3054] WARN RPiSdn sdn.cpp
53.625666101] [3954] INFO RPI \

ython ~/fingerprint_system/verify.py
5 1ibcamera v0.5,1+100-e53bdf1f

) Using legacy SON tuning - please consider moving SON inside rpi.denoise

53.626009750] [3954] INFO RPI pipeline_base.cpp:1107 Using configuration file '/usr/share/libcamera/pipeline/rpi/vcd/rpi_apps.yanl'

53.657824694] [3954] INFO RPI \

[
[
[ 53.656568330) [3945] INFO Camera camera.cpp:1205 configuring streams:
[
/

warnings.warn(
Ready for verification. Place finger...
Touch TTP to capture CAMERA for verification...
Finger detected! Capturing camera image...
Camera 1mage saved: verify_cam.jpg
Now touch TTP again to capture THERMAL...
Finger detected! Capturing thermal image...
jThermal Matrix saved: verify mlx.npy

Comparing with enrolled data...
Best Camera SSIM: 0.59 (highel etter)
Best Thermal MSE: 0.0347 (lower = better)

| Access GRANTED!

Fig. 6. Output after verifying the Fingerprint.

(0) 640x480-R6B8BB/SRGB (1) 640x480-SGBRG1O_CSIZP/RAW
pp:615 Sensor: /base/soc/i2cOmux/12¢1/0v5647@36 - Selected sensor format: 640x480-SGBRG10_1X10 - Selected unicam format: 640x480-pGAA
home/pi/fingerprint_env/1ib/python3.11/site-packages/adafruit_blinka/microcontroller/generic_linux/i2c.py:30: RuntimeWarning: I2C frequency is not settable in python, ignoring!

0 Registered camera /base/soc/i2cOmux/i2c@1/ov5647336 to Unicam device /dev/media® and ISP device /dev/medial
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4 Conclusion

The prototype developed demonstrates that optical ridge pattern analysis with thermal
signature sensing increases resistance to spoofing attacks. The OV5647 optical camera
captures the optical image i.e. fingerprint pattern, while the MLX90640 thermal sensor
measures the heat distribution of the same finger. Hence the system uses both structural
features and thermal characteristics to verify a finger. Even with the low-resolution thermal
sensor of 24x32 pixels, the system was able to distinguish between genuine and imposter
inputs with clear statistical separation. Though sequential data capture and analysis lead to a
little bit slow processing time of ~8-10 seconds, simultaneous acquisition through a parallel
trigger mechanism, will help in improving the precision of the system in future. This will be
further accelerated by integrating a 3D-printed mechanical grid for maintaining consistent
positioning, stabilizing lighting, and minimizing contrast variations, which is critical for
reproducible biometric data fusion. Future studies will also concentrate on the enlargement
of the database in order to test the system on a wider range of individuals. A large number of
data will be necessary to perform accurate statistical analysis and generate ROC curves. It
will assist in optimizing the SSIM and MSE values for different individuals. The ultimate
objective is to move from a prototype to a commercial product.
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