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Abstract. This paper proposes a comprehensive multi-layer protection architecture for bidirectional 

Vehicle-to-Grid (V2G) systems acting as distributed energy resources. The study addresses the integration 

challenges defined by IEEE 1547 (anti-islanding) and IEEE 519 (power quality) standards. The proposed 

solution integrates mandatory DC leakage protection (RCD Type B/RCM), hybrid circuit breakers (HCB) 

for ultra-fast DC fault interruption and coordinated AC/DC surge protection. The design is validated through 

normative analysis, time-response coordination logic, and economic ROI estimation. The results confirm 

that while advanced protection increases initial costs, it is critical for preventing catastrophic failures in 

high-power V2G applications.

1 Introduction and motivation 

Bidirectional Vehicle-to-Grid (V2G) systems [1] have 

emerged as critical distributed energy resources (DER) 

[2, 3], requiring strict adherence to IEEE 1547 [4] and 

IEEE 519 [5]. Essential hardware safety relies on 

mandatory DC leakage protection [6-10], hybrid circuit 

breakers (HCB) for DC faults [11-13] and coordinated 

surge protection [14-17]. While enabling PEVs to 

support grid stabilization [18, 19], bidirectional flow 

creates unique challenges [20, 21] where chargers act as 

both loads and generators [22]. This necessitates 

advanced coordination beyond unidirectional systems to 

address harmonic distortion and cyber-physical threats 

[23, 24, 25]. 

2 Layer 1: grid interface and standards 
compliance 

2.1 Anti-islanding protection 

Anti-islanding is a critical and mandatory function for 

DERs, including V2G systems, as dictated by the IEEE 

1547 standard [4]. It ensures that the V2G device 

isolates itself immediately if the distribution system is 

disconnected [26]. Modern building codes and 

regulations are increasingly incorporating these 

requirements [27]. Islanding detection is divided into 

two main methodologies [28], [29]: 

• Passive Methods: Monitor grid parameters (U, 

f) but suffer from a Non-Detection Zone (NDZ) 

[30, 31]. 
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• Active Methods (AIMs): Inject signals to 

trigger rapid isolation (< 2 s) [32, 29]. 

• Control Modes: Systems typically operate in 

Grid-Following mode (synchronized to grid 

voltage) [33]. Future Grid-Forming modes 

allow V2G to act as an independent voltage 

source for microgrids, though they require 

complex communication-based protection 

[34]. Standardized conformance test 

procedures ensure these systems meet rigorous 

safety limits [35, 36]. 

2.2 Power quality management 

Bidirectional converters inject harmonics, necessitating 

compliance with IEEE 519 THD limits [5, 37-42]. A 

critical trade-off exists: Active Anti-islanding (AIMs) 

reduces the NDZ but increase current THD [43]. 

Optimization requires dynamic control to minimize 

THD while maintaining the fast response time [44]. 

Modern V2G systems increasingly provide active 

grid services (voltage and frequency regulation). 

• Grid-Following: Standard mode synchronized 

with the existing grid voltage; anti-islanding 

protection relies on the rapid detection of grid 

parameter loss [45]. 

• Grid-Forming: Acts as an independent voltage 

source for microgrids [46]. This mode requires 

complex, communication-based protection 

because the converter may actively oppose grid 

shutdown during a fault. 
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3 Layer 2: AC/DC electrical protection 
coordination 

3.1 Overcurrent protection and breaker sizing 

Overcurrent Protection Devices (OCPD) must protect 

V2G wiring and equipment from overload [45]. Breaker 

sizing must be at 125% of the charger's continuous rated 

current [45] to prevent premature tripping due to 

prolonged peak loads and thermal stress. All devices 

must comply with local codes (e.g., NFPA 70 [34, 46]). 

3.2 Residual current protection (RCD) and DC 
leakage 

A V2G converter failure can inject smooth DC residual 

current into the AC grid [8]. If this current exceeds 6 

mA, it can "blind" standard Type A RCDs, creating a 

critical safety risk [47]. International standards (IEC 

60364-7-722 [6]) specify two primary, equivalent 

solutions for V2G: 

1. RCD Type B: Reliably detects AC, pulsating 

DC, and smooth DC residual currents [9]. It 

provides the highest level of protection. 

2. RCD Type A in combination with a 6 mA 

DC Residual Current Monitoring (RCM) 

unit: An integrated monitoring module (RDC-

DD complying with IEC 62955 [7]) 

immediately triggers disconnection if it detects 

DC leakage exceeding 6 mA [10]. This more 

economical approach is often chosen for 

residential systems. 

4 Layer 3: transient overvoltage 
protection (SPD) 

4.1 Surge Protective Devices (SPD) on the AC 
Side 

V2G chargers are vulnerable to transient overvoltage’s 

caused by lightning strikes or switching operations [48]. 

A multi-layer approach is recommended [49]: 

• Level 1: Type 1 SPD in the main distribution 

board (in accordance with IEC 62305 [49]) for 

protection against direct lightning. 

• Level 2: Type 2 SPD directly at the charger 

input [14] with a protection level (according to 

UL 1449 [15]). SPDs must be properly 

coordinated (Type 1 and 2) for sequential 

overvoltage reduction. 

4.2 Surge protection on the DC side 

For commercial DC Fast Chargers, a dedicated DC SPD 

is crucial to protect the sensitive power electronics of the 

converter and the EV battery. The IEC 61643-31 

standard [16] specifically covers SPDs for DC systems 

[17], which must handle overvoltage’s with different 

waveforms and voltage levels compared to AC systems. 

Thorough coordination between AC and DC SPDs [50] 

must be ensured for full system protection. 

5 Layer 4: advanced DC fault 
interruption and isolation 

5.1 DC architecture and galvanic isolation 

V2G systems are divided into AC/DC and DC/DC 

stages [51]. To ensure safety, isolated DC-DC converter 

topologies are often used [52], providing galvanic 

isolation between the vehicle battery and the grid [53]. 

This isolation is key to preventing AC-side faults from 

damaging the battery and preventing unwanted DC 

current injection into the grid [54]. 

5.2 DC Fault interruption: solid-state circuit 
breakers (SSCB) 

DC fault currents rise extremely rapidly without a 

natural zero-crossing, making conventional AC circuit 

breakers ineffective [12]. Solid-state circuit breakers 

(SSCB) [13, 34] utilizing semiconductor switches 

(thyristors/IGBTs) [55, 56] are proposed for 

millisecond-range interruption. Thyristors are suitable 

due to their fast-switching time, typically around 1 ms 

[11], [57], [58]. These breakers can limit current rise 

faster than mechanical solutions. 

5.3 Technical comparison: SSCB vs. hybrid 
circuit breakers (HCB) 

• SSCBs: Offer ultra-fast (< 1 ms) operation but 

have high (1-2 %) on-state losses [55, 59]. 

• Hybrid Breakers (HCB): Combine low losses 

of mechanical breakers with semiconductor 

speed [60, 55]. Advanced thyristor-based 

HCBs utilize transient current commutation for 

residential microgrids [61, 62]. While IGBTs 

offer better control, thyristor-based converters 

are often preferred in high-power applications 

due to robustness [63]. 

5.4 Modeling and dynamics of DC faults 

The need for ultra-fast DC fault interruption is directly 

proportional to the current rise dynamics. In V2G 

systems, the short-circuit current is primarily fed by the 

DC link capacitors of the converter and the EV battery 

itself. The short-circuit current is described by an 

exponential rise: 

 

               Isc (t) = (U/R)*(1-e-t/τ)             (1) 

 

In DC systems with low inductance (L), the time 

constant τ = L/R is minimal, causing an extremely high 

rate of current rise (di/dt). Failure to limit current within 

1–2 ms can permanently damage semiconductor 

switches (IGBTs) before mechanical protection reacts. 
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Rapid HCB response thus prevents catastrophic 

hardware and financial loss [14]. 

6 Layer 5: V2G cyber-physical security 
framework 

The complexity of V2G extends beyond hardware 

protection, as the bidirectional exchange of energy and 

information creates critical cyber-physical 

vulnerabilities [26], [30]. 

6.1 V2G-specific cyber threats (ISO 15118) 

Bidirectional charging relies on the ISO 15118-20 

interface [64, 65] for commands and authentication. If 

compromised (e.g., via Man-in-the-Middle attacks 

[66]), an attacker could: 
• Manipulate Energy Flow: Issue false 

discharge commands or trigger synchronized 

fleet shutdowns (DoS), leading to grid 

instability and mismanagement [24, 67]. 

• Steal Data: Access sensitive personally 

identifiable information (PII) or vehicle 

charging history [24, 68]. 

6.2 Threat mitigation strategies (PKI and 
blockchain) 

Advanced solutions are proposed to increase cyber 

resilience: 

• Public Key Infrastructure (PKI): ISO 15118-20 

utilizes PKI and digital certificates for Plug-

and-Charge (PnC) authentication [64]. Trusted, 

tamper-proof certificates verify identity, 

effectively preventing Man-in-the-Middle 

attacks [69]. 

• Blockchain: Active power transactions and 

settlements are recorded in distributed ledgers. 

This ensures data immutability and 

transparency, preventing the manipulation of 

financial or regulatory data [69]. 

7 System-level validation and logic 
coordination 

7.1 Normative compliance analysis 

Theoretical validation confirms compliance with 

relevant standards. The anti-islanding protection and 

power quality management scheme was verified against 

IEEE 1547-2023 [4] and IEEE 519-2022 [5] 

requirements. The selection of RCD solutions (Type B / 

Type A + RCM) was supported by direct reference to 

the IEC 60364-7-722:2018 standard [13]. 

7.2 Logical coordination and time-response 
analysis 

A formal logical analysis of the response time sequence 

for critical fault scenarios was conducted. 

• Priority 1 (Ultra-fast DC fault): The HCB 

(reaction ms) must disconnect the DC side 

before the converter enters a state of permanent 

damage, independent of AC protections [15]. 

• Priority 2 (AC fault/Islanding): Anti-

islanding protection (up to 2 s per [4]) activates 

only after ensuring no internal DC short circuit 

occurred. 

This analysis demonstrated that no conflict exists 

between protection zones that would lead to 

unnecessary tripping (false tripping). 

7.3 Realtime protection integration and 
communication latency 

Effective coordination requires high-speed signalling 

between the converter, HCB, and Energy Management 

System. 

• Protocols: While primary DC protection is 

autonomous, status signalling and resets utilize 

CAN bus or high-speed Ethernet. 

• Latency: To ensure millisecond-range 

responses, communication latency must be 

negligible. This necessitates dedicated Real-

Time Control units, especially for complex 

selective tripping in microgrid applications. 

This logical verification serves as a distinct 

contribution compared to standard component-based 

reviews. 

8 Resilience and economics analysis 

Outdoor V2G chargers require a minimum rating of 

IP65 [70] to prevent corrosion and insulation 

degradation caused by moisture and debris, with IP67 

preferred for extreme environments. For public 

infrastructure, an IK10 [71] rating is essential to ensure 

mechanical durability against vandalism; physical 

damage often compromises IP ratings and leads to 

hazardous electrical faults [72, 73]. 

Given the high initial investment of the proposed 

architecture, protection strategies must be economically 

segmented [74]. In the commercial sector (High Power), 

the higher cost of advanced protection like Hybrid 

Circuit Breakers is justified by a rapid ROI, as 

preventing a single catastrophic converter failure 

outweighs the initial CAPEX and downtime losses. 

Conversely, for residential users, convenience and 

safety are the primary factors, making the more 

economical Type A RCD + RCM combination a 

sufficiently safe choice for most home installations [60, 

74]. Type B RCDs are reserved for high-power 

residential systems or environments with specialized 

safety requirements. Future research must evaluate these 

trade-offs through Life Cycle Cost (LCC) 
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benchmarking, including maintenance and efficiency 

[75]. 

9 Conclusion 

Comprehensive V2G protection [1] requires a multi-

layer architecture validated against IEEE standards and 

logical response coordination. Electrical safety is 

ensured on the AC side by RCD Type B or RCD Type 

A with a 6 mA RCM module [6, 7]. On the DC side, 

Hybrid Circuit Breakers (HCB) [60] are crucial, 

overcoming SSCB efficiency losses by combining 

semiconductors for fast current limitation with 

mechanical contacts for isolation [13, 34]. Economic 

analysis confirms that while HCBs and Type B RCDs 

increase initial CAPEX, they are justified for high-

power commercial segments by preventing catastrophic 

failures and ensuring rapid ROI. Future research should 

focus on quantitative simulation of this coordination 

scheme and Life Cycle Cost (LCC) analysis [74]. 

Additionally, cyber protection based on ISO 15118 

(PKI) remains essential to secure data and power flows 

in bidirectional systems [64]. 
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