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Abstract. The modernization of the electrical power grid, driven by high penetration of Distributed Energy 

Resources (DERs) and Inverter-Based Resources (IBRs), has rendered conventional phasor-based protection 

schemes inadequate. Bidirectional power flows, significantly limited fault current contributions, and 

diminished inertia fundamentally challenge the selectivity and reliability of traditional protective IEDs. To 

address these challenges, this paper proposes a paradigm shift towards a centralized, software-defined 

protection architecture designed as an intelligent overlay to existing infrastructure.  The core of the proposed 

system lies in a dual-stream data acquisition framework: integrating real-time data from legacy digital relays 

with high-precision measurements from a specialized monitoring unit (as pioneered by Bencsik and 

Bobček). Central to this architecture is a 'Value Approve' mechanism, which utilizes advanced data 

validation techniques to ensure the integrity of measurements before processing. This enables an Adaptive 

Protection (AP) engine to dynamically reconfigure protection settings based on real-time topology and IBR 

penetration levels.  A key innovation of this approach is the transition to a fully software-driven trip logic, 

allowing for the temporary bypassing of local hardware settings in favour of centralized, optimized decision-

making. By leveraging Machine Learning for event prediction and Explainable AI (XAI) for transparency, 

the system mitigates the 'black box' risks associated with automated protection. Furthermore, the architecture 

integrates cyber-physical defence strategies compliant with IEC 62443 to secure the digitized 

communication backbone. The result is a verifiable, autonomous, and resilient protection system capable of 

managing the complexities of the future grid through software agility.  

1 Introduction 

The global transition toward sustainable energy systems 

has led to a massive integration of Distributed Energy 

Resources (DERs) and Inverter-Based Resources 

(IBRs), fundamentally altering the dynamic behavior of 

modern electrical grids. Traditional protection schemes, 

which have relied for decades on stable, high fault 

currents and predictable phasor-based measurements, 

are becoming increasingly inadequate in this new 

landscape [1]. IBRs typically limit fault current 

contributions to 1.1–1.5 per unit (p.u.), making it 

difficult for conventional overcurrent relays to 

distinguish between heavy load conditions and internal 

faults. Furthermore, the displacement of synchronous 

generation by power electronics has resulted in a 

significant reduction in system inertia, leading to rapid 

Rate of Change of Frequency (RoCoF) events that 

challenge the stability and selectivity of legacy 

protection devices [2]. To maintain grid reliability, a 

transition from decentralized, hardware-fixed protection 

to an integrated, software-defined architecture is 

essential. Current research suggests that centralized 

systems, utilizing high-speed communication 
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backbones such as IEC 61850, can offer the adaptability 

needed to manage bi-directional power flows and 

varying network topologies [3]. However, relying solely 

on a single data stream from primary IEDs introduces 

risks related to cyber-integrity and single points of 

failure.  To address this, this paper proposes a novel 

Software-Defined Protection (SDP) overlay that utilizes 

a dual-stream data acquisition framework. While the 

primary layer relies on standard protection relays, the 

secondary layer integrates a redundant, independent 

monitoring infrastructure. Building on recent 

developments in low-voltage grid observability, we 

utilize a modular communication architecture 

combining Modbus-RTU and IoT protocols to create a 

parallel verification path [4]. This approach allows for 

the implementation of a "Value Approve" mechanism, 

where critical operational data is cross-validated against 

this secondary stream before any autonomous, software-

driven trip command is executed. By leveraging this 

hybrid communication model—originally designed for 

scalable grid monitoring—we can significantly enhance 

the resilience and cyber-physical security of protection 

systems in IBR-dominated networks. 
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1.1 Proposed system architecture 

The proposed solution moves beyond traditional rigid 

protection schemes by introducing a Software-Defined 

Protection (SDP) overlay. Unlike conventional 

centralized architectures that rely on a single data path 

(typically the IEC 61850 Process Bus), this system 

implements a dual-pathway topology [5]. This design 

decouples the decision-making logic from physical 

sensing, creating a "Closed-Loop" validation 

environment where high-speed protection data is 

continuously cross-referenced against an independent 

monitoring stream [6], [7].  The architecture is stratified 

into three functional layers: the Legacy Protection 

Layer, the Redundant Measurement Layer (based on IoT 

protocols), and the Centralized Intelligence Core. 

1.1.1 Layer 1: the legacy protection infrastructure 

The primary layer preserves the standard industry 

approach to ensure compliance with critical clearing 

times. 

It consists of: 

a) Intelligent Electronic Devices (IEDs): 

Standard digital relays responsible for phasor 

estimation and immediate fault detection [8].  

b) IEC 61850 Station Bus: This backbone utilizes 

GOOSE (Generic Object-Oriented Substation 

Event) messages for horizontal communication 

and Sampled Values (SV) for raw data 

transmission. While highly deterministic, this 

layer remains vulnerable to "Blind Spots" 

caused by IBRs (e.g., limited fault current 

injection) and potential compromised data 

integrity (False Data Injection Attacks) [10], 

[11].  

1.1.2 Layer 2: the redundant measurement layer 
(IoT overlay) 

To establish an independent "Source of Truth," the 

architecture integrates a secondary, low-cost monitoring 

infrastructure. This layer is modelled on the 

communication framework for Low-Voltage (LV) grids 

described in [4]. It operates completely independently of 

the substation's optical fiber network, utilizing a hybrid 

wired/wireless topology to ensure path diversity [4]. 

This layer is composed of three key subsystems 

derived from the reference methodology: 

a) Local Data Acquisition (Modbus-RTU): The 

system interfaces directly with the internal 

registers of IBRs (inverters) and smart meters 

using the Modbus-RTU protocol over RS485 

lines. Instead of relying solely on external 

CT/VT measurements, the SDP extracts 

internal operational data directly from the 

source [12]. Key monitored registers include      

Phase Voltage (e.g., Register 32069): For 

independent voltage dip verification. Fixed 

Active Power Derated (Register 40126): To 

determine the current curtailment status of the 

inverter. Daily Energy Yield (Register 32114): 

For long-term behavioural analysis [4]. 

b) Decentralized Wireless Aggregation (IQRF 

Mesh): Data transmission from dispersed 

DERs is handled via an IQRF-based mesh 

network. This topology offers significant 

advantages for protection redundancy: Fault 

Tolerance: The mesh network allows for self-

healing; if one node fails, data is rerouted, 

ensuring continuous observability [4], [13]. 

Scalability: New measurement points can be 

added without disrupting the primary IEC 

61850 bus [4]. 

c) Protocol Normalization (MQTT & Gateway): 

A central gateway aggregates the 

Modbus/IQRF data and publishes it via the 

MQTT protocol. This allows the Centralized 

Core to subscribe to specific data topics (e.g., 

Grid/Voltage Level, IBR/Status) 

asynchronously, decoupling the sensor latency 

from the processing logic [4], [14]. 

1.1.3 Layer 3: the centralized intelligence core 

The apex of the architecture is the Centralized 

Intelligence Core, a software engine hosted on a 

virtualization cluster (Industrial Edge Computing). Its 

primary function is Data Fusion.  The Core acts as a 

"State Observer" that ingests two disparate streams: 

a) High-Speed Stream: Millisecond-resolution 

packets from Layer 1 (IEC 61850).   

b) Verification Stream: Asynchronous, payload-

rich telemetry from Layer 2 (Modbus/MQTT). 

This fusion enables the "Value Approve" 

mechanism [15]. Before the system executes a software-

driven trip or adapts a relay setting group, the decision 

must be validated by the redundant layer. For example, 

if an IED reports a voltage collapse (suggesting a fault), 

the Core queries the MQTT topic from the 

Bencsik/Bobček monitoring unit to confirm if the 

voltage drop is physically present at the independent 

measurement point. This architecture effectively 

mitigates the risk of acting on corrupted or spoofed data 

[16]. 

1.2 “Value approve” methodology and data 
processing 

The core reliability mechanism of the proposed 

Software-Defined Protection (SDP) is the "Value 

Approve" logic. In a digitized grid, relying on a single 

measurement source for centralized tripping introduces 

significant risks related to data corruption, sensor 

saturation, or cyber-injection attacks [17]. To mitigate 

this, we introduce a Dual-Stream Data Processing 

architecture that enforces a "Zero-Trust" policy on 

incoming telemetry [18]. 
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1.2.1 Dual-stream data ingestion 

The Centralized Intelligence Core ingests data from two 

physically and technologically distinct paths. This 

diversity is critical to ensure that a common-mode 

failure (e.g., an optical switch failure or a specific 

protocol exploit) does not blind the entire system [19]. 

 

a) Primary Stream (High-Speed Protection): This 

stream originates from legacy IEDs via the IEC 

61850 Process/Station Bus. It provides high-

resolution phasors and Sampled Values (SV) 

necessary for fault detection algorithms. 

b) Secondary Stream (Independent Verification): 

This stream utilizes the IoT-based architecture 

defined in [4]. It aggregates data from the 

specialized monitoring units using Modbus-

RTU over RS485 and wirelessly via IQRF 

mesh. This data is normalized and published to 

the central core via the MQTT protocol [4]. 

A key challenge is the temporal mismatch between 

the microsecond-level latency of IEC 61850 and the 

millisecond-to-second latency of the IoT layer. To 

resolve this, the "Value Approve" methodology utilizes 

a Time-Windowed State Estimation approach rather 

than sample-by-sample comparison [20]. 

1.2.2 The validation algorithm 

The validation logic focuses on the steady-state and pre-

fault alignment of key electrical parameters. The system 

specifically cross-references the Phase Voltage and 

Active Power vectors. Let VIED(t) be the voltage phasor 

reported by the primary relay, and VIoT(t) be the voltage 

measurement acquired from the secondary Modbus 

register (specifically Register 32069 as defined in the 

system specifications [4]). 

The Data Integrity Index (DII) is calculated as: 

 

𝐷𝐼𝐼 =
|𝑉𝐼𝐸𝐷(𝑡)−𝑉𝐼𝑜𝑇(𝑡)|

𝑉𝑛𝑜𝑚
                                            (1) 

 

The "Value Approve" status is a binary flag (SVA) 

governed by a dynamic threshold (ϵ): 

 

𝑆𝑉𝐴 {
1(𝐴𝑝𝑝𝑟𝑜𝑣𝑒𝑑),   𝑖𝑓  𝐷𝐼𝐼 <  ϵ

0(𝑅𝑒𝑗𝑒𝑐𝑡𝑒𝑑),     𝑖𝑓  𝐷𝐼𝐼 ≥  ϵ
                (2) 

 

Where ϵ is typically set to 2–5% depending on the 

measurement class of the secondary sensors.  

Furthermore, the system validates the operational state 

of Inverter-Based Resources (IBRs). The primary relay 

sees the aggregate current injection, while the secondary 

stream reads the internal "Fixed active power derated" 

status (Register 40126) [4]. If the relay detects a high 

current but the internal register reports a curtailed or 

limited power state, the system identifies a potential 

sensor anomaly or high-impedance fault signature [21]. 

1.2.3 Logic execution and software bypass 

The "Value Approve" mechanism acts as a gatekeeper 

for the Software-Defined Trip logic. 

a) State A: Validated (SVA = 1): The software 

layer is authorized to override local hardware 

settings. For example, if the Adaptive 

Protection Engine calculates that the current 

pick-up value should be lowered due to low 

solar irradiance (verified by low generation 

values in the Modbus stream), the system can 

dynamically sensitive the protection or issue a 

direct trip command via the network [22]. 

b) State B: Integrity Violation (SVA = 0): If the 

deviation between the IEC 61850 stream and 

the MQTT stream exceeds the threshold, the 

system flags a "Bad Data" alarm. In this state, 

the Software Bypass is automatically blocked. 

The system reverts to the local, conservative 

settings of the hardware relays, ensuring that 

no malicious or erroneous software command 

can compromise grid safety [18]. 

This methodology effectively leverages the 

visualization and monitoring capabilities of the Open 

Remote platform not just for operator visibility, but as a 

hard-coded permissibility signal for the protection 

automation [4]. 

1.3 Adaptive protection and software-defined 
tripping 

The static setting groups of conventional digital relays 

are ill-suited for the dynamic nature of IBR-dominated 

grids. As demonstrated in the reference study, high 

penetration of photovoltaics (PV) leads to significant 

voltage fluctuations and bidirectional power flows [4], 

[23]. To address this, the Software-Defined Protection 

(SDP) overlay implements an Adaptive Protection 

Engine that continuously recalibrates the system’s 

sensitivity based on validated real-time data. 

1.3.1 Dynamic sensitivity calculation 

The core function of the Adaptive Engine is to adjust 

protection thresholds to match the instantaneous short-

circuit capacity of the grid. Unlike synchronous 

generators, IBRs limit fault currents to approximately 

1.1–1.5 p.u., which often falls below the pickup current 

of traditional overcurrent stages during peak load [24]. 

The SDP system utilizes the Secondary Measurement 

Layer to monitor the operational state of distributed 

generation. By polling the Modbus registers for Active 

Power and Daily Energy Yield (e.g., Register 32114), 

the system constructs a real-time estimation of the 

aggregate IBR contribution [4]. 

The adaptive logic follows this process: 

a) Topology Recognition: The system identifies 

the active circuit configuration and the status of 

connected PV systems (e.g., whether they are 

generating or curtailed/derated as per Register 

40126 [4]). 
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b) Profile Analysis: As shown in the reference 

analysis of PV production profiles, generation 

peaks often misalign with load peaks [4]. 

During high solar irradiance and low load, the 

system detects a "Light Load / High Injection" 

scenario. 

c) Threshold Adjustment: In this scenario, the 

SDP engine calculates a Temporary Protection 

Setting (Iset_new) that is more sensitive than the 

default hardware setting (Iset_def) [25]. This 

ensures that low-current faults from inverters 

are detected even when they do not breach the 

static thermal limits of the lines. 

1.3.2 The software bypass mechanism 

A critical innovation of this architecture is the Software 

Bypass. In traditional schemes, the hardware relay is the 

final authority. in the SDP architecture, the Centralized 

Core can logically supersede the local relay [26]. 

a) Hardware Blocking: Upon validating a new 

topology (via the "Value Approve" 

mechanism), the Centralized Core can send a 

blocking signal (via IEC 61850 GOOSE) to 

specific protection functions within the local 

IED that are deemed "too slow" or 

"desensitized" for the current state. 

b) Software Authority: The protection logic 

effectively migrates to the server. The trip 

decision is no longer a hard-wired contact 

closure but a Software-Defined Instruction. 

This allows for the implementation of 

complex, multi-variable trip equations that 

hardware relays cannot process (e.g., tripping 

based on the rate of change of voltage 

combined with specific Modbus alarm flags 

from inverters) [27]. 

1.3.3 Execution via command interface 

Once a fault is detected by the Adaptive Engine and the 

data validity is confirmed (SVA = 1), the trip execution 

utilizes the control capabilities inherent in the 

communication architecture.  The system supports two 

execution paths:  

a) Primary Path (IEC 61850): The Core publishes 

a high-priority GOOSE message triggering the 

"External Trip" function of the circuit breaker's 

merging unit. 

b) Secondary Path (IoT Control): As a fail-safe or 

for load-shedding applications, the system can 

utilize the MQTT-based control framework. 

By sending control messages directly to the 

inverters , the system can command an 

immediate shutdown or active power 

curtailment (zero-export) to mitigate voltage 

rise issues or isolate a sub-circuit without 

tripping the main feeder [4], [28]. 

This hybrid approach transforms the protection 

system from a passive, reactive guard into an active, 

predictive grid manager capable of utilizing the full 

control spectrum of modern smart inverters. 

2 Cyber-physical security and 
transparency (XAI)  

The transition from isolated, hardware-centric relays to 

a Software-Defined Protection (SDP) overlay 

introduces new attack vectors. By integrating IoT 

protocols like MQTT and wireless mesh networks for 

grid monitoring, the attack surface expands beyond the 

physically secured substation perimeter [29]. To 

mitigate these risks, this architecture implements a 

Defence-in-Depth strategy compliant with IEC 62443 

and an Explainable AI (XAI) framework to ensure 

operator trust in automated decisions. 

2.1 Defence-in-depth for hybrid IoT 
architectures 

The proposed secondary measurement layer relies on 

widely used, yet inherently vulnerable protocols. As 

detailed in the system architecture, the overlay utilizes 

Modbus-RTU for local device communication and 

MQTT for data aggregation. Neither protocol, in its 

standard implementation, provides sufficient 

authentication or encryption for critical infrastructure 

[30]. To secure this "IoT Overlay," we enforce the 

following architectural constraints: 

a) Protocol Encapsulation and Segmentation: 

While Modbus-RTU is used for the "last inch" 

communication with inverters, it must be 

confined to a physically secure Zone 0 (Edge 

Zone). The conversion to MQTT at the gateway 

level acts as a security boundary. All upstream 

traffic to the Open Remote platform or the 

Centralized Core is encapsulated within TLS 

1.3 (MQTTS), ensuring that the "Fixed active 

power derated" commands cannot be 

intercepted or spoofed via Man-in-the-Middle 

(MitM) attacks [31]. 

b) Unidirectional Gateways for Visualization: The 

reference architecture utilizes Open Remote for 

real-time visualization and forecasting. In the 

SDP context, this path is strictly regulated. The 

visualization interface resides in a Demilitarized 

Zone (DMZ). Data flows from the protection 

core to the visualization engine (for operator 

awareness), but control commands from the 

cloud-based Open Remote interface are blocked 

unless they pass through a cryptographically 

signed "Command Authority" proxy. This 

prevents compromised credentials on the web 

interface from disabling grid protection [32]. 

c) Wireless Mesh Security (IQRF): The IQRF 

mesh network, used to bypass cabling costs, 

must utilize the standard's native AES-128 

encryption. Furthermore, the architecture 

implements Node Behaviour Analysis: if a node 

in the mesh begins exhibiting anomalous 

latency or packet drops (potential jamming or 
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flooding attack), the Centralized Core 

automatically excludes its data from the "Value 

Approve" algorithm, reverting to the primary 

IEC 61850 stream [33]. 

2.2 Addressing the "black box" problem with 
XAI 

The "Centralized Intelligence Core" utilizes Machine 

Learning to process the dual-stream data and predict 

fault conditions. However, in protection engineering, a 

"Black Box" neural network is unacceptable; operators 

must understand why a software trip was initiated [34].  

To solve this, we implement an Explainable AI (XAI) 

module running in parallel with the protection logic. 

a) Local Interpretable Model-agnostic 

Explanations (LIME): When the software 

executes a "Bypass Trip" or adjusts a setting 

group, the XAI module generates a real-time 

explanation report. It quantifies the Feature 

Importance that led to the decision.  

Example Scenario: If the system trips during a 

high-generation period, the XAI dashboard 

might report: 

 Trip Reason:  

Low Impedance Fault (Confidence: 98%).  

Key Factors:          

IEC 61850 Current > Pickup (I≫Iset).  

Modbus Verification: Inverter Register 40126 

indicates "Normal Operation" (No internal 

curtailment), ruling out inverter-driven 

transients. 3. PV Profile Context: Generation is 

high (Negative Watts), increasing the risk of 

voltage rise masking. 

b) Decision Tree Visualization: Instead of opaque 

Deep Learning weights, the critical "Trip/No-

Trip" logic is distilled into verifiable Decision 

Trees. This allows protection engineers to audit 

the logic post-event and confirm that the 

system acted according to the "Value Approve" 

methodology specifically, that the secondary 

Modbus stream corroborated the primary 

sensor data before action was taken [34]. 

2.3 Data integrity as a security metric 

The "Value Approve" mechanism itself serves as a 

potent cyber-security tool. In a False Data Injection 

(FDI) attack, an adversary typically compromises one 

measurement channel (e.g., spoofing the GOOSE 

messages on the station bus) [35]. By enforcing the 

cross-validation logic described in Section 1.2, the 

system creates a Physical Watermarking effect. It is 

computationally infeasible for an attacker to 

simultaneously spoof the high-speed IEC 61850 packets 

and the asynchronous Modbus/MQTT telemetry while 

maintaining the mathematical consistency required by 

the State Estimation engine [36]. Any divergence 

immediately triggers a "Cyber-Alarm" and locks the 

protection in its most secure, conservative hardware 

state. 

3 Case study and performance analysis 

To validate the proposed architecture, we utilized a 

simulation environment based on the low-voltage 

distribution grid model described in. The objective was 

to demonstrate the efficacy of the "Value Approve" 

mechanism in distinguishing between high-impedance 

faults and legitimate IBR-driven operational states (e.g., 

voltage rise due to reverse power flow) [37]. 

3.1 Simulation environment and grid topology  

The case study focuses on the "Orange" circuit, a 

representative feeder within a residential area with high 

photovoltaic (PV) penetration. The grid was modelled in 

MATLAB-Simulink-Simscape to replicate the physical 

and operational characteristics of the network. 

Table 1. Simulated Grid Parameters. 

Parameter Value Unit Description 

Grid 

Topology 
Radial N/A 

Representative 

LV circuit 

("Orange") 

with dispersed 

households.  

Line 

Resistance  
0.977  

Ω/km 

Impedance 

parameter 

derived from 1 

km-based 

utility data.  

Line 

Inductance  
368 mH/km 

Inductive 

component of 

the series RLC 

branch.  

Voltage 

Safety Limit 
252 V 

Critical 

threshold for 

overvoltage 

protection 

(Unom + 10%).  

Max. 

Simulated 

Voltage 

245 V 

Peak voltage 

observed 

during high 

PV 

generation/low 

load scenarios.  

Measurement 

Nodes 
4 p.u. 

Virtual PMUs 

(PMU1-

PMU4) placed 

along the 

feeder for 

validation.  

3.2 Scenario analysis: voltage rise vs. high-
impedance faults  

A critical challenge in modern protection is 

distinguishing between dangerous overvoltage faults 

and the natural voltage rise caused by active power 

injection from PVs.  Baseline Scenario (No SDP 
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Overlay): The simulation analysed scenarios where PV 

production exceeded local consumption. As 

documented in the reference study, during peak solar 

hours, the voltage at end-of-line households reached 

approximately 245 V, with real-world measurements in 

similar networks exceeding the 252 V safety limit. A 

traditional overvoltage relay might indiscriminately trip 

the entire feeder to protect equipment, causing 

unnecessary outages. SDP Overlay Scenario (With 

"Value Approve"): In the proposed architecture, the 

Centralized Core utilizes the Dual-Stream Data 

Processing to manage this event: 

a) Detection: The primary virtual PMU detects a 

voltage violation (V>252V). 

b) Cross-Validation (The "Value Approve" Step): 

The system polls the Secondary Layer 

(Modbus stream). It checks the specific 

inverter registers for Active Power and Daily 

Energy Yield. 

c) Logic Execution: The Modbus data confirms 

that the inverters are in a high-production state 

(negative power flow). The Data Integrity 

Index (DII) confirms that the voltage rise 

correlates mathematically with the injected 

current and line impedance (0.977Ω/km).      

Decision: The system identifies this as a "Non-

Fault Overvoltage." Instead of tripping the 

circuit breaker (Legacy Trip), the SDP engine 

utilizes the MQTT-based control channel to 

issue a Active Power Curtailment command to 

the specific inverters contributing to the rise, as 

supported by the Open Remote-control 

capabilities. 

3.3 Performance validation results   

The integration of the secondary monitoring layer 

provided the following performance improvements:      

Selectivity: The system successfully differentiated 

between a simulated high-impedance earth fault (which 

showed no correlation with inverter production) and the 

PV-induced voltage rise. The simulation confirmed that 

voltage dynamics are highly sensitive to load/generation 

mismatches, proving that simple threshold-based 

protection is insufficient without the context provided 

by the Modbus layer.       

Latency Management: While the Modbus/MQTT 

path introduces higher latency than GOOSE messages, 

the simulation showed that for thermal overload and 

voltage stability phenomena which evolve over seconds 

rather than milliseconds the Dual-Stream approach is 

viable. The Open Remote platform successfully 

visualized and managed these dynamics in real-time.       

Operational Continuity: By utilizing the software-

defined "Curtailment" instead of a hard "Trip," the 

system-maintained continuity of supply for the rest of 

the grid, validating the "Preventive Power 

Management" strategy. 

 

 

4 Conclusion 

The transition toward a decarbonized, inverter-

dominated grid necessitates a fundamental shift in 

protection philosophies. As Inverter-Based Resources 

(IBRs) reduce system inertia and limit fault current 

contributions, traditional independent relaying schemes 

are reaching their performance limits. This paper 

proposed a Software-Defined Protection (SDP) Overlay, 

a centralized architecture that enhances grid resilience 

through a dual-stream "Value Approve" mechanism.  By 

integrating a secondary measurement layer based on the 

Modbus-RTU and IQRF mesh architecture, the 

proposed system establishes a robust, independent 

verification path parallel to the legacy IEC 61850 

infrastructure. This hybrid approach successfully 

addresses the "Black Box" vulnerability of centralized 

control by requiring physical cross-validation of 

telemetry before authorized action.  The performance 

analysis, grounded in a calibrated MATLAB-Simulink 

simulation of a representative distribution circuit 

("Orange" circuit), demonstrated the system's efficacy 

in managing high-IBR scenarios. The simulation 

confirmed that voltage rise events reaching up to 245 V 

in the model and even higher in real-world 

measurements can be reliably distinguished from high-

impedance faults using the dual-stream logic. 

Consequently, the SDP architecture enables a transition 

from reactive tripping to preventive power management, 

utilizing MQTT-based inverter control to curtail 

generation during critical overvoltage periods.  While 

the current simulation relies on generalized urban load 

profiles, the results validate the modularity and 

scalability of the IoT-based verification layer. Future 

development will focus on closing the control loop to 

enable fully automated, AI-driven fault detection and 

storage activation, further securing the cyber-physical 

integrity of the smart grid. 
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