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Abstract. Traditional power grid protections often suffer from latency due to the observation window
required for Root Mean Square (RMS) and harmonic calculations. To overcome this barrier, this research
proposes a local multilayer perceptron (MLP) model integrated into a Micro-PMU device to provide
ultrafast, gradient based fault detection. Since training such models requires high fidelity data —which is
scarce due to the variable nature of grid fault events— this paper presents a hardware in the loop (HIL)
training system utilizing a high precision digital to analog Converter (DAC) interface. By injecting simulated
fault and nominal transients directly into the Micro-PMU analog input, a realistic training environment is
achieved where the protection logic is optimized via supervised learning. Experimental results demonstrate
a detection latency of 60-90 us, representing a significant advancement over traditional industrial relays.
The design of the DAC feedback system and the implementation of the MLP driven differential gradient

logic are discussed.

1 Introduction

Modern power grid protection devices primarily utilize
integral based calculations to detect faults [1]. These
methods typically involve Root Mean Square (RMS)
calculations and harmonic analysis derived from voltage
and current phasors. In standard 50 Hz European energy
systems, accurate calculation of these parameters
requires a data window of at least one to one and a half
cycles (20 to 30 ms). This inherent latency poses a
significant challenge for rapid fault detection in modern
distribution networks

[2,3].

To overcome these delays, new fault calculation
methods based on transient signal analysis are required.
Recent advancements suggest that Micro-Phasor
Measurement Units uPMU can significantly reduce fault
detection times by analysing signal gradients rather than
steady state phasors.[4]

The primary objective of this research is to develop
a robust training platform for derivative based
protection logic using a hardware integrated signal
injection system.

The remainder of this paper is organized as follows:
Section II details the methodology, including the Neural
Network architecture and the DAC based injection
system. Section III describes the Micro-PMU hardware
architecture. Section IV presents the protection logic
training and experimental validation results, including a
comparison with industrial relays. Finally, Section 5 and
6 provide the conclusion and summary of the research.

* Corresponding author: bencsik.jozsef@uni-obuda.hu

2 Methodology

2.1 DAC-based injection system

The core contribution of this work is the development of
a digital to analog (DAC) interface designed to simulate
nominal and faulty grid signals for the Micro-PMU
system. The protection device utilizes a synchronous 8
channel, 16 bit analog to Digital Converter (ADC)
operating at a 70 kSPS sampling rate.

To ensure the validity and correctness of the training
data, a hardware in the loop (HIL) approach was
adopted. A DAC unit was coupled directly to the ADC
input of the Micro-PMU. This direct coupling ensures
that the signal characteristics, including bandwidth and
quantization, are indistinguishable from actual analog
grid measurements. This setup allows for the repeatable
injection of complex fault scenarios generated in a
MATLAB/Simulink  and  Simscape  Electrical
environment.

2.2 Neural network architecture and feature
extraction

The proposed logic monitors the instantaneous gradient
of the signals rather than the steady state phasor. The
functional validation of this MLP driven detection is
illustrated in Figure 1.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0
(https://creativecommons.org/licenses/by/4.0/).
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The measured values correlate with the protection
device datasheets [6] and justify the requirement for a
faster, transient-based protection logic.
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3 Micro-PMU architecture

The primary objective of the Micro-PMU device is to
identify fault types and initiate protection triggers
significantly faster than traditional relays. The system
architecture comprises four main subsystems:

e Central protection unit (CPU): The core

Fig. 1. Functional validation of the gradient-based detection
logic: (top) voltage signal with phase-to-ground fault
inception, (center) calculated dV/dt signal, and (bottom)
derivative error with marked fault region.

As shown in Figure 1. the fault induces rapid processor responsible for signal acquisition,
transient changes. To ensure high speed discrimination, simulation management, and the execution of
the protection logic utilizes a multilayer perceptron the MLP protection algorithm.

(MLP) optimized for low latency execution. A four- e Analog to digital converter (ADC): A high-

element feature vector X = [fc, fr, fg fv]is

speed, synchronous converter utilized for grid
extracted from the raw ADC data stream, where:

signal measurements.

o f c: represents the Clarke transformed current e Digital to analog converter (DAC): An
magnitude for space vector analysis. interface for injecting simulated fault

e f r: monitors the vector sum of phases scenarios, eliminating the reliance on rare
(residual current) for earth fault detection. naturally occurring faults for model training.

e f g: captures the instantancous gradient e Grid converter: Isolates and scales low
defined as f g=dI/dt voltage distribution system signals to

e f_v: monitors voltage magnitude dips during measurable levels. This unit is designed
fault inception. specifically to transfer high frequency

This feature extraction follows modern machine harmonics to the ADC for precise transient

learning benchmarks for relay coordination [5]. The fault detection [7]

model architecture consists of an input layer, a single
hidden layer with 8 neurons utilizing rectified linear unit
activation, and a sigmoid output layer for fault
probability estimation. This structure allows for a total
inference time within the us range when executed on the
Micro-PMU protection system.

3.1 Hardware in the loop schematic (HIL)

The Micro-PMU operates as an HIL system capable of
measuring real time distribution parameters or
performing self-training via signal injection. The
detailed hardware layout is presented in Figure 2.

2.3 Laboratory validation

To validate the hypothesis of this paper, a test et O ) ] — — s
environment was established within the Obuda | e, . = )
University power system protection laboratory. In this —— | | hong e A
environment, two industrial protection units supplied by . o

Protecta Electronics Ltd. were benchmarked. To
determine the baseline fault tripping time, fault event
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logs were collected to measure the delay between fault .

inception and the hardware relay tripping points. These D '

benchmark measurements are presented in Table 1. = e e
TS

Table 1. Tripping and sensing time benchmarks for industrial =

protection relays.
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Device Function Mea.sured Fig. 2. Hardware architecture of the Micro-PMU HIL system.
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As illustrated in Figure 2., the CPU transmits

Protecta E3 Instsantap cous 13 ms simulated fault data to the DAC. The DAC output is
ensing coupled with the Grid Converter at the ADC input stage,
allowing the system to toggle between measuring actual

grid values and simulated injection data. This closed
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loop setup enables the CPU to synthesize three phase
voltage and current signals via MATLAB/Simulink and
verify the algorithm response in real time.

3.2 Simulation framework

Modern protection devices, such as the Protecta E3,
require manual adjustment of nominal and fault current
thresholds during deployment. If the protected circuit
topology changes, manual recalibration is required. To
overcome this limitation, the proposed logic enables the
device to measure nominal parameters and self-adjust
during operation. Given that fault events are site specific
and occur infrequently [8], a simulation driven approach
is necessary.

Utilizing MATLAB/Simulink, the system simulates
the protected grid to generate fault specific voltage and
current transients. These signals are reproduced as
analog values via the DAC (Figure 1), allowing the self-
adjusting logic to recognize fault inception by analysing
signal amplitudes and angles before magnitudes reach
traditional overcurrent thresholds [9].

Simulink
Simulation DAC .
DAC8568 Simulated
f‘ DA signal
3x400V
Central ADC SHI00A Low volta;
e ge
ProtectionUnit ¥ AD7606 Grid converter +——— oy
AD Signal
Converted
Signal

Fig. 3. Simscape power system model for fault generation. }

The test network was modelled using the Simscape
Electrical toolbox (Fig.3.), including a programmable
three-phase source and a "Fault" block for single phase
to ground (A-G) scenarios. Virtual sensors capture
signals at 24 kSPS, while a circuit breaker block
simulates load switching transients. This ensures the
MLP model learns to distinguish between normal
switching operations and actual fault transients.

3.3 DAC interface implementation

The HIL interface utilizes a Texas Instruments
DACS8568, a 16-bit, 8 channel DAC. While the chip
natively outputs 0 to 5 V, an operational amplifier stage
scales this to $\pm~10$ V to match the ADC input
range. To maintain temporal consistency with the CPU
control loop latency, the DAC update rate is
synchronized to 24 kSPS.

4 Protection logic
validation

training and

In distribution networks, multiple non faulty scenarios
can disturb derivative based protection logic, such as
switching transients or inrush currents from inductive
loads [10]. To ensure selectivity, the following training
scenarios were implemented:
e Nominal low voltage (LV) grid operation with
standard load switching.
e Distorted energy grid operation with harmonic
injection.
e Fault scenarios, specifically single phase to
ground (A-G) faults.

During training, the DAC injects these signals into
the ADC. As the current Micro-PMU prototype lacks a
physical Solid State Circuit Breaker (SSCB), the
protection output is monitored via a logic analyser to
verify the algorithm's performance [11].

4.1 Nominal operation

Initial validation was conducted under ideal grid
conditions. The simulated analog output signals are
shown in Figure 4. Channels 1-3 (Voltage) are scaled to
+/- 6 V peak, reserving a +/- 4 V buffer for overvoltage
events. Channels 4-6 (Current) utilize 10 % of the
dynamic range during nominal operation, preserving the
scale for high magnitude fault currents.

Fig. 4. Reconstructed analog signals at 24 kSPS (Upper:
Voltages, Lower: Currents).

Detailed inspection (Figure 5.) confirms that the
high-resolution DAC output provides a smooth,
continuous signal from the ADC perspective, with
minimal quantization noise visible even at high
magnification.

Real time parameter estimation (Table 2) validates
the fundamental parameters, though the gradient logic
operates independently of these calculated RMS values.
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Fig. 5. Zoomed view of the nominal DAC reconstructed
signals demonstrating reconstruction smoothness. }

Table 2. Real time parameter estimation under nominal grid
conditions (Simulation).

CH RMS Ph THD H3 HS5 H7 H11 H13

Vi 235.5 0.0 0.04 0.01 0.02 0.02 0.03 0.02

V2 234.0 -120 0.06 0.02 0.03 0.03 0.04 0.02

11 19.54 | -10.3 0.05 0.03 0.02 0.02 0.03 0.01

4.2 Harmonic robustness

To ensure robustness against power quality issues
typical of grids with high photovoltaic (PV) penetration,
harmonics were injected into the simulation (5 % H3, 6
% HS, 5 % H7, 3.5 % H11, and 3 % H13). The Fast
Fourier Transform (FFT) analysis in Table 3. confirms
the successful reproduction of these spectral
components by the HIL system.

Under these conditions, the simulated grid
maintained a symmetrical profile where V_L1-L3 and
I_1-3 remained balanced. Notably, the measured current
harmonics THD I are slightly lower than the voltage
harmonics THD V. This behaviour is attributed to the
inductive nature of the simulated RL lines and PQ loads,
which provide a passive filtering effect on higher order
frequency components. This results in a challenging,
realistic environment for the MLP model to distinguish
between steady state distortion and genuine fault
transients.

Table 2. Verification of DAC reconstructed signals with
injected harmonic distortion.

CH RMS Ph THD H3 H5 H7 H11 H13

\%! 236.4 0.0 10.29 4.98 5.98 4.96 3.46 295

11 32.52 -10.3 7.27 4.40 4.49 3.09 1.57 1.17

4.3 Fault response

To demonstrate the MLP model -capability, a
GWINSTEK oscilloscope was connected to the ADC
current inputs and the protection logic I/O pin. The
simulated A-G fault current event is shown in Figure 6.
At the fault inception, the Phase A signal rises
drastically, and the 4th logical channel transitions to a
HIGH state.

The detailed response is depicted in Figure 7.
Channel 4 (Green) represents the I/O protection signal.
The logic successfully triggers within 90 us of the event.
At a time, base of 50 wus/div, the first DAC
reconstruction step is visible approximately 1.8
divisions before the logic state change. This represents
a 90 us latency, which may vary between 60-100 us
depending on the synchronization of the ADC sampling
and the Micro-PMU CPU tick. This response is
significantly faster than standard RMS based schemes.
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Fig. 6. Phase A to Ground fault capture with logic trigger.
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Fig. 7. Zoomed view of the fault event showing DAC steps
and precise 90 us timing

5 Conclusion

This paper presented a Micro-PMU device capable of
self-training via a high precision DAC interface. By
simulating both nominal and fault conditions, including
complex harmonic distortions, the system successfully
optimized a multilayer perceptron (MLP) for differential
gradient protection. Experimental hardware validation
demonstrated a fault detection time of 90 us, providing
a significant speed advantage over traditional integral-
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based methods. Future work will focus on the
integration of Solid-State Circuit Breakers (SSCB) to
fully exploit this sub ms detection capability in active
distribution networks [12].

6 Summary

This research established a robust HIL framework for
training Al assisted Micro-PMU protection systems.
The key technical achievements are summarized as
follows:

e System architecture: A closed loop HIL
environment was created using
MATLAB/Simulink and a dedicated DAC
interface, enabling the injection of high-fidelity
signals directly into the protection unit ADC.

e Signal fidelity: The interface maintains a
stable 24 kSPS rate with a +/- 10 V dynamic
range, successfully reproducing power quality
phenomena including harmonics up to the H13
order.

e Protection performance: The gradient based
MLP logic significantly reduces detection
latency. While standard RMS based protection
requires 20-30 ms, the proposed logic triggered
a protection event within 90 us.

e  Scalability: The modular design allows for the
simulation of diverse fault types (A-G, A-B, A-
B-C) without physical risk to equipment,
providing a safe platform for deep learning
model optimization.

The developed platform effectively bridges the gap
between theoretical simulation and physical hardware
deployment, validating ultra-fast gradient protection for
modern low voltage smart grids.

Declaration of Generative Al and Al assisted technologies in
the writing process:

During the preparation of this work, the authors used Gemini
(version 1.5 Pro) to improve language and grammar.
Following this process, the authors reviewed and edited the
content as needed and take full responsibility for the final
technical content of the publication.

The Al methodology described in the research (the MLP fault
detection model) is an original implementation by the authors
and was developed as part of the primary research activity.
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