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Abstract. As renewable generation becomes increasingly deployed at the local level, the reliability of 

microgrids depends not only on physical infrastructure but also on the credibility of the measurement data 

driving energy control decisions. In conventional Energy Management Systems (EMS) architectures, 

monitoring is implicitly assumed to be correct, even though no mechanism exists to verify the authenticity 

or integrity of the received data. This gap can lead to suboptimal or misleading control actions, especially 

in distributed environments involving multiple stakeholders. This paper introduces a trust-by-design 

approach in which monitoring and energy management processes are natively supported by a lightweight 

Distributed Ledger Technology (DLT) layer embedded within the EMS. Rather than relying on external 

trust assumptions, the proposed mechanism ensures built-in traceability and tamper-evidence, enabling 

independent validation of the microgrid’s operational history. A simple renewable microgrid with battery 

storage is used as a demonstrative case study to show how a DLT-based ledger can safeguard measurement 

integrity and control decisions without adding technical complexity to the EMS itself. The results 

demonstrate that verifiable data flows and tamper detection significantly enhance the transparency and 

robustness of EMS architectures, while enabling future extensions towards predictive or AI-assisted control 

strategies. 

1 Introduction 

Microgrids are a key element of future power systems, 

integrating distributed energy resources (DERs), 

storage, and flexible loads in both grid-connected and 

islanded modes. Their deployment is driven by the need 

for higher resilience, increased renewable penetration, 

and improved local reliability, supported by advanced 

sensing and communication infrastructures. In this 

setting, the Energy Management System (EMS) 

coordinates generation, storage, and demand through 

forecasting, scheduling, and real-time control, relying 

critically on the integrity and availability of 

measurement data from smart meters and field sensors. 

[1,2]  

Existing EMS architectures for microgrids are 

commonly designed under the assumption that 

measurement signals and internal control references are 

trustworthy, relying primarily on conventional bad-data 

detection mechanisms rather than explicit data-level 

integrity verification. [3]  

However, this assumption is increasingly fragile, as 

cyber-physical adversaries can manipulate sensor 

readings and control messages through false data 

injection (FDI), man-in-the-middle (MITM) attacks, or 

direct tampering with field devices. [4,5] 

 Such attacks can remain unobservable to traditional 

detection schemes, leading to corrupted state estimation 

and potentially suboptimal or unsafe EMS decisions. [3] 
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Recent studies highlight that cyberattacks on power 

systems and microgrids are increasing in complexity, 

targeting not only communication infrastructure but also 

data integrity at the application layer. [6] 

False data injection and related integrity attacks are 

considered among the most severe threats because they 

are difficult to detect and can directly corrupt the 

information used for operational decision-making. [7] 

Ensuring data integrity is therefore a prerequisite for 

trustworthy EMS operation; without reliable 

measurements and logs of control actions, even the most 

advanced optimization or AI-based strategies may 

produce decisions that degrade system performance or 

security. [8] 

Distributed Ledger Technologies (DLTs), including 

blockchain and lightweight ledger variants, can provide 

tamper-evident, time-stamped, and verifiable records in 

decentralized power systems. [9] 

In microgrid and smart grid applications, DLTs are 

mainly used for secure data aggregation, peer-to-peer 

energy trading, and transparent settlement, where 

immutability and distributed consensus establish trust 

among independent participants. [10] 

These solutions typically operate at market or 

coordination layers and rarely address the internal EMS 

control loop, where individual measurements and 

control actions are not systematically logged in a 

tamper-evident manner, leaving a gap between 
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high-level transactional security and low-level 

operational traceability of EMS decisions. [11]  

In this context, ensuring the integrity and traceability 

of operational data becomes a prerequisite for 

trustworthy EMS operation. Without reliable 

measurements and verifiable records of control actions, 

even advanced optimization or AI-based strategies may 

lead to suboptimal or unsafe system behaviour. 

This paper proposes the integration of a lightweight 

DLT layer directly into EMS control loops, enabling 

built-in data integrity and tamper-evident traceability at 

the operational level of renewable microgrids. Unlike 

existing blockchain-based solutions that mainly target 

market transactions or energy trading, the proposed 

approach focuses on the internal EMS decision process, 

where individual measurements and control actions are 

continuously generated. 

A simple photovoltaic microgrid with battery 

storage is used as a demonstrative case study, showing 

how a hash-chained ledger embedded within the EMS 

can ensure transparent and verifiable logging of 

operational data with minimal computational overhead.  

The effectiveness of the proposed mechanism is 

validated through simulation, including explicit 

tampering tests, demonstrating its ability to detect any 

alteration of stored data and to enhance the robustness 

and transparency of EMS architectures. 

2 DLT-based data integrity in EMS 

DLT and blockchain have been widely explored in 

energy systems for secure metering, peer-to-peer (P2P) 

energy trading, settlement, and data sharing among 

distributed participants. Most of these works focus on 

market-oriented functions, where transactions or 

measurement summaries are recorded on a blockchain 

to ensure transparency and non-accountability among 

prosumers and aggregators. [12] 

In smart-grid and microgrid contexts, DLT is 

typically used to secure energy exchange, billing, or 

device authentication, often relying on full blockchain 

stacks with consensus protocols tailored to latency and 

throughput constraints. [13]  

However, the internal EMS control loop where 

per-interval measurements and control actions are 

generated usually remains outside the DLT scope, and 

its detailed operational history is not stored in  

a tamper-evident form.[14] 

Some recent approaches introduce secure logging or 

scalable, tamper-evident measurement systems, but they 

focus on metering infrastructure or system-level logs 

rather than on EMS-embedded traceability of control 

decisions and battery scheduling. [15] 

Compared with these solutions, the present work 

targets fine-grained EMS traceability by logging, at 

every control interval, the PV generation, load, battery 

SOC, and EMS action in a lightweight hash-chained 

ledger.  

The proposed design does not rely on a full 

blockchain or distributed consensus and can therefore be 

integrated into simple, rule-based EMS implementations 

with minimal processing overhead while still providing 

strong tamper-evidence properties. 

3 System model and simulation results 

3.1 EMS architecture and rules 

The case study considers a low-voltage microgrid 

representing a small building cluster.  

The system comprises a 5 kW rooftop photovoltaic (PV) 

generator, a 10 kWh lithium-ion battery energy storage 

system interfaced through a bidirectional inverter,  

and an aggregated mixed residential-commercial load.  

The microgrid is modeled as a single 0.4 kV bus, where 

the PV inverter, battery inverter, and load are connected 

in parallel at the point of common coupling (PCC). 

PV generation reaches a peak output of 

approximately 5 kW around midday, while the demand 

profile combines typical residential consumption with  

a minor commercial component, resulting in two 

pronounced demand peaks occurring at approximately 

08:00 and 19:00. Simulations are performed over  

a 24-hour horizon with a 15-minute sampling interval, 

yielding 96 energy management system (EMS) decision 

steps. 

The PV generation and load profiles are derived 

from representative residential and small commercial 

demand patterns and normalized to obtain realistic daily 

operation conditions. This configuration highlights the 

role of battery storage in enabling intraday balancing 

between local generation and consumption. 

 

 

Fig. 1.  Daily PV generation and load profiles. 

The Energy Management System (EMS) operates in 

discrete time, with a sampling step of Δt = 0.25 h (15 

minutes), implementing three possible actions: 

charging, discharging and idle. For each interval i, the 

energies associated with the battery charging and 

discharging processes are calculated using the following 

equations: 

 

𝑒𝑐ℎ𝑔[𝑖] =  (𝑃𝑝𝑣[𝑖] − 𝑃𝑙𝑜𝑎𝑑[𝑖])
+

·  𝛥𝑡 ·  𝜂        (1) 

  

𝑒𝑑𝑖𝑠[𝑖] =
(𝑃𝑙𝑜𝑎𝑑[𝑖]− 𝑃𝑝𝑣[𝑖])

+
· 𝛥𝑡

𝜂
          (2) 

 

where (·)+   denotes the positive part. 
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𝑃𝑝𝑣[𝑖] and 𝑃𝑙𝑜𝑎𝑑[𝑖] denote the photovoltaic generation 

and load power at interval 𝑖, respectively, 

and 𝜂 represents the charging-discharging efficiency of 

the battery.  

In practical implementations, the battery charging 

and discharging powers are constrained by the rated 

power of the bidirectional inverter. For a 10 kWh 

battery, a representative inverter rating of 3 kW 

(corresponding to a 0.3C rate) can be assumed. Such 

limits can be enforced by clipping the computed power 

values to the corresponding inverter rating before 

calculating echg[i] and edis[i]. 

In this work, the focus is on the data-integrity aspects 

of the EMS rather than on converter saturation effects. 

The time step Δt is expressed in hours. 

The state of charge (SOC) of the battery evolves 

according to: 

 

SOC[i + 1] =  SOC[i] +
echg[i]− edis[i]

Enom
       (3) 

 

where 𝐸𝑛𝑜𝑚 = 10 kWh is the nominal capacity of  

the battery, and the operating limits are 𝑆𝑂𝐶𝑚𝑖𝑛 = 0.2  

and 𝑆𝑂𝐶𝑚𝑎𝑥 = 0.9. 

The EMS decision logic is defined by a finite-state rule 

set that uses the instantaneous power balance and SOC 

limits: 

• If 𝑃PV,𝑖 > 𝑃L,𝑖 and SOC𝑖 < SOCmax, then  

the action is charge. 

• If 𝑃PV,𝑖 < 𝑃L,𝑖 and SOC𝑖 > SOCmin, then  

the action is discharge. 

• Otherwise, the action is idle. 

This rule set can be compactly expressed as: 

 

𝑎𝑖 = {

𝑐ℎ𝑎𝑟𝑔𝑒,    𝑃_𝑝𝑣[𝑖]  >  𝑃_𝑙𝑜𝑎𝑑[𝑖]  ∧  𝑆𝑂𝐶[𝑖]  <  𝑆𝑂𝐶_𝑚𝑎𝑥
𝑑𝑖𝑠𝑐ℎ𝑎𝑟𝑔𝑒, 𝑃_𝑝𝑣[𝑖]  <  𝑃_𝑙𝑜𝑎𝑑[𝑖]  ∧  𝑆𝑂𝐶[𝑖]  >  𝑆𝑂𝐶_𝑚𝑖𝑛

𝑖𝑑𝑙𝑒,       𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

(4) 

 

where 𝑎𝑖 ∈ {charge,discharge,idle} denotes the EMS 

action at interval 𝑖. As illustrated in Figure 1 and Figure 

2, the SOC level increases during midday photovoltaic 

surplus and decreases during the morning and evening 

load peaks 

 

Fig. 2.  Battery state of charge over 24 hours. 

While Figure 3 shows the EMS action sequence, 

determined by the previously defined rules. The system 

enters charging mode during photovoltaic energy 

surplus, switches to discharging mode during demand 

peaks, and remains idle when the SOC limits are 

reached. 

 

Fig. 3. EMS operation: charge, discharge, and idle modes. 

3.2 Ledger structure and data model  

To ensure traceability, each EMS decision interval gen-

erates a log entry containing the timestamp, 𝑃𝑝𝑣[𝑖], 

𝑃𝑙𝑜𝑎𝑑[𝑖], 𝑆𝑂𝐶[𝑖], the EMS action, the hash of the previ-

ous entry, and a SHA-256 hash over the current record. 

Let 𝑅[𝑖]be the concatenation of these data fields; the 

current hash 𝐻[𝑖]is defined as: 

 

𝐻[𝑖] = SHA256(𝑅[𝑖]),   (4) 

 

Each entry also stores the previous hash 𝐻[𝑖 − 1], 
forming an immutable hash chain anchored in an initial 

record at 𝑖 = 0. Since each entry depends on both the 

current data and 𝐻[𝑖 − 1], any modification to a stored 

value propagates forward and invalidates the hash 

consistency of all subsequent records.[11] 

The proposed design is a lightweight, single-writer 

ledger intended for EMS-level traceability, rather than 

consensus among multiple untrusted nodes. This 

distinguishes it from full blockchain systems that 

require more complex protocols and resource overhead. 

The following table presents a short excerpt from  

the safety-enabled ledger generated during simulation, 

showing operational data along with the cryptographic 

hash that links each entry to the previous one. 

Table 1. Tamper-evident ledger entries generated by the EMS. 

Parameter Value 

Timestamp 00:00 – 01:15 

PV [kW] 0.0017 – 0.0087 

Load [kW] ≈1.20 

SOC 0.5 – 0.34 

Hash chain GEN → C158 

3.3 Tampering and test verification 

The 24-hour simulation is performed with a time step 

of Δ𝑡 = 15 minutes, yielding 𝑁 = 96 EMS intervals, in 

line with typical resolutions used in smart metering and 
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residential energy management systems. The microgrid 

is equipped with a 10 kWh battery with a round-trip 

efficiency of 0.95 and an initial SOC of SOC0 = 0.5. 

The photovoltaic generation and load profiles are 

normalized to represent a small-scale low-voltage 

microgrid and are scaled to obtain a peak PV power of 

5 kW and characteristic morning and evening demand 

peaks. 

Over the 24-hour horizon, the total photovoltaic 

energy production reaches 37.60 kWh, while the total 

load consumption is 37.69 kWh, resulting in a nearly 

balanced daily energy profile. The battery charges 7.00 

kWh and discharges 10.00 kWh, maintaining the SOC 

within the prescribed range of 20% to 90% throughout 

the simulation. The EMS operates 16.67% of the time in 

charging mode, 30.21% in discharging mode, and 

53.12% in idle state, reflecting the dominance of idle 

periods outside PV surplus and load peaks.  

These metrics are summarized in Table 2, together 

with the total number of ledger entries (96) and the result 

of the tamper detection test. 

Table 2. Summary of simulation metrics. 

Metric Value 

Total PV energy 

generated 
37.60 kWh 

Total load energy 37.69 kWh 

Energy charged into 

battery 
7.00 kWh 

Energy discharged from 

battery 
10.00 kWh 

Time in charging 16.67% 

Time in discharging 30.21% 

Time in idle 53.12% 

SOC range 20%–90% 

Ledger entries 96 

Tamper detection Successful 

3.4 Ledger integrity verification and tampering 
tests 

To evaluate the integrity of the ledger, a tampering test 

was conducted on the simulated data by modifying the 

PV value at entry 11 by +0.5 kW. The verification 

procedure recalculated the SHA-256 hash for each 

record and compared it with the previously stored hash. 

The results showed that the ledger was valid before the 

modification (𝑣𝑎𝑙𝑖𝑑_𝑏𝑒𝑓𝑜𝑟𝑒 = 1) and became invalid 

immediately after tampering (𝑣𝑎𝑙𝑖𝑑_𝑎𝑓𝑡𝑒𝑟 = 0), 

confirming the instant detection of any alteration. This 

demonstrates that the proposed mechanism ensures full 

traceability and immutability of EMS operational data.  

The corresponding verification outcomes are 

summarized in Table 3. 

 

 

 

Table 3. Ledger integrity verification. 

Test case Verification details 

Before 

tampering 
Original ledger : valid_before = 1 

After 

tampering 

PV value at entry 11 increased by 

+0.5 kW : valid_after = 0 

 

In addition to the representative weekday profile,  

a reduced‑demand Sunday/holiday scenario was also 

analysed in Figure 4. In this case, the base demand and  

the morning peak are lower than in the weekday profile, 

reflecting reduced commercial activity.  

Although the resulting power flows and SOC trajectory 

differ quantitatively from those of the weekday case,  

the ledger‑integrity verification and tamper‑detection 

results remain unchanged (valid before = 1, valid after = 

0), indicating that the proposed trust‑by‑design 

mechanism is robust to variations in the daily demand 

profile. 

 

 
Fig. 4. Sunday PV generation and load profiles. 

4 Conclusions 

This paper investigated a trust‑by‑design approach for 

energy management in renewable microgrids, 

addressing the lack of explicit data‑integrity verification 

in conventional EMS architectures. A lightweight 

hash‑chained ledger was integrated into a simplified 

rule‑based EMS for a photovoltaic microgrid with 

battery storage, enabling transparent and verifiable 

logging of EMS measurements and control decisions. 

The main innovative contribution of this work lies in 

embedding a lightweight, single‑writer hash‑chained 

ledger directly into the EMS control loop so that, at each 

decision interval, the PV generation, load, battery state 

of charge, and EMS action are recorded in a 

tamper‑evident manner. Building on this design, the 

paper introduces a verification procedure tailored to 

EMS operational data, which detects any modification 

of stored measurements or control decisions through 

inconsistencies in the hash chain, and demonstrates that 

these integrity guarantees can be achieved with minimal 

computational and architectural overhead, without 

relying on a full blockchain stack or distributed 

consensus. 
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The 24‑hour simulation results for both a 

representative weekday and a reduced‑demand 

Sunday/holiday scenario confirm that the EMS 

maintains the battery SOC within the prescribed limits 

and achieves a nearly balanced daily energy profile 

between local photovoltaic generation and load 

consumption. In all cases, the ledger‑integrity 

verification and tampering tests show that any alteration 

of stored operational data is immediately detected, 

which evidences the effectiveness of the proposed 

verification mechanism and its robustness to variations 

in the daily demand profile. 

This study focused on a single low‑voltage 

microgrid configuration and a simplified control 

strategy. Future work will investigate the scalability of 

the proposed trust‑by‑design approach to 

multi‑microgrid environments and its integration with 

more advanced optimization or AI‑based EMS 

solutions, where the embedded ledger can support 

auditing, diagnostics, and accountable decision‑making 

across multiple stakeholders. 
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