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Abstract. The educational system is experiencing an historic opportunity to provide people with disabilities
the same access to digital learning as non-disabled individuals; however, this digital learning revolution has
created new complexities related to both privacy and security issues when it comes to assistive technologies
that are part of Internet of Things (IoT). This research article systematically analyzes seventy articles (2012
—2025), and outlines a proposed architectural framework consisting of four layers. These layers include [oT
assistive technology, privacy preserving edge processing, blockchain based validation, and adaptive
interface design. Additionally, a Proof of Concept was conducted using 45 participants which demonstrated
that the proposed architecture could achieve authentication successes greater than 96% across all disability
categories (visual = 99.1%; motor = 96.4%; hearing = 97.8%; cognitive = 92.3%), in less than 200 ms. This
represents a 23.4% increase in speed over legacy password based architectures (baseline= 78%). We also
address the oracle problem by implementing cryptographically signed nodes on each device within our [oT
network. In addition, we have resolved the long standing issue of the accessibility-security paradox by
architecturally decoupling these two competing requirements. Statistical testing demonstrated a statistically
significant increase in performance (p< .001), with a 95% Confidence Interval of [94.2%, 98.1%], and still
maintains compliance with Web Content Accessibility Guidelines 2.1 Level AAA standards. Therefore, this
framework will serve as evidence-based guidance for developers building secure and accessible E-Learning
Platforms that align with the paradigm of IoT, Blockchain, and E-Health.

Index Terms : Blockchain, Internet of Things, E-learning, Accessibility, Security, Persons with Disabilities,
Privacy-Preserving Architecture, Smart Contracts

1 Introduction

The evolution of digital learning —from being
supplemental —to becoming the core educational
system, is due in part to the pandemic’s requirement that
many people learn digitally [1][2]; additionally, this
shift in education provides individuals who are disabled
(PWDs) with opportunities to be independent
geographically; to use time independently temporally;
and to access education via customized routes based on
their individual senses and cognitive abilities [3][4].

However, although this potential exists, it will not be
realized unless there are significant improvements in the
security and accessibility issues presented when
considering the three areas mentioned above: Internet of
Things (IoT); Blockchain; and e-health technologies.

As examples, some assistive devices used by PWDs
include smart-glasses, eye-tracking systems, and Brain-
Computer Interfaces (BCIs). These devices generate
large amounts of information about the behavior,
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physiology, and cognition of the user [S][6]. As an
example of the benefits of using these types of devices
is the ability they offer to personalize education but also
presents a number of vulnerabilities and increased
privacy concerns as well as larger attack surfaces [7][8].
This creates both a greater opportunity for compromise
of sensitive disability-related information and a possible
loss of autonomy for the compromised PWD [9].
Traditional methods of providing security and
protecting against cyber threats are often inaccessible to
PWDs creating a barrier to accessing necessary services
such as financial transactions or medical care; therefore,
we refer to this issue as the "accessibility-security
paradox." Rather than treating this paradox as an
afterthought regarding the usability of our system, we
view it as a fundamental architectural design
consideration. Therefore, we integrate accessibility
considerations directly into our authentication protocol.
While blockchain technology has several inherent
properties including immutable, transparent, and
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cryptographically verifiable records that enhance trust in
educational systems [10][11], smart contracts enable
accommodations through automation [12], however;
integrating blockchain with IoT raises another challenge
known as the "oracle problem" which refers to how
smart contracts can trust sensor data provided by
external sources (i.e., IoT sensors) without central
authority acting as intermediary [13][14]. The following
edge computing [15][16], differential privacy [18], and
homomorphic encryption [19] may potentially solve this
problem; however, few applications exist related to
inclusive e-learning for PWDs.
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Fig.2. Thematic distribution of 70 reviewed publications
(2012-2025). Dashed red bars indicate critical research
gaps addressed by the proposed framework.

This paper makes four contributions: (1) a systematic
mapping of 70 publications with PRISMA-compliant
methodology; (2) a four-layer architecture resolving the
oracle problem and the accessibility-security paradox;
(3) empirical wvalidation with 45 participants
demonstrating 23.4% improvement; and (4) systematic
comparison with seven existing systems.

2 Methodology

2.1 System Architecture

The Framework includes four layers of a system -
Perception Layer; Network Layer; Blockchain Layer;
and Application Layer (See Fig. 3) — each providing
different solutions to issues of security and usability.
These three design principles inform the overall
structure of the system: Privacy by Design [20], which
is based on the concepts of Data Minimization, AES-
256  Encryption, TLS 1.3, Pseudonymization,
Differential Privacy (¢ = 0.1-1.0), Security by Design
[21], which incorporates Defense in Depth,
Cryptographic ~ Signing, Secure Boot, Intrusion
Detection. Accessibility by Design [22] provides for
conformance with WCAG 2.1 AAA standards for

accessible design; multiple representations of
information; and flexible methods of entering
information.

LAYER 4 — APPLICATION LAYER: Adaptive Accessible Interface
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Fig.3 Four-layer architectural framework with bidirectional
data flow.

2.2 Perception Layer: Assistive loT Devices

The Perception Layer includes five categories of devices
that can augment perception; these are Sensory
Augmentation, Adaptive Input, Environmental Control,
Biometric Monitoring and Communication Aids. For
each category of devices there is at least one type of
device for which it may be reasonable to expect it to act
as a Cryptographic Data Node in order to perform Local
Processing (80-95% of all processed data is removed
before transmission); Secure TLS 1.3 communications
using  Certificate  Pinning;  Privacy-Preserving
Transforms (e=0.5, Pseudonymisation); Secure Boot,
Remote Attestation, HSM Key Storage and Anomaly
Detection and Physical Tampering Detection. The Trust
Score of each device (Dynamic, 0-1) will also influence
the decision made by a Blockchain system when
authenticating the device.

2.3 Network Layer: Privacy-Preserving Edge
Processing

Edge computing nodes [15], [16] can reduce network
bandwidth by 80 — 95%, increase network availability,
locally process private information, and have a low
single digit ms latency. The edge node provides a five
stage privacy pipeline that includes the following
operations on data: (1) apply differential privacy with
laplace noise as follows: x' =x + Lap (Af/ ¢); (2) apply
context aware data minimization; (3) apply time based
data aggregation from 100 Hz to 1 Hz; (4) assign
HMAC-SHA256 pseudonyms rotated daily at 24 hour
intervals using the assigned HMAC-SHA256 key; (5)
encrypt third party analysis of data in real time using
Homomorphic Encryption [19]. All communication is
encrypted using TLS 1.3, AES-256-GCM and digital
signatures with ECDSA.
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2.4 Blockchain Layer: Adaptive Authentication

Hyperledger Fabric [17] has allowed for the creation of
trusted environments to enable secure communication.
It includes four key capabilities: Identity Management;
Privacy Channels; Transaction Processing Speeds up to
3000 Transactions Per Second (TPS); Milliseconds
finality through the use of Raft Consensus.

Four data storage types are used to create the necessary
rules and logics within the environment. The User
Registry stores user modality information as well as
their accommodations. The Device Registry will store
the keys associated with each device as well as an
assigned trust score. An immutable audit trail in the
form of an Authentication Event Log captures all
authentication events. Finally, Accommodation Rules
contain the threshold values that can be adjusted based
upon the type of disability.

Hyperledger Fabric uses a three stage Trigger-Verify-
Commit Protocol to resolve the Oracle Problem
[13][14]. The first stage, Trigger, initiates the contract
using a pseudonymized version of the users' identity
along with a list of available modalities.

During the second stage, Verify, devices collect
biometric data (e.g., eye-tracking, EEG, voiceprints,
gestures) and calculate local matching scores and sign
ECDSA signatures, which are then transmitted back to
the system. These ECDSA signed assertions are then
validated against the Device Registry.

In the third stage, Commit, the system creates an entry
into the Authentication Event Log, generates a JWT
token that expires after one hour and adjusts the trust
score accordingly. The decision function is:

Ctotal = (w: x Cbio) + (w2 X Tdevice) — (ws X Rcontext)
with default weights 0.5, 0.3, 0.2. Accommodation rules
adjust the threshold: 8'=0 x (1 — A_U). Authentication
succeeds when C_total > 0.

Illustrative Sequence: End-to-End Authentication
Flow. To make the interaction between the four layers
concrete, we describe an illustrative walkthrough of the
Trigger-Verify-Commit protocol for a representative
learner. The learner is registered in the institutional
accessibility office with an accessibility factor A U =
0.35, reflecting the documented variability of
behavioural biometrics for users relying on visual
assistive devices and screen-reader-driven input. (1) The
learner initiates a login on the Moodle e-learning
platform with their pseudonymised identifier. (2)
Moodle issues an authentication request to the smart
contract. (3) The smart contract, in the Trigger phase,
requests biometric evidence from the registered assistive
devices (iris and voice for this profile). (4) The smart
glasses capture the biometric signals and compute the
matching scores locally. (5) Each signal is signed with
ECDSA and transmitted to the edge node. (6) The edge
node applies differential privacy and pseudonymisation
to the signed scores. (7) The filtered scores are relayed
to the smart contract for verification. (8) In the Verify
phase, the smart contract computes the inclusion-
adjusted threshold =0 x (1 — A_U) = 0.80 x 0.65 =
0.52, and verifies that the aggregated matching score
C_total exceeds 0. (9) Once the score is validated, the
smart contract enters the Commit phase, writes the

authentication event to the immutable log, and issues a
one-hour JWT token. (10) Moodle grants access and
applies the learner's registered accommodation policies
(audio narration, enlarged text). The complete exchange
completes in under 200 ms and leaves a tamper-proof
audit trail on the chain.

End-to-End Authentication Flow for a Learner — Trigger - Varify - Commit Protocel
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Fig.4. Sequence diagram of the Trigger—Verify—Commit
protocol — ten messages across the four layers, with the
inclusion-adjusted threshold 0' = 0 x (1 — A_U) computed in
step 8.

2.5 Application Layer: Adaptive Interface
Universal Design Principles [22],[23] are applied

Disab | n Baseli | Propo | Impr 95% p
ility ne sed ov. CI
Visual | 12 | 72.5% | 99.1% | +26.6 [21.3, <.001
% 31.9]
Motor | 15 | 68.7% | 96.4% | +27.7 [23.1, <.001
% 32.3]
Heari | 10 | 89.0% | 97.8% | +8.8% [4.2, .003
ng 13.4]
Cogni | 8 | 81.3% | 92.3% | +11.0 [5.1, .002
tive % 16.9]
Overa | 45 | 78.0% | 96.4% | +23.4 [19.8, <.001
1l % 27.0]

through Dynamic Adaptation to Support Multiple
Format(s) of Communication (Visual, Auditory, Haptic,
Textual); Multiple Input Modes (Keyboard, Voice, Eye-
Tracking, Brain-Computer Interface (BCI), Switch);
and Multiple Parameters that can be Adjusted by Users
(Font 1248 pt, Contrast WCAG AAA, Audio .5-2.0 x).
The User's Interface Configuration will Change
Depending on Their Disability; Screen Reader and High
Contrast for Visual Impairment; Extended Timeouts and
Larger Targets for Motor Impaired Individuals; Visual
Alerts and Captions for Hearing Impairment; Simplified
Layouts for Cognitive Impaired Individuals. Context-
Aware Monitoring Identifies Frustration in a User and
Triggers Adaptive Interventions to Improve their
Experience. Accessible Multi-Factor Authentication
Supports Voice, Eye-Tracking, and
Electroencephalogram (EEG) Modalities Instead of
Traditional CAPTCHA.
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3 Results and Discussion 3.3 Usability and Comparative Analysis

Mean SUS score: 78.3 (SD = 11.2), indicating good-to-
excellent usability [25]. NASA-TLX: 32.1 (SD = 14.7),
a 28% cognitive load reduction versus baseline (44.6, p
= 0.002). WCAG 2.1 AAA compliance confirmed
across all 79 criteria. Qualitative feedback highlights
flexibility (84%), data transparency (71%), and privacy
autonomy (64%).

3.1 Experimental Design

Forty-five participants were recruited from
university disability services: visual impairments (n =
12), motor disabilities (n = 15), hearing impairments (n
= 10), cognitive disabilities (n = 8). Ages: 19-54 years
(M =31.2,SD=9.8). IRB approved (#2025-0847). Each
participant completed four counterbalanced phases:
baseline session (10 password-based attempts), training

Table 2. Comparative Analysis with Existing Systems.

(45 min), experimental session (10 attempts with Syste | Blo | IoT Priv | Ada | Emp | WC | PW

proposed system), and usability surveys (SUS, NASA- m ck. acy | pt. ir. AG | D

TLX). Metrics included authentication success rate, Secure | X 7 X X 7 A X

latency, false positive/negative rates, and WCAG 2.1 Learn

compliance. Access v X Part. X X AA V4
Chain

3.2 Authentication Performance ToT- X 7 X X 7 A Part.
Edu

Table.1 Authentication Success Rates by Disability
Category PrivLe X X J X / — X

am

The paired t-tests indicated a significant difference in

improvement levels across each of the disability types irﬁ?;t v X X Part. v - X

examined (all p-values were less than .01). Very large

effect size results were found for both visual impairment Blockl | v v Part. X X A X

(effect size = 2.31 Cohen's d) and motor impairment of

(effect size = 2.54 Cohen's d), with large effect sizes Ours W, ¥, N N Y AAA W,

noted for both hearing impairment (effect size = 1.18

Cohen's d) and cognitive disabilities (effect size = 1.42

. . . . No prior work simultaneously integrates all seven
Cohen's d). Significant improvements in response time P Y g

dimensions. Our framework uniquely addresses

were also noted in areas that are traditionally most
difficult to use assistive technology for users with
disabilities: visual and motor impairments (see Fig. 5).
The mean latency observed was 192ms (95%
Confidence Interval [CI]: [182, 202]) which is
significantly lower than the 200 ms threshold [24].
Mean response time was approximately 84.5 percent
faster than at baseline (mean response time = 1240ms).
An analysis of variance (ANOVA) showed no
statistically significant differences in latency across
disability categories (F[3,41]=1.82, p=.16).

False positive rates were relatively low as well: 0.8
percent (4/450) while false negatives occurred slightly
more frequently at a rate of 2.8 percent (11/450). Lastly,
the edge processing technique resulted in a mean
reduction in bandwidth requirements of 87 percent
(from approximately 2.4 MB per attempt to 0.31 MB per
attempt).

Fig.5. Authentication succ : y
SMS 2FA) vs. proposed system. All improvements smnstlcall)
significant (p < 0.01).

blockchain, IoT, privacy, adaptive authentication,
empirical PWD validation, and WCAG AAA
compliance.

3.4 Security and Privacy Analysis

STRIDE threat modeling has identified 23 potential
attack paths. The most significant threats are those that
compromise Internet of Things (IoT) equipment using
secure boot and/or trust-based evaluation, Man-in-the-
Middle (MITM) attacks utilizing certificate pinning or
Mutual Transport Layer Security (TLS), defects in smart
contracts through formal analysis for safety and
reliability, re-identifying users through differential
privacy, and Denial-of-Service (DoS) attacks using rate
limiting and/or redundant systems. As such, no critical
vulnerabilities were discovered during penetration
testing, while two medium to high-level vulnerabilities
were corrected. Formal verification of both safety,
liveness, and fairness was performed using NuSMV.
Further, the use of differential privacy has reduced the
risk of re-identifying users from 78% to 12%, a
reduction of 83% [26]. The framework also aligns with
GDPR Article 9, which classifies disability-related data
as a special category: local processing, rotating
pseudonyms, and minimal on-chain references
collectively limit cross-border data flows.
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3.5 Limitations

The sample (n = 45) is insufficient for generalization;
cognitive subgroup (n = 8) is underpowered. The
controlled setting may not reflect real-world
complexity. Single-session design prevents longitudinal
assessment. Four broad categories miss multiple
disabilities and cannot capture intersectional or multi-
disability profiles (for example, learners with combined
visual and motor impairments). Baseline uses standard
passwords rather than best-practice alternatives. These
findings demonstrate feasibility, not definitive
superiority.

4 Conclusion

This paper outlines a four layer architecture that
supports secure, disability inclusive and privacy
preserving e-learning based on IoT devices, edge
computing, blockchain validation and adaptive
interfaces. A systematic review showed two significant
areas of missing research (privacy — 2.9%, adaptive
authentication — 2.9%), which were resolved using a
system of cryptographically signed validator nodes from
IoT devices, a five stage privacy preserving edge
processing pipeline, and smart contract-based adaptive
authentication mechanisms.

A usability evaluation was conducted to validate our
approach with forty-five participants; we achieved
successful authentication (96.4%), improved by 23.4%,
<200 ms latency, .8% false positives, and fully met the
WCAG 2.1 AAA accessibility standards. We also
demonstrated that differential privacy can significantly
reduce the risk of re-identifying users (reduction of
83%).

Our future goals include conducting a longitudinal,

multi-institutional study of at least 200 participants per
disability category within actual LMS environments, as
well as studying in-the-wild use cases (i.e., variable
lighting, ambient noise, multitasking). Additional
complementary directions include: federated learning
[27] , zero knowledge proof [28], and explainable
artificial intelligence [29].
The conflict between accessibility and security is a
result of poor flexible design choices — it is not a
natural contradiction. All persons with disabilities
should participate in all research phases.
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