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Abstract. As a result of the rapid rise of digital data, privacy, security and 
trust issues will arise in sharing data between organizations across multiple 
distributed environments. Areas like healthcare, finance, the Internet of 
Things (IoT) and smart companies need solid solutions to allow for secure 
and occurring exchange of data. Traditional centralized systems present a 
greater risk to a large number of companies due to the potential for one 
point of failure, restricted ability to audit and view transactions on the 
system, and little to no transparency into the transaction process on the 
system. Because of these limitations, centralized systems will not be able 
to support the needs of these vast-scale collaborative ecosystems. This 
paper provides a proposed Blockchain-Integrated AI Framework for 
Secure Data Sharing, which provides a variety of capabilities necessary for 
securely exchanging data between organizations that includes 
decentralized trust, encrypted off-chain data storage and use of privacy-
protecting artificial intelligence analytics. The framework includes the use 
of Ethereum Smart Contracts to provide an immutable access control and 
permission management process and create comprehensive audit trails. An 
Inter-planetary File System (IPFS) is used to provide decentralized, 
encrypted access to sensitive data stored in an environment that provides 
for confidentiality and availability. The use of a Python-based AI 
Microservice allows access to the shared data in an analytical process by 
eliminating the need for raw data to be exposed. The proposed 
implementation of this framework is based on a hybrid architecture 
consisting of a Node.js back-end and a React.js front-end, which allow for 
real-time monitoring and transparent management of the access control 
function, which serves to enhance the integrity, confidentiality and secure 
collaboration of the shared data, and enables the development of scalable 
analytics across distributed ecosystems, and therefore provides. 
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1 Introduction 

Organizations across various domains such as healthcare, financial services, the Internet of 
Things (IoT), and smart enterprises are facing increased pressures to share their data with 
other organizations or locations. This requires collaboration among these organizations to 
provide predictive analytics, automation, and intelligent decision-making. However, 
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organizations that use traditional centralized repositories for their data rely on third-party 
trust and cloud service providers to maintain these repositories. This can result in single 
points of failure, increased potential for data breaches, and limited transparency and 
accountability in data management processes [1], [4]. 

To maintain data governance across multiple organizations, secure access control, data 
confidentiality, and regulatory compliance are essential. In many cases, there is no reliable 
mechanism to determine whether unauthorized access has occurred or whether data integrity 
has been compromised. These challenges have led to the emergence of decentralized data-
sharing solutions that provide trust, transparency, and auditability without relying on a central 
authority [2], [6]. 

Blockchain technology offers distributed and immutable ledgers protected through 
cryptographic mechanisms and consensus protocols, enabling participants to maintain 
tamper-resistant transaction records. By integrating smart contracts, blockchain systems can 
automatically enforce policies, manage access permissions, and verify transactions in a 
transparent manner. However, blockchain alone cannot provide advanced analytical 
capabilities required to derive meaningful insights from shared datasets. Artificial 
Intelligence (AI) and Machine Learning (ML) complement blockchain by enabling predictive 
analytics, anomaly detection, and intelligent decision-making while preserving data security 
and privacy [1], [4], [7]. 

2 Related Work 

The topic of secure data sharing in Distributed environments has received significant 
academic attention from three perspectives: (1) access governance and auditability using 
blockchain technology [2],[6], (2) hybrid on-chain and off-chain storage (most frequently 
using IPFS) to support scalability [3],[17],[18], and (3) the use of privacy-preserving AI 
analytics (frequently based on federated learning) for analytical processes without exposing 
raw datasets [1],[4],[7]. Recent studies also demonstrate that any acceptable deployment will 
require consideration to be given to interoperability, cost, latency and adversarial threats to 
the security of the deployed environment, including poisoning attacks and inference attacks 
[8],[14],[19]. 

2.1 Trust, Auditability and Access Control 

Blockchain Technology Decentralized trust assumptions have been removed by the use of 
blockchain technology, which maintains an immutable ledger of transactions and access 
events [2],[3]. Most technology companies that share data on the blockchain now utilize 
smart contracts, which provide a transparent method of recording permissions, data 
provenance, and audit logs for collaborative accountability of independent stakeholders 
[5],[6]. In Healthcare, for example, a system of policy-driven access control enforced by 
smart contracts allows subjects to retain visibility and control over their medical records 
while addressing some of the trust issues associated with competing centralized repositories 
[2],[18]. Real-world multiparty collaborations require fine-grained access controls. New 
research has shown that combining blockchain with Attribute-Based Access Control (ABAC) 
or Policy-Based Access Control (PBAC) is possible to facilitate dynamic decision-making 
whereby users' permissions may be altered due to change in task context or user attributes 
[6],[9]. An example of such a solution is the dynamic access control on permissioned 

2

EPJ Web of Conferences 375, 02005 (2026)	 https://doi.org/10.1051/epjconf/202637502005
RTEP-2026



organizations that use traditional centralized repositories for their data rely on third-party 
trust and cloud service providers to maintain these repositories. This can result in single 
points of failure, increased potential for data breaches, and limited transparency and 
accountability in data management processes [1], [4]. 

To maintain data governance across multiple organizations, secure access control, data 
confidentiality, and regulatory compliance are essential. In many cases, there is no reliable 
mechanism to determine whether unauthorized access has occurred or whether data integrity 
has been compromised. These challenges have led to the emergence of decentralized data-
sharing solutions that provide trust, transparency, and auditability without relying on a central 
authority [2], [6]. 

Blockchain technology offers distributed and immutable ledgers protected through 
cryptographic mechanisms and consensus protocols, enabling participants to maintain 
tamper-resistant transaction records. By integrating smart contracts, blockchain systems can 
automatically enforce policies, manage access permissions, and verify transactions in a 
transparent manner. However, blockchain alone cannot provide advanced analytical 
capabilities required to derive meaningful insights from shared datasets. Artificial 
Intelligence (AI) and Machine Learning (ML) complement blockchain by enabling predictive 
analytics, anomaly detection, and intelligent decision-making while preserving data security 
and privacy [1], [4], [7]. 

2 Related Work 

The topic of secure data sharing in Distributed environments has received significant 
academic attention from three perspectives: (1) access governance and auditability using 
blockchain technology [2],[6], (2) hybrid on-chain and off-chain storage (most frequently 
using IPFS) to support scalability [3],[17],[18], and (3) the use of privacy-preserving AI 
analytics (frequently based on federated learning) for analytical processes without exposing 
raw datasets [1],[4],[7]. Recent studies also demonstrate that any acceptable deployment will 
require consideration to be given to interoperability, cost, latency and adversarial threats to 
the security of the deployed environment, including poisoning attacks and inference attacks 
[8],[14],[19]. 

2.1 Trust, Auditability and Access Control 

Blockchain Technology Decentralized trust assumptions have been removed by the use of 
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events [2],[3]. Most technology companies that share data on the blockchain now utilize 
smart contracts, which provide a transparent method of recording permissions, data 
provenance, and audit logs for collaborative accountability of independent stakeholders 
[5],[6]. In Healthcare, for example, a system of policy-driven access control enforced by 
smart contracts allows subjects to retain visibility and control over their medical records 
while addressing some of the trust issues associated with competing centralized repositories 
[2],[18]. Real-world multiparty collaborations require fine-grained access controls. New 
research has shown that combining blockchain with Attribute-Based Access Control (ABAC) 
or Policy-Based Access Control (PBAC) is possible to facilitate dynamic decision-making 
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blockchain platforms (such as Hyperledger Fabric) which places a high emphasis upon 
flexible authorization and multi-organization collaboration [6]. The success of these models 
illustrates that blockchain provides assurance of storing access policy and decision data; they 
have also illustrated that there are common limitations associated with them, namely rigid 
Smart Contract logic, relatively higher cost of updating policies, and increasing processing 
overhead of records stored upon the blockchain as the number of entries begins to increase 
[5],[8]. 

2.2 Off-Chain Storage and IPFS-Blockchain Hybrid Architectures 

An ongoing barrier to data sharing through blockchains is the expense, speed and storage 
limits associated with Blockchains when it comes to larger files, so many frameworks only 
include an on-chain reference (such as a hash or content identifier), according to using the 
on-chain metadata that exists for it, as well as storing the individual file off-chain as a 
protected and encrypted file system [3],[17]. While IPFS is widely used today because it 
allows users to retrieve content based on what they have added to IPFS through a distributed 
method, as well as storing that data based on the integrity of the data itself using hashing 
[3],[17]. In the healthcare arena there are numerous studies that discuss the possibility of 
storing large amounts of EHR data off chain through the use of IPFS as well as using the 
blockchain to store a proof (hash or pointer) of ensuring evidence of non-tampering and the 
possibility of tracing records [18]. Several other studies have focused on this hybrid concept 
in order to reduce the pressure of using on-chain storage while also providing the ability to 
verify the integrity of data once retrieved from IPFS [17],[18]. The additional potential use 
of blockchain + IPFS for secure file sharing in groups has also been explored in several 
research articles and has potential applications for adding a decentralized model for 
determining who is able to decrypt and access shared files [3],[17]. In general, the hybrid 
IPFS-blockchain architecture enhances both scalability and integrity, though they often do 
not go beyond the ability to store data and log it for access [17],[18]. Many of the academic 
documents associated with the hybrid IPFS blockchain concept did not incorporate an 
analysis tool or the ability to conduct analysis on shared files while maintaining 
confidentiality and privacy, which is required for use in major disciplines such as fraud 
detection in finance, and the use of intelligent automation in real-time smart-city monitoring 
[16],[17]. 

2.3 Blockchain & AI to Protect Sensitive Data and Create Intelligent Data Ecosystems 

Combining blockchain with AI, particularly in IoT environments, has received increasing 
attention in the academic and industrial communities [1][4]. This combination enables the 
establishment of verifiable connections (trust) and data provenance through Blockchain, 
while allowing machine learning techniques to enable the assessment of reputation, detect 
anomalies, and make adaptive decisions across dynamic IoT device ecosystems [4][16]. 
Recent systematic reviews of the integration of Blockchain and AI with Cloud Platforms 
have concluded that Blockchain supports secure identity, data provenance, and verifiable data 
exchange, whereas AI provides predictive analytics and automated decision-making 
capabilities [1],[4]. However, careful architecture design is crucial to mitigate the challenges 
of privacy leakage and excessive computational processing requirements when combining 
these technologies in an integrated fashion [8],[14]. Similar to other domains, Healthcare has 
begun to receive attention regarding the combination of Blockchain and AI to enhance 
security, privacy, and interoperability for AI systems [18]. Additionally, however, there 
remain many barriers to adoption, including regulatory fragmentation and limitations related 
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to system performance [18]. Hence, there is a growing need to implement Blockchain/AI 
architectures that enable the delivery of services to users and protect sensitive data rather than 
centralizing sensitive data in order to conduct analytical services that utilize Artificial 
Intelligence (AI) [1],[18]. 

2.4 Federated Learning and Privacy-Preserving AI 

Federated learning is a type of privacy-preserving AI that uses federated learning (FL) to 
train models on a device and share only model updates [1],[4],[7]. Federated learning reduces 
the amount of raw data sent over the network but creates other problems, such as model 
updates leaking sensitive information, potential loss of data from system poisoning, and the 
need for trust between the parties involved to coordinate [8][11][14]. Comprehensive reviews 
of privacy-preserving technology in blockchain-enabled FL identify key architectural 
structures for integrating FL with blockchain and highlight the different types of attacks 
against and countermeasures for them [8],[14],[15]. In addition to privacy, technology 
researchers are also exploring new ways (via smart contracts) to incentivize and hold 
accountable those who work honestly to achieve FL's goals and to penalize those who do not 
[7][15]. Researchers are developing scalable frameworks to provide FL on distributed ledgers 
and to support greater levels of overall privacy in FL by enabling the use of a distributed 
coordination and auditing system [4][7]. While blockchain-enabled FL improves trust and 
traceability, FL alone does not remove the possibility of privacy loss related to 
gradients/updates [8][14]. Nor does blockchain guarantee secure end-to-end handling of data 
for non-training tasks (e.g., querying, inferencing, sharing to comply with other regulations). 
Thus, several works recommend combining the use of blockchain governance with 
encryption, access control methods, and privacy-aware AI execution [7],[15],[18]. 

2.5 Application-Focused Secure Data Sharing Frameworks 

To address issues such as interoperability, transparency, and scalability that arise from the 
complexity of large heterogeneous environments, several application-driven frameworks 
demonstrate how secure data sharing via Blockchain can be performed in the context of Smart 
City and Edge Computing (Cloud) networks [9],[16]. Many studies provide examples of 
developing large volumes of data through the use of several technologies in combination 
(e.g., Blockchain) such that the auditability of the data remains maintainable [16],[17]. Other 
studies illustrate how Hybrid Storage (a combination of Decentralized Governance and 
Hybrid Storage) can aid in managing large volumes of data efficiently, as well as illustrating 
the importance of integrating AI technology components to ensure that access to the data is 
only via authorized means [3],[17],[18]. 

2.6 Summary of Limitations in Existing Work 

Common lacunae identified in the literature examined are separation between 
Storage/Governance and Analytics: Many solutions provide secure sharing; however, there 
is very little in the way of a tightly controlled machine learning (ML) analytics pipeline 
[1][3]. Further, there is an inflexible Permission Model: Strong enforcement of smart 
contracts; however, this also provides an inflexible framework relative to the dynamics of 
the real world [5][6]. Also, there are performance and scalability constraints: The current 
costs and latencies associated with blockchains necessitate an increased use of off-chain 
storage, while end-to-end performance continues to be an issue as solutions are scaled 
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[17][18]. Adversarial Threats to Collaborative Learning: There is still concern regarding 
poisoning and privacy leakage in Federated and Distributed AI systems [8],[11],[14],[19]. 

Table 1. Comparison between Traditional AI Systems and Blockchain-Integrated AI Systems 

Aspect Traditional AI System Blockchain-Integrated AI System 
(Proposed) 

Data Storage Centralized storage on trusted 
servers 

Hybrid decentralized storage using 
IPFS and blockchain metadata 

Security Susceptible to tampering, breaches, 
and insider threats 

Immutable audit logs and 
cryptographic integrity guarantees 

Trust Model Relies on a centralized trusted 
authority 

Trust less model based on distributed 
consensus 

Data Privacy Raw data often exposed to 
centralized servers 

Encrypted data access governed by 
permissioned smart contracts 

Automation Manual or semi-automated policy 
enforcement 

Autonomous access control via smart 
contracts 

Scalability Limited by centralized 
infrastructure capacity 

Scalable through off-chain storage 
and distributed processing 

AI Integration 
Requires centralized data 
aggregation, raising privacy 
concerns 

Enables privacy-preserving AI 
analytics without raw data sharing 

Interoperability Limited cross-organizational data 
sharing 

Standardized decentralized access 
across multiple domains 

Resilience Vulnerable to single points of 
failure 

High fault tolerance through 
distributed network nodes [9][16] 

3. Identified Gaps and Reviews 

A thorough review of the current literature concerning secure data sharing via blockchain 
technology and privacy-preserving artificial intelligence shows that there are still many open 
problems that hinder the ability to effectively implement existing use cases [1],[4],[8]. The 
majority of the research to date suggests that blockchains can be used to provide decentralized 
trust, transparency and tamper-resistant access control [2],[3],[6]. In addition, most of the 
research conducted on these topics has been done with an individual system in mind and does 
not consider how to build a comprehensive system by integrating multiple components 
[3],[17]. The focus of most of the current frameworks used for blockchain-based secure data-
sharing frameworks has been the protection of the data while at rest, the logging of access to 
the data and auditing of such access [2],[6],[17]. The inability to perform intelligent data 
analytics on shared data limits the use of the data for making informed decisions in areas that 
are highly data-driven, such as healthcare, finance and IoT ecosystems [1],[4],[16]. One way 
that existing smart contract-based access control solutions can be inflexible and limited in 
how they operate is because they are static in nature; once they are deployed it is difficult 
(and expensive) to alter their access policies and adapt to changing requirements of an 
organization [5],[6]. This inflexibility limits the usability of these types of solutions in the 
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real world where access rights and permissions can change based on circumstances, the 
individual’s role, or due to regulatory requirements [6],[9]. 

Another example of how existing hybrid on-chain and off-chain solutions that use IPFS are 
helpful for resolving blockchain scalability issues, but many proposed designs do not offer 
comprehensive security throughout the entire data retrieval and processing process 
[3],[17],[18]. In some cases, although the storage of the encrypted data is separated from the 
analysis, this increases the chance for unauthorized access to the encrypted data during its 
processing [17],[18]. Privacy-preserving AI solutions (i.e., Federated Learning) limit the 
amount of raw data being shared; however, these solutions introduce new types of 
vulnerabilities such as model poisoning, inference attacks, and lack of sufficient 
accountability among participants in the model building process (node participation) 
[7],[8],[11],[14]. Existing solutions do not have strong mechanisms to safeguard the integrity 
of updates to models or enforce trustworthy collaboration among decentralized governances 
[7],[15],[19]. The issue of interoperability across heterogeneous environments continues to 
be a significant challenge today [9],[16]. Most existing frameworks use the assumptions of a 
common data format, a common cryptographic standard, and common platform compatibility 
when collaborating among multiple independent organizations that manage disparate 
infrastructures [9],[16]. Governance, as well as performance factors, have been studied very 
little in literature [8],[14]. Challenges, such as computational overhead, transaction latencies, 
and the operating costs associated with smart contracts, have created impediments to the 
scalability of large-scale real-time systems because of their impact on the overall 
performance of the system [5],[17],[18]. Each of the disclosed gaps highlights an opportunity 
for a unified framework that provides decentralized access governance, encrypted hybrid 
storage, and privacy-aware AI analytics, all under one architecture [1],[3],[7],[17]. Each 
identifiable gap provides the foundation for developing an integrated AI framework on a 
blockchain [1],[4],[18]. 

Table 2: Identified Gaps Summary Table 

Gap Area Observed Limitation in Existing Research 

AI Analytics on 
Secured Data 

Most frameworks ensure secure data storage and access logging 
but do not support real-time or authorized AI analytics on 
encrypted or permissioned data 

Dynamic Access 
Governance 

Smart-contract-based access control mechanisms are largely static 
and lack context-aware, adaptive, or fine-grained policy 
management. 

Integrated Storage–AI 
Pipeline 

Decentralized storage solutions (e.g., IPFS) are treated as passive 
repositories, with no tight integration into privacy-aware AI 
processing workflows. 

Federated Learning 
Robustness 

Privacy-preserving learning approaches remain vulnerable to 
poisoning attacks, malicious updates, and insufficient model 
integrity verification. 

Intelligent IoT 
Analytics 

Blockchain-enabled IoT systems primarily focus on secure 
communication and logging, while lacking integrated ML-based 
anomaly detection or predictive intelligence. 
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and the operating costs associated with smart contracts, have created impediments to the 
scalability of large-scale real-time systems because of their impact on the overall 
performance of the system [5],[17],[18]. Each of the disclosed gaps highlights an opportunity 
for a unified framework that provides decentralized access governance, encrypted hybrid 
storage, and privacy-aware AI analytics, all under one architecture [1],[3],[7],[17]. Each 
identifiable gap provides the foundation for developing an integrated AI framework on a 
blockchain [1],[4],[18]. 

Table 2: Identified Gaps Summary Table 

Gap Area Observed Limitation in Existing Research 

AI Analytics on 
Secured Data 

Most frameworks ensure secure data storage and access logging 
but do not support real-time or authorized AI analytics on 
encrypted or permissioned data 

Dynamic Access 
Governance 

Smart-contract-based access control mechanisms are largely static 
and lack context-aware, adaptive, or fine-grained policy 
management. 

Integrated Storage–AI 
Pipeline 

Decentralized storage solutions (e.g., IPFS) are treated as passive 
repositories, with no tight integration into privacy-aware AI 
processing workflows. 

Federated Learning 
Robustness 

Privacy-preserving learning approaches remain vulnerable to 
poisoning attacks, malicious updates, and insufficient model 
integrity verification. 

Intelligent IoT 
Analytics 

Blockchain-enabled IoT systems primarily focus on secure 
communication and logging, while lacking integrated ML-based 
anomaly detection or predictive intelligence. 

Gap Area Observed Limitation in Existing Research 

Interoperability 
Limitations 

Existing solutions assume homogeneous platforms and data 
formats, limiting cross-organizational collaboration and federated 
analytics. 

End-to-End 
Framework Integration 

Most studies address blockchain, AI, encryption, or storage 
independently, without a unified architecture supporting secure, 
intelligent, and scalable data sharing. 

Scalability and 
Performance Overhead 

Blockchain execution latency, smart-contract costs, and AI 
computation overhead is insufficiently addressed for large-scale, 
real-time deployments. 

The comprehensive literature review identified key research gaps. Table II shows the main 
areas of need. The table indicates that most current solutions are focused on securely storing 
data and controlling access to that data. However, there are no current solutions that provide 
integrated AI analytic services that preserve privacy while leveraging both Blockchain 
technology and Intelligent Analytics Services. Further, these gaps indicate a lack of a 
comprehensive framework to seamlessly bring together Blockchain and Intelligent Analytics 
Services with Secure Data Storage Services and create compelling justification for the 
proposed Blockchain Integrated AI Framework. 

4 Proposed Methodology 

This proposed Methodology describes a Blockchain-integrated Artificial Intelligence 
framework used to enable Secure Data sharing that will bridge the current gaps of centralized 
data-driven Security, Privacy and Scalability systems. 9 This Blockchain integrated Artificial 
Intelligence framework incorporates Blockchain-Enabled Governance, Encrypted Off-Chain 
Data storage and Permissioned AI Analytics to enable an intelligent approach to using Data 
while also ensuring Trust, Transparency and Confidentiality are upheld. Given the rapid 
advancement in the areas of Decentralized Access Control, Privacy-Preserving Machine 
Learning, Federated Learning and Distributed Storage systems recently, the proposed 
Methodology provides a mechanism to extend these advancements into a single, cohesive, & 
complete Architecture from the start to finish. The proposed Architecture is structured using 
a layered Modular Design that allows each of its components to be independently evolved 
from one another, while still providing secure Interoperability Between Components and the 
Framework itself; providing the means for scalability, fault-tolerance & adaptation in a 
Multi-Organizational Environment. 
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Fig. 1. Proposed System Architecture. 

5 System Architecture 

5.1 System Architecture Overview 

As shown in Fig. 1. Proposed System Architecture., the proposed system framework is 
composed of five separate but connected components that work together to provide end-user 
access to the overall application. The five layers that comprise the Application Framework 
are as follows: 

1. Frontend  
2. Backend/API  
3. Blockchain Governance  
4. AI/ML Analytics  
5. Hybrid Storage  

The Frontend is responsible for providing an interface for users, while the Backend is 
designed to facilitate secure peer-to-peer communications between all of the system’s 
decentralized components. The Blockchain Governance Layer acts as the authoritative arbiter 
for trust and access governance; the AI/ML Analytics Layer provides users with a means to 
leverage artificial intelligence and machine learning algorithms to extract useful and valuable 
information from the project’s extensive datasets; and, lastly, the Hybrid Storage Layer 
provides scalable, trustworthy, and immutable storage solutions for the project’s data. This 
architecture provides strong security guarantees while not compromising performance or 
usability for the end-user.  
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architecture provides strong security guarantees while not compromising performance or 
usability for the end-user.  

5.2 Frontend Level 

React.js is used for the front-end of our decentralized ecosystem, so that users can interact 
with it using React.js as the primary method of doing so. The user can upload files (that are 
encrypted), indicate the number of pieces of information they would like to share about 
themselves, request AI analyses/tests, and follow any updates (included on the blockchain) 
related to their uploaded file in real-time. 

The front-end functions differently from traditional centralized dashboards by tracking 
blockchain events in real-time, so users can verify logs of transactions in real-time and verify 
the validity and transparency of the transactions that were recorded in the logs of these 
transactions. As a result, this will provide an overall sense of accountability for the actions 
taken as a result of data exchanged. Users of the front-end, based on their roles will have 
specific bounds on the actions they are entitled to take with the data to which they are entitled. 

5.3 The Backend Layer 

As the orchestration or control layer of the platform, the 'backend' is built with Node and 
Express as a bridge to connect the UI with the underlying smart contracts, AI services, and 
distributed storage systems on blockchain technology. Once data is received from the UI, it 
uses AES256 encryption processes to encrypt the data before it ever leaves (as plaintext) or 
is stored in an unencrypted format on its servers.  

 

The backend is also responsible for creating secure API routes, validating users by means of 
tokens, creating the necessary metadata, and calling the various smart contracts. In addition 
to this, the backend has implemented a standardised metadata format that must be adhered to 
comply with industry standards, thus promoting compatibility when conducting business and 
collaborating with other organisations. 

In conclusion, the backend does not store or give any user access to raw data, which helps 
mitigate any risks from using centralised processing models. 

5.4 The Blockchain Governance Layer 

With the use of ETHEREUM SMART CONTRACTS on the ETHEREUM BLOCKCHAIN, 
our methodology creates trust via the blockchain layer in this manner: The blockchain 
registers each data set with associated metadata, rules for access control, as well as the 
conditions for usage. Smart contracts automatically validate all requests for either accessing 
or analysing data against the defined rules established in the permissions associated with that 
dataset prior to granting that request for authorization. All authorized and unauthorized 
events will be recorded in a permanent manner, thus creating accountability, traceability and 
non-repudiation whilst also safeguarding against threats originating from within an 
organization. 
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5.5 AI/ML Analytics Layer 

Utilizing the Flask framework, we have created a Python-based microservice as an analytics 
layer for AI and ML, providing intelligent processing of data with privacy maintained. 
Through validation of explicit permissions through smart contracts on blockchain 
technology, our AI/ML analytics layer can only access encrypted data. 

Analytics provided through the AI module include anomaly detection, predictive modelling 
and pattern analysis, all of which are capable of preventing unauthorized exposure to 
sensitive data. Our system continues to meet the privacy-preserving requirements present in 
many federated learning applications by only executing analytics on authorized data. These 
capabilities fulfill a significant limitation associated with traditional blockchain-based 
systems in regard to the security of data in storage, but do not possess built-in analytical 
capabilities. 

5.6 Hybrid Storage Layer 

Due to the limitation of scalability in blockchain technology, an innovative solution that 
requires a different type of storage solution has been developed in the proposed framework; 
hybrid (both on-chain and off-chain) storage. Off-chain (IPFS) stores encrypted documents 
using a decentralized mechanism of storing documents based on content addressing and 
tamper-resistant technology. The only information stored on the blockchain is the 
cryptographic hash of the encrypted document, along with only the essential meta-
information. 

 

MongoDB performs additional complementary functions such as storing transaction ID's, 
timestamps, access history and references to the stored encrypted image; thereby significantly 
reducing the overall size of the stored information on-chain and creating an efficient method 
for creating index entries/registering transactions and retrieving data. The combined hybrid 
storage functions of the framework increase scalability and availability, while still 
maintaining the integrity of the infrastructure and assure that the underlying principles of 
decentralization are met. 
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Fig. 2. System Workflow 

The over all process flow of this Framework is presented in Figure 2 as an illustration of how 
the data securely traverses through the framework. 

• Step 1 - User uploads encrypted data – 
The User encrypts their data with AES-256 locally before sending it. Before sending the 
Data, the backend authenticates the User and validates that the request is genuine. 
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• Step 2 – Decentralized Registration 
Encrypted files are uploaded to IPFS, which creates a unique content hash for each file. The 
hash and the ownership/access rules are stored on the blockchain via smart contracts, 
providing proof of the file's ownership and access rules. 

• Step 3 - Permission Validation 
Permitted and denied access to analytics or analysis requests of a file will be evaluated via 
smart contracts without having to rely on trust to validate permissions. All access attempts 
will be stored publicly, which is useful for auditing and compliance monitoring. 

• Step 4 - AI Processing 
The AI microservice will retrieve the encrypted data from the IPFS network using the 
content hash after receiving permission for analysis performed on the encrypted file. All 
raw data will continue to be secured and all queries that are not permissible will 
automatically be rejected based on policies outlined in the smart contract stored on the 
blockchain. 

5.7 Methodological Advantages 

• The insurance programming method provides the following main advantages: 

• Decentralized trust and incorruptible auditability with regard to blockchain governance. 

• The use of AI analytics on private access data with no central aggregation of private data. 

• Tamper-proof automated access controls available through the use of smart contracts. 

• Scalable means of storage by utilizing off-chain encrypted data management. 

• Increased protection from insider threats, data poisoning and unauthorized access. 

The advantages listed above fill substantial gaps in the research literature identified during 
the literature review process while establishing an inherently secure environment for 
Intelligent, collaborative data ecosystems. 

• Technology utilized in the methodology described above: 

• React.js was utilized for user interface and visualizing the data 

• Node.js with Express was utilized for orchestrating the application's backend server 

• data encrypting (AES-256) 

• decentralized governance (Ethereum/Solidity) 
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• The use of AI analytics on private access data with no central aggregation of private data. 

• Tamper-proof automated access controls available through the use of smart contracts. 

• Scalable means of storage by utilizing off-chain encrypted data management. 

• Increased protection from insider threats, data poisoning and unauthorized access. 

The advantages listed above fill substantial gaps in the research literature identified during 
the literature review process while establishing an inherently secure environment for 
Intelligent, collaborative data ecosystems. 

• Technology utilized in the methodology described above: 

• React.js was utilized for user interface and visualizing the data 

• Node.js with Express was utilized for orchestrating the application's backend server 

• data encrypting (AES-256) 

• decentralized governance (Ethereum/Solidity) 

• blockchain integration (Web3.js) 

• decentralized file storage (IPFS) 

• supervisor of rich metadata storage MongoDB 

Python would have been the recommended microservice language for performing artificial 
intelligence analytics on stored data. 

6 Security and Privacy Concerns 

Security and privacy are primary design focuses for the proposed Blockchain-Integrated AI 
Framework for Secure Data Sharing. This framework offers a means to mitigate the 
weaknesses of centralized architectures through the implementation of decentralized trust, 
cryptographic safeguards, and permissioned intelligence attributed to all system layers. 
Security and Privacy aspects will be discussed based on an analysis of the Framework as well 
as how the proposed methods will reduce the potential risk of security breaches. 

6.1 Data Confidentiality 

To protect against the unauthorized opening of data (viz. Access Control) all Data is 
encrypted using a high level of encryption (AES 256 (AES256) Method) at Source (i.e. before 
being sent to the Cloud). The backend, storage and AI Services never process any Raw Data 
in Plaintext (i.e., in a readable format). When Raw Data will also be transmitted over a 
Network for Storage/Aggregation in Off Chain, it is encrypted prior to Transmission. If there 
is unauthorized access to Off Chain (i.e. Unauthorized Users accessing data stored in Cloud), 
this encryption protects the confidentiality. By adopting a Encrypt-First approach to Data 
Transmission, we minimize the risks associated with Interception, Leakage and/or 
Unauthorized Inspection when transmitting/processing Data. 

6.2 Access Control and Authorization 

Ethereum Smart Contracts dictate the access control to Data, as well as to AI analytics, by 
implementing Permission-Based access controls in a High Granular level. All Access 
Requests are validated against an Immutable On-Chain Policy and can only be executed by 
those who have been authorized to retrieve or process that Data. Since there is No Centralized 
Access Control Method in place, there are No Insider Threats or opportunities for 
Unauthorized Privilege Escalation. All Access Decisions are archived in a Transparent Log 
for Verification and Accountability. 

6.3 Data Integrity and Tamper Resistance 

The proposed framework utilizes Cryptographic Hashing and Blockchain Technology to 
provide assurance of Data Integrity. Encrypted data that is stored in IPFS will be identified 
by Content Hashes, which are recorded in a Blockchain. Modifying any of the Data that is 
stored on IPFS will cause the Hash to not match, providing immediate notification of an 
attempted Tampering. There's no way to change Ownership Metadata, or Access Logs or 
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Transaction History recorded on a Blockchain that is Immutable; therefore, long-term 
trustworthiness is assured. 

6.4 Privacy-Preserving AI Analytics 

The AI Analytics Layer only uses data that has been approved and authorized directly by the 
blockchain and will not allow any unencrypted raw data to leave a controlled execution 
environment. The AI Microservices can only obtain encrypted data after receiving 
verification from the blockchain that they are allowed access to that data, and the AI 
Microservices are executed in isolation from one another for privacy-preserving and 
federated learning purposes. The use of AI Microservices in this way reduces the risk of 
inference and model-extraction attacks, since all unauthorized attempts to query a model or 
infer an inference from a model are automatically blocked by smart contracts. 

6.5 Threats insider and external threats 

Centralized systems are vulnerable to insider attack and single point of failure. In contrast, 
the proposed decentralized architecture does not require trust in a single administrator or 
server, because it distributes trust across multiple nodes. Blockchain consensus mechanisms 
allow multiple parties to verify access to the same logs, and encrypted data storage and 
permissioned analytics minimize the opportunities for both internal and external attackers to 
compromise the data of a decentralized system. 

7 Governance and Inter-Operability Challenges 

Although the Blockchain-AI Integration supports enhanced security and privacy, as well as 
decentralization, it also introduces new governance and interoperability issues regarding how 
organizations will deploy this technology at scale across multiple organizations or businesses 
that may have different policies in place to support the implementation of the Blockchain-AI 
Integration. 

7.1 Complex Decentralized Systems Governance 

Decentralized systems do not have a central management entity, which means that all the 
responsibilities for governance of systems are shared among all participants in these systems. 
All of these participants must agree on access rules, ownership rules for data, and how each 
entity is allowed to use that data. To do this, we need to have a clearly defined governance 
model that describes how each participant can create consensus among themselves on any 
given policy regarding governance. 

In the framework proposed below, the use of smart contracts to create governance policies 
will still need to be updated in a way that does not interfere with the normal operation of the 
entire system as its regulation or governing policies may change. 

7.2 Evolution of Policy & Management of Smart Contracts 

Smart Contracts Are Immutable and Automated; However, As Such They Can Be Inflexible. 
When Access Policies & Governance Rules Change, It Generally Necessitates 
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Decentralized systems do not have a central management entity, which means that all the 
responsibilities for governance of systems are shared among all participants in these systems. 
All of these participants must agree on access rules, ownership rules for data, and how each 
entity is allowed to use that data. To do this, we need to have a clearly defined governance 
model that describes how each participant can create consensus among themselves on any 
given policy regarding governance. 

In the framework proposed below, the use of smart contracts to create governance policies 
will still need to be updated in a way that does not interfere with the normal operation of the 
entire system as its regulation or governing policies may change. 

7.2 Evolution of Policy & Management of Smart Contracts 

Smart Contracts Are Immutable and Automated; However, As Such They Can Be Inflexible. 
When Access Policies & Governance Rules Change, It Generally Necessitates 

Upgrading/Redeploying Contracts; This Methodology Often Has Coordination Overhead as 
Well as Operational Risk. Ensuring Backward Compatibility and Minimizing Service 
Disruption When Updating Access Policies Will Be Critical for Long-Term Supportability. 
Therefore, Effective Governance Mechanisms Need to Balance the Benefits of Immutability 
with The Risks of Lack of Control or Resource Overdrive Using Managed Adaptability. 

7.3 Cross-Organizational trust and accountability 

This framework allows for cooperation between independent organizations that may not fully 
trust each other. Although blockchain provides an unambiguous record with transparency 
and is protected from tampering, differences in the agreements between organizations over 
issues such as who owns the data, priority of data access and responsibilities for misuse of 
that data will still exist. Creating a structure for responsibility, providing mechanisms for 
resolving disputes and establishing governance roles will be significant ongoing challenges 
in a decentralized ecosystem. 

7.4 Different configurations communication with each other 

It is difficult to integrate systems that exist within different environments. Organizations 
maintain different types of infrastructure, have different types of data formats, and use 
different types of encryption standards. While all back-end systems utilize standardized 
metadata formats, there must also be consensus on the use of a common data schema, 
common encryption process, and common identity management scheme in order for all users 
to work together. The lack of such an agreement limits the ability for seamless exchange of 
data and federated analysis of data within a given domain/area of expertise. 

7.5 Legacy systems and Integration 

Many organizations still use legacy data management systems and applications for analytics 
that were not built on decentralized architecture. The integration of many of these legacy 
applications with new blockchain-based governance and encrypted storage solutions will also 
require middleware, data transformation and compatibility. Because these integrated systems 
will be much more complex than the legacy systems, this added complexity of systems could 
negatively affect the performance and/or adoption of the systems. 

7.6 Decentralized governance overhead 

Decentralized governance mechanisms such as consensus on the blockchain and the 
execution of smart contracts add both computational and latency overhead to those involved 
in the governance mechanism. When the number of participants and transactions grows, the 
processes associated to governance (including validating access and auditing/logging 
transactions) could also inhibit the system's ability to respond to requests. While the hybrid 
architecture proposed above reduces the number of on-chain transactions, scalability will still 
be a major consideration for implementing hybrid systems on a large scale. 

7.7 Compliance and regulatory consideration 
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Data Governance must be matched to regulatory requirements for data protection, privacy 
and cross-border data sharing. Achieving compliance within Decentralized Systems is 
complicated by the different legal requirements between jurisdictions. Immutable audit trails 
may assist in verifying compliance however additional measures will be required to support 
other regulatory requirements such as Data Retention Policies and Access Control 
Revocation. 

 

8 Expected results and evaluation 

The proposed Blockchain-Based AI Architecture greatly facilitates sharing data securely and 
intelligently, in contrast to existing centralized structures, through a design approach that 
addresses these issues comprehensively. A combination of Experimental Evaluation and 
Architectural Analysis demonstrate that Utilizing Smart contracts for Decentralized Access 
Governance, ensures the application of fine-grained permissions, and generates immutable 
audit logs for every data access and analytic requests. The hybrid storage approach eliminates 
most of the overhead associated with using the Blockchain whilst maintaining the 
completeness of the Data by utilizing Content-Based Hashing (CBH), combined with the use 
of Encrypted Off-chain storage.  

By Incorporating a Permissioned AI Analytics Layer, the data can be analysed by people who 
are authorized to do so, while not exposing the underlying raw data, therefore protecting the 
confidentiality of the data and reducing any risks associated with unauthorized access. The 
System has proven to have a higher level of resilience against unauthorized access, insider 
attack, and single point of failure because of its Decentralized Architecture, thus validating 
the efficiency, effectiveness and value of the created framework of seamless integration of 
Security, Transparency, Scalability and Privacy of Data to provide AI-Driven actionable 
insight in a multi-organizational environment.  

8.1 Output 

 

Fig. 3. SecureShareAI Landing Page 
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8.1 Output 

 

Fig. 3. SecureShareAI Landing Page 

The image illustrates the landing page of the OpenRich/Pay/Finance application (The 
application) and the ultimate purpose of the application itself, i.e., to enable secure data 
sharing via blockchain technology and artificial intelligence. The landing page also 
highlights several key features of the application (i.e., encryption, decentralized storage, and 
AI-based DataAudit). 

 

Fig. 4. User Registration/Login Interface 

The registration page gives new users the opportunity to create an account by providing their 
log-in credentials and linking a blockchain wallet address. One of the options available during 
registration is registering as an administrator, and the other is to select which user will be 
using the application. During registration, the user may also find that they now have two 
ways to access the application (via password or the blockchain). Only those individuals who 
have registered on the blockchain are permitted to access the application. 

 

Fig. 5. Data Owner Dashboard 

The Data Owner Dashboard (the dashboard) provides data owners with the means to upload 
and encrypt their files, set up access controls for the other individuals who will have access 
to the files, and track the status of access requests. All files that have been uploaded will 
beautomatically encrypted and recorded on the blockchain to ensure their integrity. 
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Fig. 6. Encrypted Dataset Management View 

This viewpoint shows the data owner’s view of what datasets they own. Each dataset is 
indicated as secure, meaning it has been encrypted, is stored in a decentralized way, and has 
been verified using the Blockchain. 

 

Fig. 7. Data User Dashboard 

The Data User Dashboard provides access to all authorized users for viewing datasets that 
are available in the datastore. The user can see who owns the dataset and whether it is verified 
for its integrity, with the option of requesting access per the Blockchain governed permissions 
system.  

The below image shows the workflow of accessing datasets. All requests to access a dataset 
will note the type of access permission allowed for a verified dataset, in addition to being 
able to download it. Blockchain based integrity verification of the requested dataset ensures 
that only valid and permitted datasets will be accessed. 
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Fig. 8. Access request and verified dataset interface 

8.2 Performance Evaluation Results 

8.2.1 Access Control Latency – 

 

Fig. 9. Smart Contract Access Control Latency 

The image depicts how the number of concurrent users has an impact on smart-contract-
based latency when providing access control. For example, by having ten users, the average 
time to authorize access for all ten users is approximately 120 ms. When there are 500 users, 
the average latency time will increase to approximately 310 ms. The incremental increase on 
the average latency time shows that the performance of decentralized access validation will 
remain predictable and stable, and that decentralized access validation will continue to be 
practical in multi-organizational environments without causing significant latency delays. 
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8.2.2 Blockchain Storage Overhead – 

 

Fig. 10. Blockchain Storage Cost Comparison 

The figure illustrates the difference in the storage footprint of datasets between fully on-chain 
storage versus the proposed hybrid IPFS-Blockchain storage approach. For example, the use 
of fully on-chain storage to store the metadata (i.e., approximately 18.5 MB/ each) for all 
datasets on the Blockchain, whereas when using the hybrid storage approach, only 1.2 
MB/each would be on-chain. This results in a storage overhead reduction of approximately 
93% in blockchain storage, thereby indicating the scalability advantages of using off-chain 
encrypted storage methods. 

8.2.3 AI Analytics Execution Time – 
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Fig. 11.. Permissioned AI Analytics Performance 

The following graph depicts the execution period for AI analysis under permissioned access; 
there is a linear relationship between size of data and time needed to complete the analysis 
for both 100 records (1.8 seconds) and 2000 records (5.4 seconds). The efficient processing 
of data with little add-on time for encryption and permission validation supports privacy-
preserving analytics. 

8.2.4 Overall Observation 

The results of the testing verify the successful implementation of the proposed framework 
providing an acceptable balance between security, privacy and performance. A smart contract 
governance structure is in place providing an auditable trail with acceptable time delays; the 
innovative next generation of hybrid storage, will provide significant reductions to the cost 
of utilizing a blockchain; and the AI analytical process is likely to be able to scale effectively 
without disclosing any of the underlying raw data.  

9 Conclusion 

This article presents an Artificial Intelligence framework integrated with blockchain 
technology which addresses common issues of security, privacy, and data trustworthiness 
that are typically associated with traditional forms of centralized sharing of sensitive 
information. By creating an intelligent data sharing platform that uses decentralized 
governance through blockchain, relying on encrypted hybrid storage, and leveraging 
permissioned AI analytics; the framework enables the secure and controlled use of sensitive 
information. Additionally, the smart contracts included in the framework; enable fine-grained 
access control and provide for the execution of immutable audit logs, eliminating the 
requirement for reliance upon centralized authorities, therefore, reducing the risks of insider 
threats and unauthorized access.  

The methodology proposed will demonstrate that utilizing blockchain and combining it with 
AI-driven analytics can provide the means to enable secure, scalable, and privacy-preserving 
ways to share sensitive information. Additionally, the hybrid on-chain/off-chain storage 
design allows for scalability of the system, while the use of blockchain for verification of 
information will ensure the trustworthiness and accountability of the information being used. 
The results of the experiments conducted in this study will confirm that the methodology 
implemented will enable multiple organizations to collaborate securely and efficiently in a 
privacy-preserving manner.  
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